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SCOPE

• To read TIFF 6.0 Image Header

• Parse the following:

– Byte Order

– TIFF Format ID

– Image File Directory (IFD) Offset

– Number of Directory Entries

– Values in each Directory Entry



INTRODUCTION

• TIFF

– Tagged Image File Format

– is a file format for storing raster graphics images

• Rectangular grid of pixels

– popular among graphic artists, the publishing 
industry, and photographers

– a file is defined to be a sequence of 8-bit bytes

• bytes are numbered from 0 to N. 

– largest possible TIFF file is 2^32 bytes in length.



TIFF HEADER STRUCTURE



SAMPLE BILEVEL TIFF FILE



TIFF FRAME AND FILE STRUCTURE

struct TiffFrame { 
uint32_t width; 
uint32_t height; 
uint16_t compression; 
uint32_t rowsperstrip; 
uint32_t* stripoffsets; 
uint32_t* stripbytecounts; 
uint32_t stripcount; 
uint16_t samplesperpixel; 
uint16_t* bitspersample; 
uint16_t planarconfiguration; 
uint16_t sampleformat; 
uint32_t imagelength; 

}; 

struct TiffFile { 
FILE* file; 
uint8_t systembyteorder; 
uint8_t filebyteorder; 
uint32_t firstrecord_offset; 
uint32_t nextifd_offset; 
uint64_t filesize; 
TiffFrame currentFrame; 

};



STRUCTURE OF CODE

Input File Name

Open File if Valid

Read first two bytes and 
determine the byte order

Read next two bytes and 
determine if TIFF format

Read next IFD offset and set 
pointer 

Read the next frame

Determine the Tag count (No of 
Directory Entries)

For each Directory Entry, read 
the following:

• Tag

• Type

• Count

• Value

Set the pointer to next IFD offset

Exit



TESTING OF CODE

• Use of Secure Lib 
Functions

• Input Validation

• Static Analysis
– Clang

• Dynamic Analysis
– Valgrind

• Testing with +ve
and –ve inputs
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