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Uroven ochrany osobnich dat

* Rozhodujicim ukazatelem urovné ochrany je
cena osobnich dat ,,na ulici”— na cerném cCi
sedem trhu. (Roger Needham, Cambridge U.)

— Zdravotni data ,,bézné“ osoby v UK lze ziskat za
cca 150-200 liber

— V kanadské provincii Quebec podle nékterych
Linzeratu” 20-60 liber.

— Podle Needhama by méla cena byt vyrazné nad
500 liber.



Priklad cen v UK (2006)

Pozadovana informace

Adresa

Adresa podle tel. Cisla

Adresa podle tel. ¢isla (mobil)
Seznam Clenu rodiny a pratel
Udaje o vozidle z registru
Trestni rejstiik

Tel. Cislo — blokované

Vypis z uctu mobilniho telef.

Udaje z tidi¢ského prikazu

Platba komplicum

neznama
£40
neznama
£60 — £80
£70
neznama
£40
neznama

neznama

Cena-klient

£17.50
£75

£75
neznama
£150-200
£500

£65 —£75
£750
£250



Mikrostudie studentu Fl 2017

* |nzerat s nékolika gramatickymi chybami (pro
nodporeni pozadi identity) a poptavka po DB
oro prodej, s pozadavkem na fyzické adresy
osob, pripadné na jiné citlivéjsi udaje.

e Zaznam s fyzickou adresou, telefonem a
emailem cca 15 haléra / subjekt.

e Zaznam s rodnym cislem nebo cislem
obcanského prukazu 5,17 K¢ / subjekt.



Cenu osobnich dat ovlivauji

1. Vyse trestu tém, kdo data jinych
radné neohlidali a spolupodileli se
tak na jejich uniku.

2. Vyse trestu tém, kdo s nimi
neopravneneé manipuluji.

3. Uroveri ochrannych mechanismg.



Postoj obCanu k zachazeni s osobnimi
daty (Anglie, 90. |éta)

* Necelych 20 % obcanu totalné Ihostejnych,

e Stejny pocet velmi obezretnych az
paranoidnich

* Asi 60 % je ochotno cast svych prav nechat
omezit za “primérenou uhradu” - financni,
vecnou Ci nejcastéji v podobé vyrazného
zlepseni sluzeb.



Pruzkum v Nemecku —I.

Privacy in e-commerce: stated preferences vs.
actual behavior (Berendt a kol.), ACM
Communications, April 2005

Soukromi si chranici — 30 %
(Témér) lhostejni — 24 %
Citlivi na profilovani — 26 %
Citlivi na identitu — 20 %



Pruzkum v Nemecku — II.

e Za urcitych okolnosti je ovsem vétsina
uzivatell online ochotna zapomenout na
zabrany a sdélit osobni informace i bez
skutecné zavaznych duvodu (takto ucinit)

* | uzivatelé, kteri podle vlastniho nazoru jsou
citlivi na ochranu osobnich dat, tak pri online

interakci nekontroluji vtomto smeéru sveé
chovani



Experiment v Cambridge

How Much is Location Privacy Worth? (Danezis a
kol.)

Info studentim 1. ro¢niku o placeném vyzkumu
se sberem informaci o jejich pohybu (mobil — 28
dnu, 24 hodin denné)

— Aukcel!l
£10 median, £27.4 primeér (max. £400, min. 0)

Se zvazenim prodeje pro komercni ucely pak £20
median, £32.8 prumér (max. £300, min. 0)



Obdobny experiment ve vetsim meéritku...

* Nasledujici slajdy jsou vyjimecné v
anglictiné ©
— Prezentace pripravena v souvislosti s rozborem
vysledku studie...



Starting Points

Privacy — ensured by legal system or by technology
Technologies to preserve privacy are really expensive

Yet privacy intrusive technologies become more common

— GSM system used for tracking down particular handsets (more precise
than needed for the GSM system itself)

What is the value of privacy?
— How much are people willing to pay to protect their privacy (location
privacy in this case)

— What are black market prices and penalties

* UK: £17.50 for address; up to £500 for criminal records check; £750 for
mobile phone account details. (UK IPC, May 2006)

* UK — penalties for privacy breaches in low £'000 per individual
* US health data (HIPAA) — civil penalty S100 per violation

Design a study about how much we want to get for being
tracked 24/7



New Study

* Organised within FIDIS project (www.fidis.net)
— Spring 2006
— Pseudonymity, with only email address provided
* Five countries involved
— Belgium, Czech Republic, Germany, Greece, Slovakia
* Information advertised to
— University students (IT) — all countries

— University students (regardless on study) — CZ, DE, SK
— Mobile phone community — CZ, DE



http://www.fidis.net/
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Organisation

First form (webpage)
— Language
— Background (computers, law, other)
— Gender
— Network operator used (list of local operators)
— Do you carry your mobile all the time?
— How often are irregular movements (hourly, daily, weekly, monthly)?
— Who do you talk to (friends, family, partner, business)?

Second form
— Commercial exploitation (decline, same bid, revised bid)

Third form

— Commercial use for one year (decline, write the bid)



Demographics

 Number of participants per country

— Belgium 37/3 (no of participants/females)
— Czech Republic 744/131

— Germany 251/33

— Greece 30/6

— Slovak Republic 152/46

e Students in all countries, mobile phone communities
in Czech Republic and Germany

e Size of sample sets

e Czech Republic, Germany, Slovak Republic — deep analyses
e Belgium, Greece — too small, control sets



Cautiousness

* Drop-out rates

— Early drop-outs (239 out of 2582)
« BE12% CZ6% DE12% GR25% SK12 %

— Standard drop-outs
« BE56% CZ44% DE48% GR68% SK58%

* Not interested
— Greeks stand out, unfortunately the sample set too small
— There is a remarkable number of really high bids

e creating “linearity” from “not interested” to average bid



Euros {cut off at 700)

Differences among Countries

* 15t bids

Distributions to Question One by Language

(=
2
& =]
(=
2 =)
[=] =]
2 =]
) -
O |
(=] I
=0 1
= 1
o 1] |
2 | o o r |
o o 1 1
O o h
(= o 1
& 7 o B !
[ '
8 , _‘,’_ ' Distributions to Question Three by Language
icrf — - 1 1 :
I ' T
o - RS T— PR — PR — : :
T T T T T o : !
be cz de ar sk 1 !
o ! !
1
Question One: Academic, one month. o : 1
_ - !
g e :
o 1
™ e — !
% ? a I o 1
5 2 ! \
L —_— \
W ! 1
e ' !
s | ! I
| 2 ' X
2 : ! ;
! '
| :
1 I 1
1 1 1
o - _ 1 1 —_— _
I I I T I
be CZ de ar k

Cuestion Three: Commercial, ons year.




Euros {cut off at 300)
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Men and Women

Distributions to Question One by Gender
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Mobility

Distributions to Question Three by Pattern of Movement
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Question One: Academic, one month.

* Sizes of sample sets: daily 520, hourly 485, weekly 195, monthly 15

e Expectation was that there is correlation between value of irregular
movements
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Impact of Scenarios

First Question Bid Distributions per Population
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Euros
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Overall Distribution of Bids
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e Second bids (2.5x first bids)
* Third bids (2x second bids)



Non-linearity in Time

* 12-fold increase in the experiment length
— 2x increase of the bids

* Hypothesis
— Data after the 15t month are of less value
— Little information in

consecutive data

Correlation between consecutive

months (MIT Reality Mining project)

11111



Why Participating in The Study

* Questioned after the experiment
* 300 responses (25 % of the participants)

 Why did you take part in the experiment
* Money (38 %), results (32 %), fun (30 %)
* Correlated bid values (medians)
— 1t auction: 12, 8, 9 (roughly)
— 2" quction: 9, 5, 6 (roughly)
— No substantial difference between bids



Conclusions

10 % of participants bidding < 1 EUR

e Curiosity and enthusiasm for cover story

Greek sensitivity to privacy breaches
* Eavesdropping scandal a couple of months before

Non-linearity in regard of the study length
No correlation between bids and movements

Medians of Cambridge study correspond to
our results (€43 to £28)



Introduction — second study

Usage of online communication tools

Email or instant messaging used every day
Network administrators can track their users
Risk of profiling or another analyzes of data

People can sense the value of such
information



Organisation of the study

How much money for being tracked for two weeks
— email

— instant messaging

— all tracking data

First form (webpage) — do you want to take part?

— Academic research
— Yes, with a PC only

Second form — partially supporting our cover story
— Age?, Gender?

— Own or shared hardware?

— Level of IT-knowledge?

Second bid — commercial exploitation (decline, revised bid)

Third bid — use by national governments to improve
terrorist activity detection and tracking tools



Structure of responders

* |Intent to participate in the first step (academic
research usage of data) of the study — 498
subjects (of 1080 loads)

— BE(3.4%), CZ(40.2%), DE(8%),
— SK(32.1%), EN(16.3%)
e 284 then actually bid (first scenario)

e Those who saw the introtext and answered
— will participate —46.1 %, (26.3 % — first scenario)



Academic usage (quartiles)

First bids First bids — males First bids - females

email messaging | all email messaging | all email messaging | all

10 10 12} 10 95| 12| 10 101 15

30 30| 50| 32.5 25| 50| 30 35| 50

100 100| 200| 100 100| 200| 275 150 | 300

« Quartiles instead of min, max, average values

« 23 participants (almost 10%) explicitly opt out for
the next scenario, but 27% left




Commercial usage

Academic Commercial % Increase
email messaging | all email messaging all
10 8.3 104| 10 10| 15 22%
20 22.5 40| 40 40| 50 57%
100 80| 150 100 100 | 200 21%
« Medians increased significantly

« 41 participants (18%) explicitly opt out in the next
scenario, but 28% actually left



Usage by governments

Second bids Third bids
email messaging | all email messaging | all
10 10 15 10 10 15
40 40 50 50 50 60
100 100, 200 200 200 400




Histogram — 1st bid, all scenarios

100,00% -

;

80,00%

60,00%

40,00%

% from no of bids

20,00%

0 100 200 300 400 500 600 700 800 900 1000

bids in EUR

 Higher differences expected




% from no of bids

Histogram — 3rd bid, all scenarios
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Highlights of the second study

284 responses for at least the first scenario

— responses from more than four countries
€30 for being tracked (email or instant messaging) for
academic purposes

— €50 for all tracking data

— No considerable differences between males and females
Increasing tendency to opt out with changing purpose of

tracking

— 1/10 academic -> commercial usage (real dropout 27%)

— 1/5 commercial -> governmental usage (real dropout 28%)
Governmental usage

— After dropouts, ie valuation of all-consenting subjects

— €50 for one type of data (cf. €40 commercial, €20/25 acad.)

No significant difference between value of email and other
messaging traffic data



Rozsahlé databaze osobnich
informaci

Vasek Matyas
PV080



Agregace dat

e Seskupovani (osobnich) dat do rozsahlych
databazi. Agregace (z angl. aggregation).

* Timto kombinovanim dat o urcité citlivosti lze
ziskat informace daleko citlivejsi, které jinak
spadaji do kategorie s vyssimi pozadavky na
ochranu.



Zakon o ochrané osobnich udaju
(101/2000 Sb.) — Povinnosti spravce

Mj. zakon rika:

* nesdruzovat osobni udaje, které byly
ziskany k rozdilnym ucelum, pokud zvlastni
zakon nestanovi jinak



Zadatel o investici

Chodil roky ke stejnému obvodnimu |ékari.
Uzavrel pred mésicem vysokou ziv. pojistku.
V minulém ctvrtleti byl u specialisty.

Prede dvéma mésici zmeéenil obvodniho |ékare.



Odvozeni (Inference, i angl.)

* Odvozeni informaci o vyssi citlivosti
zZpracovanim a analyzou skupiny informaci o
nizsi citlivosti.

nebo

* Neprimy pristup k informacim bez primého
pristupu k datum, ktera tyto informace
reprezentuiji.



Priklad politiky klinickych IS, British
Medical Association

* Musi byt zavedena ucinna opatreni proti
agregaci osobnich zdravotnich informaci.

e Pacienti, k jejichz seznamu rizeni pristupu ma
byt pridana dalsi osoba, musi byt zvlast
upozornéeni, pokud jiz tato osoba ma pristup
ke zdravotnim informacim velkého mnozstvi

lidi.




Co kdyz mate informace o financni
situaci a zdrav. stavu

Pritele/kyné, resp. manzela/ky.

Spolupracovnika, nadrizeného...
VSech studentl/zaméstnancu Fl.
VSech obyvatel mista, kde zijete.

Lk e

VSech klientu urcité firmy (banky,
zdravotni pojistovny...).

6. VsSech (vétsiny) obcanu.



Pravdepodobnost neopravnéného
pouziti

e Pocet osob, které maji k informacim pristup
(operatori, uzivatelé systému ap.).

e Hodnota informaci.

— Vyse trestu tém, kdo data jinych radnée
neohlidali a spolupodileli se tak na jejich uniku.

— Vyse trestu tém, kdo s nimi neopravnéneée
manipuluji.

— Uroven ochrannych mechanismd.



Reseni?
* U mensSich souboru osobnich dat provadét

agregaci jen v nutnych pripadech.
e U véetsich souboru neprovadét agregaci.

e Statistické databaze!



Statisticke databaze

* Obsahuiji citlivé udaje o jednotlivcich.
* Jejich vyuziti ma byt jen pro statisticke
dotazy k vytvoreni obrazu o celkovych
potrebach obyvatelstva a formulovani
(vladni) politiky:.
— podpora cirkvi, region(i/mést atd.

* Vysledky dotazu v takovychto databazich
nesmeji poskytnout udaje o jednotlivcich.



Studium statistickych databazi

e USA, 70. leta, databaze ze scitani lidu.

* Dorothy Denning
— Studium pouzivanych zpusobu pro formulaci dotazu
a ziskavani odpoveédi.
— Ty povolovaly (netrivialni!) dotazy, které umoznily
ziskat udajné tajné informace o jednotlivci.

— © Udajné nedtvéra ve zjisténi Denningové — dokud
nezjistila plat svého Séfa sérii legitimnich dotazu.



Priklad kritickeho dotazu

Kolik je mést s 15-16 000 obyvatel

& s muzi, evangeliky, slovenské nar., 36-40 let
& jejich zeny, 28-30 let ziji mimo toto mésto
& 2 détido 10 let ziji s témito zenami

& 1 dité nad 18 zije s temito muzi

& muz zZije ve vlastnim domé, plocha nad 200m?
a domacnost ma/pouzivad aspon 2 automobily.



Kompromitace databaze

e Vysledkem série dotazu je jeden zaznam
— Databaze byla pozitivhé kompromitovana

* Nasledny pokus o ziskani dalsich informaci
— Vysledkem je bud' 1 nebo 0 zaznamu
— Pozitivni/¢astecnd kompromitace databaze

e Caste¢nd kompromitace

— Informace o entité i kdyz nezname konkrétni
hodnotu



Protiopatreni ve statistickych
databazich I.

Omezeni dotazu
— Napt. i sledovani predchozich dotazU
Umysina zména zdrojovych dat

— Napr. orig. hodnoty nahrazeny novym vzorkem se
stejnym rozlozenim pravdépodobnosti hodnot

Umyslnad zména vysledku dotazu
— Napr. zaokrouhlovani

Cilem je zabranit situacim, kdy je mozné ziskat
informace o jedné entiteé.



Protiopatreni ve statistickych
databazich Il. — Nahodny vybér

Kazdy dotaz je zodpovézen na zakladé

vyhodnoceni nahodné vybranych zaznamu
ze vsech existujicich zaznamu.

e Kontrola prekryti mnoziny zaznamu u
vicenasobnych dotazu na tutéz informaci.

— Ma zabranit situaci, kdy nékolik uzivatelu
databaze zacne spolupracovat.

Technika nyni pouzivana v americké databazi
udaju ze scitani lidu.



Protiopatreni ve statistickych
databazich lll. — Minimalni rozsah
dotazu

 Minimum celkového poctu zaznamu pouzitych
pro tvorbu odpovedi.

nebo

* Minimum poctu zaznamu pouzitych pro
tvorbu odpovedi na kazdou cast dotazu.



Protiopatreni ve statistickych
databazich lll. — Perturbacni
(zmatecné) techniky

Pridani pseudonahodného ,,Sumu®:
— Odpovedi konzistentni, ale ziskani spolehlivé odpovédi na
sérii podobnych dotazl neni mozné.
1. Kzdaznamum zahrnutym pro vyhodnoceni dotazu se
pridaji dalsi nahodné vybrané podobné zaznamy

2. Vypoctena hodnota nebo mezihodnoty jsou
zaokrouhlovany nebo mirné pozmenény.

 Podle nékterych definic zahrnuji nahodny vybeér.



De-anonymizace uzivatelu

Narayanan a Shmatikov (2008)
— Huge de-anonymization of large sparse datasets (ACM)

Databdaze hodnoceni filmu
— Databaze zpristupnéna ,,anonymizovane”
Uzivatel hodnoti filmy (filmu jsou stovky) na skale 1-10

Uzivatele se podarilo de-anonymizovat — spojit se
skutecnou identitou pokud:

— Vime jeho hodnoceni pro 5-8 filmu



