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ASN.1

e Abstract Syntax Notation 1

e notation for describing abstract types and
values

e Defined in ITU-T X.680 ... X.695

e Used in many file formats, including crypto
Public keys, private keys
Certificate requests, certificates
Digital signatures, padding, encrypted files



ASN.1

e Allows format/storage/transmission of data
Compatible among many applications

Not dependent on HW platform
E.g. little/big endian

Not dependent on operating system

e Simple & Structured types
e Multiple encoding rules (methods)



L2

ASN.1 - Types

Type Tag number Tag number

(decimal) (hexadecimal)
INTEGER 2 02
BIT STRING 3 03
OCTET STRING 4 04
NULL 3 05
OBJECT IDENTIFIER 6 06
SEQUENCE and SEQUENCE OF 16 10
SET and SET OF 17 11
PrintableString 19 13
IASString 22 16
UTCTime 23 17




ASN.1 — simple types

e [nteger
signed integer (there’s no unsigned integer)
e Bit string
The number of bits does not have to be a multiple of 8

e QOctet string
an arbitrary string of octets

e NULL
No data (used in parameters)

e PringtableString, IASString, UTF8String, ...

Strings — the sets of characters are various

e UTCTime
Time



ASN.1 - OID type

e Object identifier (OID)
Sequence of integer components that identify an

object
Assigned in a hierarchical way

e Example
sha-1WithRSAENcryption = 1.2.840.113549.1.1.5
iIso(1) member-body(2) « 1284011354911 - PKCS-1
us(840) rsadsi(113549) . L840 1135 - RSADSI
pkcs(1l) pkes-1(1) 5 e 12840 - USA

o 1.2 -1I50 member body
o 1 -1I50 assigned OIDs
« Lop of OID tree




ASN.1 — structured types

e SEQUENCE
an ordered collection of one or more types

e SEQUENCE OF

an ordered collection of zero or more occurrences of a
given type

o SET
an unordered collection of one or more types

o SET OF

an unordered collection of zero or more occurrences of a
given type



ASN.1 Encoding Rules

e XML — oriented formats
XER (XML Encoding Rules)

e Byte-oriented formats
BER (Basic Encoding Rules)
CER (Canonical Encoding Rules) — subset of BER
DER (Distinguished Encoding Rules) — subset of BER
Used for crypto files
e Bit-oriented formats
PER (Packed Encoding Rules)

e \Verbose, human readable formats
GSER (Generic String Encoding Rules)



BER encoding

e TLV — Tag Length Value
All the data is encoded using a simple TLV format
Tag — what kind of data it is
Length — the length of the data
Value — the data itself

e Example
02 01 05 [hexadecimal values]
Tag — Integer
Length of data — 1 byte
Data: (positive integer) 5



Nested data

e SEQUENCE Is similar to struct/record

e 300902010504 02 FF FF 05 00
e 30 09 — sequence of length 9 bytes
e 020105 - integer5
e 04 02 FF FF — octet string FF FF

e 0500 — NULL (no data)

| 7| L |TICITILT

L

ul\

g7~k (0,9) SEQUENCE

...... (2,1) INTEGER : 'G5

B (5,2) OCTET STRING : ‘%'

...... @ (9,07 NULL



BER tags

e Tag encoding

Constr (@)
(-]

o Class [css Bit 8 | Bit 7
universal 0 0
application 0 1
context-specific | 0
private | 1

e Tag number
e Bits 1-5
o If all bits are 1 then the tag continues in the following byte(s)



BER length

e length >=0 && length <= 127
The length is coded directly
E.g.’05’
e Otherwise the bit 8 is set, bits 1-7 code the
number of bytes that specify the length
E.g. 255 -> ‘81" ‘FF’
E.g. 256 -=>°82" ‘01" ‘00’ or also ‘83" ‘00’ ‘01" ‘00’
BER x DER
e ‘80 is “Iindefinite” length
Not allowed in DER



BER value

e The data itself

e Dependent on data type
Integer: signed — e.g. 128 -> 00 80’
Octet string: directly the data

Bit string: number of unused bits + padded bit
string to a multiple of 8 bits (padding is at the end)

UTCTime: string of one of the forms

YYMMDDhhmm?Z
YYMMDDhhmm+hh'mm'
YYMMDDhhmm-hh'mm'
YYMMDDhhmmssZ
YYMMDDhhmmss+hh'mm'
YYMMDDhhmmss -hh'mm'



First look at the binary DER file

E ece000
x

¥ 15L_1.cer {~'\Plocha',PKI) - G¥IM
Soubor  Uprawy Mastroje  Syntaxe Buffery Okna Mapovéda

AEDE 9@ |4 an BRRE(ASA | TAO| 2?2 A

E."pre,“cx “c°B A"B B C WAL MF *tHT "M A" A"K E ROl "KA “F CUD"F"S"BCZ21987 ~

“F"CU"D"CTLBI.CA - Standard Certification Authority, 09/20091-0+"F CUTD

“L4PrunfAi- certifikafdiTnfA- autorita, a.s.12808°F"CU"D"K"L)}I.CA - Provider of Certification Ser

vices@™ " W HEP12211732592 W H181221173259260-17K@ “F CUD"F"S"BCZ1785 F"CU"D"C"L .Hinistr

y of the Interior of the Czech Republic17@5"F CU”D

“L.Ministry of the Interior of the Czech Republic1”UB S F CUTD"E"S"LICA - 6139660, A"8 H'F
*tHT+ "W A" A"A"E"R"C, "A"0"@A, "n

“B,"A"A"@‘ jHSTI5T0E0 E°s2,exny " TELLE " X\SUSENE-R " 0:EW | FUCE ™" "LGoA%-BI130C"PIT ' -T  2JCU="

“ jlEG=T%WA"EdBAZ20" Dy 2T ;ud " PBRDS P 0iip, M "\ <2 M "\ " 2djiANN+3M36P “Ulpw,, -$cimi-GudiQ R

[UKLF-+q " R"B(/EDZACS],EOH [AUYD G{0 " WAAQO-3 E"M<wTEHDACLA7 "KG§O0F V" g 622Gl y*

A THA - TR

|Em3"TDO"0 “T7Xn"D02] 030"  tu”B C AR ALRGORFA Q" F CU" 1% D

B°H FF D @ 7°c@8”_"F CtH atFB A M D RV P9203083080080112730° "F CU” #°D XA UR"TALS iimtTHO"

(m,01i"y"Piigete” 1 "F CU” ] N D U D" TivEA\sYJNHPLALA) >[GEBA" 2 F CU"] "D S8"08 0 F "H+"F A"D AN H"A

A< CTETKTFTCUT 10D D C BT GEBY FTCU" ] _"DROPBE $ T http://scrldpi.ica.cz/sicaB?.crleg §

“t http://scrldp?.ica.cz/sica@?.cr18”H°F *THT "M A"A"K"E"R"C, "A" A" RatBé " UrEJORE--"SE”

I v6Bd="F B2 5R_“Syl ' GDIAEA " 0iiyA "By Y L6D-6"S " “LZ, HHDu" sB7% “2q-v wlE“K-§dr?

e "Z21x2TkS%s Ear "0& &5 F8HLE Yil-<% [ "W7ENRO&T“1x

M

ATHI“XAREAAI W @ -+ 430TOR- AL F+ DTBE  OR*x§3GPoAX | AZp@1PIXGRS - A G X K  <a ' Bd{iigA8:iT85E
+ BEH>?" 85§ ¢ - {Wd d4F < H UREB-BRO"+L1- ¥ Cud”SY

=1

1,1 Uie

CSCA CZE.crt



DER vs. PEM

e PEM
e Privacy Enhanced Mall

e PEM as such not used, but formats still used

e Textual formats

o Practical for transport channels where full 8bit data can
be damaged

e PEM Is base64 coded DER enveloped with

o Where SOMETHING is CERTIFICATE/PKCS7/KEY...



Sample PEM file

Kﬂ csca.pem (~Plocha' ¥Yyuka p...1'P¥181 drive' ASH.1 - |EI|£|

Soubor  Ulpravy  Méstroje  Svntaxe Buffery Okna  Mapovéda

SQEDE e | 4o R A3A THAl? A

MITES8 JCCAyagAwIBAgQIBEATEEEQKQhKiG9wBEANOWHKAPMABGCWCGSAFLAW]CAQUA
oRwwGgYJKoZ ThucHAQEIMABGCWCGSAF L Aw)CAQUAogHCASAWUZELHAKGATUEBRhHME
N1oxFzAVBgHUBAOTDKNG6ZWHo IFJ1cHUibG1 jMR BuGwyDUQQLEXRHaWSpc3RyeSBy
ZiBJbnRlcmlvc jEQHAAGATUEAXQH]THDQUODW]AeFwBwHjA3Hj QuHDAwHDBaF wly
MTEwHjQyHzUSHT1aMFcxCzAJBEgHUBAYTAKHaMRcwFQYDUQQKEWSDeml jaCBS 2 5B
YmxpYzEdHBsGATUECxHUTWluaXHBcnkgbh2YgSWS A2 X Jpb3 IxEDADBQHUBAMUE BHT
0BF FQ1owggGiHABGCSqGSIb3DOEBAQUAALTB jwAwggGKA0IBgQCvUZnqqCTF+LCA
aqULHoUsiguHhOcqWFKu+XGy4Hus3JeBLICgRZe2A3IUNFSHBArDHE jdnJrX1ugB
A@XwuRgG+880ifmHH32KFLYBA+RbPFMOJUi3vmxwHdELQw1xTdhgu/WHPRaxnlbf
[Im3IZ2XhuTurBsZmI6gqiySaibm0c63UsAZdgDe+t9AIN110Fwg3z04HEXMKECYSEFh
JoylB?UhufdkSpGEATWUTSBaRuPFWrS3WzhSmoWDiREhCiZnYhS 25189/ vKFRYj
JtpJiagquiRbnfnL+iSJ15cCUH?F+bIL B26BZY6tFBESHiloay/qewEKALNdxEcz.)
1205hkUukeVrpY1UhD/B2gbulUMrkznaz51273K379kk8GgcwZmY B q2wp1wE/ Q6
Rc/iD14Bcum/neziUrb+unbprbSuwid?Wt7e5z2ritsP/565a01H/kJ3C+UK1Suhd
ORTOUMLPUHWOVK1d7SWqRKZbwo B+ JtHUBCeyuBQurGRE527RF 3kCAVEARANhHF By
HOQYDVURBOBEYEFLSBmFXskHo/DW+f0n3n4MF11JYsHAMGA1UADWER fw)EAWIBBjAa
BgHUHSAEEZARHABGDSqBS7cYAQEBAYnIsmswEqQYDURBTAQH/BAgQuEqQER /wIBADEB
BgkqhkiG9wBBAJowHKAPHABGCYWCESAF1Aw]CAQUADRwwGGY JKoZ ThucHAQE I MABG
CUCGSAF1AwQCAQUADgHMCASADggGBAChyoZzplngg+HarcDKatzMbFnbG4Y1gh 2K FS
kUsSAK3y8qWli1oUIGTWBU199xsR/GUAC jJ1YLEBhiHjmEGEmShBHUMZ qqf BUnjFo
EQEIquJH?+dﬁBnPGH5cﬂSfuwzFla1Dafhu2?ED?qDderDZTFDGHEDHiSHmauHE
BSF7ithB+/7dxnZ23x0r JcoemkuwiqeCbZHE6F ToMo2eNCBCbE1IGALIRXDZZKC67LSE
Yi0b0Fwpn5UBaBucWSolUUGuUnee)?5Rb7nkocHmGEL pWlhwuFUe jFQRAhDSKazf
eFrRYPb7n2MsAg1wLHABOJPoEA7YENjXhSmaybtu+ksUFdJ46 2 FinkculyQoeDt2
KBDMG2Y0VUyaS0 j=UKHSTbR2PTWHS9cul Zuxf /6Hng?gpz I F+UzBJSxGyrwDWkKnh
tnFnFsk3q93/7tAqmIyf2sxCi95CFTF1R2Brs56uwqCezFTSDzHEANK S WiAx BDFC+
[6MTSBHMIWSD/G52ryHNPHL 7 9qLghXn+ (==

————— EHD CERTIFICATE--——-

22,64

CSCA _CZE.pem



ASN.1 viewers

e Unber (part of asnlc)
e Openss| asnlparse
e ASN.1 Editor




CSCA CZE.crt
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CSCA_CZE.crt

& anxur.f.muni.cz - PUTTY

labak:™% unber Fusr/share/fdoc/dirmngr-1.8.3/examples/extra-certs/bnetza-16r-ocsp-2.crt
<C 0="8" T="[UNIVERSAL 16]" TL="'4" U="052" A=""SEQUENCE">
<C 0="4" T="[UHIVERSAL 16]" TL=""4" U="804" A=""SEQUENCE">
<C 0="8" T=""[8]" TL="2" U="3">
<P 0=""18" T="[UMIVERSAL 2]" TL="2" U="1"" A="INTEGER" F>2<{/P>
</C 0="13" T="[@8]" L="5">
<P 0="13" T="[UHIVERSAL 2]" TL="2" U="1" A=""INTEGER" F>53<{/P>
<C 0="16" T="[UHIVERSAL 16]" TL="2" U="18" A="SEQUEHCE">
<P 0=""18" T="[UHIVERSAL &]" TL="2" U="6" A="0BJECT IDENHTIFIER" F>1.3.36.3.3.1.2<{/P>
<P 0=""26"" T="[UHIVERSAL 5]" TL="2" U="@8" A=""HULL"></P>
</C 0="28" T="[UNIVERSAL 16]" A="SEQUENCE™ L="12">
<C 0=""28" T="[UHIVERSAL 16]" TL="2" U="63" A=""SEQUEHCE">
<C 0=""39" T="[UHIVERSAL 17]" TL="2" U="11" A=""SET'">
<C 0=""32" T="[UHIVERSAL 16]" TL="2" U="90" A=""SEQUEHCE">
<P 0=""34" T="[UHIVERSAL 6]* TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4.6</P>
<P 0="39" T="[UNIVERSAL 19]" TL="2" U="2" A="PrintableString" >DE{/P>
<fC 0="043" T="[UWIVERSAL 16]" A="SEQUEMCE™ L="11">
<fC 0=""43" T="[UMIVERSAL 17]" A=""SET" L="13">
<C 0=""43" T="[UHIVERSAL 17]" TL="2" U=""26" A=""SET''>
<C 0=""45" T="[UNHIUVERSAL 141" TL="2" U="24" A=""SEQUEHCE">
<P 0=""47" T="[UHIVERSAL &]** TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4_18{/P>
<P 0="52" T="[UWIVERSAL 127" TL="2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
<G 0="71" T="[UNIVERSAL 16]" A="SEQUENCE™ L=""26">
<G 0="71" T="[UNIVERSAL 17]" A=""SET" L=""28">
<C 0=""71" T="[UHIVERSAL 17]" TL="2" U="28" A="SET'>
<C 0=""73" T="[UHIVERSAL 16]" TL="2" U="18" A=""SEQUEHCE">
<P 0=""75%" T="[UHIVERSAL 6]** TL="2" U="3" A=""0BJECT IDENTIFIER™ F>2.5.4.3<{/P>
<P 0="88" T="[UNIVERSAL 12]" TL="2" U="11" A="UTF8String">18R-CA 1:PH{/P>
</C 0="93" T="[UNIVERSAL 16]" A="SEQUEMCE™ L=""28">
<fC 0="93" T="[UHIVERSAL 17]" A=""SET" L="22">
</C 0="93" T="[UNHIVERSAL 16]" A="SEQUEMCE™ L="65">
<C 0=""93" T="[UHIVERSAL 161" TL="2" U="38" A=""SEQUEHCE">
<P 0="95" T="[UHIVERSAL 231" TL="2" U="13" A="UTCTime"->B50B04BB27092<{/P>
<P 0="118" T="[UHIVERSAL 231" TL="2" U="13" A="UTCTime">B712318823492<{/P>
</C 0="1125" T="[UNIUERSAL 16]" A="SEQUEMHCE' L="'32"3>
<C 0="125" T="[UNMIUERSAL 14]" TL="2" U="65" A=""SEQUENCE">
<C 0=""127" T="[UNIVERSAL 171" TL="2" U="11" A=""SET">
<C 0="129" T="[UNIVERSAL 16]" TL="2" U="9" A="SEQUEHCE">
<P 0="131" T="[UNIVERSAL 6]" TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4.6<{/P>
<P 0="1136" T=""[UNIVERSAL 19]" TL="2" U="2" A="PrintableString">DE</P>
</C 0=""148" T="[UNIUVERSAL 16]" A="SEQUENCE" L=""11"">
<G 0=""148" T="[UNIVERSAL 17]" A=""SET™ L="13">
<C 0=""1406" T="[UHIVERSAL 17]" TL="2" U=""26" A=""SET">
<C 0=""142" T="[UMIUVERSAL 16]" TL="2" U="24" A=""SEQUENCE">
<P 0=""144" T="[UNIVERSAL 6]" TL="2" U="3" A=""DBJECT IDEMTIFIER™ F>2.5.4._18<{/P>
<P 0="1149" T=""[UNIVERSAL 12]" TL=""2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
</C 0="168" T="[UNIUVERSAL 16]" A="SEQUENCE" L=""2&">




Manual viewing/processing

¥, cze_csca_20060724.cer {~'Plocha'PKI) - G¥IM3 10| %]
Soubor  Upravy Mastroje Syntaxe Buffery Okna Napovéda

AERE | 9e |4 an DRR(SSAITEHC|? 2

0nO0BNG: 3082 B4F2|[3082 0326 a003|(201 6292 0161 H...6..E........ =
A0REA10: 3641 0609 2aB6 4886 f70d 6161 0a3d 34ad BA..=_H...._ .. Bh.

ApARA20: BF3P AdB6 8960 8648 B165 A364 08261 6588 .6... .H.e......

foAAp3A: a1i1c 3@1a A6O9 2aB6 4BBO6 f70d A161 6838 .. 8...= H...... f

A0PEA40: BdB6 0960 8648 G165 0304 6261 6580 a283 ... .H.e........

poBAnsA: 8281 2630 5731 0b30 0986 A355 BhB6 1382 .. B E...D.... |
BoAADGA: 4353 3117 3015 0683 5584 Ba13 Aehd 7a6s CZ1.4...0....Cze

A0PEA70: 6368 2852 6578 7562 6c69 6331 1d36 1bB6 ch Republici.@..

AOBOAS0A: 8355 B46b 1314 4d69 6Ged69 7374 7279 286F .U...._ Hinistry o

AABAA9A: 6628 496e 7465 7269 6FF2 3110 300e A603 F Interiori.d...

A0PABan: 5504 0314 6743 5343 415F 435a 361e 176d U....CSCA C2A...

foBeobA: 3836 3837 3234 3630 30830 3030 5317 0d3? B4872hBBABBEZ..2

BeAABcA: 3131 3832 3432 3335 3935 39%a 3857 316b  1182423595078W.

A0PEAdA: 3089 0603 5504 G613 0243 5a31 17360 1586 6...U....CZ1.6..

Oofoded: 0355 B40a 130e 437a 6563 6828 5265 7875 _U....Czech Repu

ARBAAFA: 626c 6963 311d 3@1b B6A3 5584 Ab13 144d blici.d@...0....H

AORBE100: 696e 6973 7472 7920 6F66 2049 6e74 6572 inistry of Inter

AEee1106: 696F 7231 1020 OeB6 0355 6483 1407 4353 iorl.E...0....CS

oope12a6: 4341 5f43 5a30 8201 a230 Ado6 A92a 8648 CA CZ78...4...=_H

A0AE130: 86F7 O6dA1 8161 6500 0382 B18F BA36 8281 ... .. ........ f..

foBA1hB: 8a@2 8201 8108 af51 99ea aB2h4 c5HF8 bBLS ....... n...%5....

ABBA150: 6aa5 4b32 852c 8abb cd84 e72a 59f2 aef? jJ.K2.,..... =_ ..

00AE160: 71b2 eBdb d2dc 97b4 2c88 abB45 97bd 0372 q....... s--E...r

peae176: 149d fehd dBda c337 78dd 98%a d7d6 eB3h ... H...7x...... | :j
|Poget filtrovanjch Fadki: 7 1,1 2acatek

e 30 82 04 {2
e SEQUENCE
e length 1266B
e 308203 26
e SEQUENCE
e length 806B
e ADO O3

o CONTEXT
SPECIFIC O

e Length 3B

e 020102
o INTEGER: 2

CSCA_CZE.crt
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0000
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ASN.1 Editor @ cscA czect |

== ASN.1 Editor - Opening File: CZE_CSCA_20090113.der _olx]

File View Toaols Help

TR ElETE A B E

grak (0, 1 SEQUENCE
2.8 (4,806) SEQUENCE

H-@ (8,3) CONTEXT SFECIFIC (0}
----- {13,1) INTEGER : '8’
-T2 (16,65) SEQUENCE

=T (83,87) SEQUENCE

=8 (85,11) SET

%9 (87,9) SEQUENCE

..... € (59,3 OBJECT IDENTIFIER : countryName : 'Z.5.4.6'
..... (94,2) PRINTABLE STRING : 'CZ'
-8 198,23) 3ET
=-T§ (100,21) SEQUENCE
..... € (102,3) OBJECT IDENTIFIER : organizationName : 'Z.5.4.10°

..... {107,14) PRINTABELE 3TRING : 'Czech Republic'
-8 (123,291 SET

=-%5 (125,27) SEQUENCE

..... € (127,3) OBJECT IDENTIFIER :
..... {132,20) PRINTAELE 3TRING :

=3 (154,16) 3ET

organizationallnitane @ '2.5.4.11!

'Ministry of Interior!

=-%5 (156,14) SEQUENCE
..... £ (158,3) OBJECT IDENTIFIER : commonName : 'Z.5.4.3
..... {163,7) TEl STRING : 'CHCA_CZ'

T (172,30) SEQUENCE

=T (204,57) SEQUENCE

N5 (293,418) SEQUENCE

@@ (715,97) CONTEXT SPECIFIC (3)
H-T5 (514,65) SEQUENCE

Il i581,385) BIT STRING UnusedBits:

< |

0 : '1B4BFRl65526F44B40EL405AE 7252740 TAEYEFEAFAZI33DDZ243FBAFAS 36DATDESFELTTIFAYCGSS4CD0234TEDDEG DL

i

|Fi|e Mame: C:ADocuments and SettingzhddminiztratortPlachabPRINCZE_CSCA_ 2009001 3.der

Size: 1270 [bytesz)
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ASN.1 Grammar

e To understand the structure (what Is the
meaning of particular fields) we need ASN.1
grammar

TBSCertList =::= SEQUEHCE ¢
version Uersion OPTIOHAL,
-- if present, HUST be vZ
signature AlgorithmIdentifier,
. . issuer Hame ,
EEFtlFlcatELl?t ::= SEQUEHCE ¢ . thisUpdate Time,
tbsCertiist TBsCertiist, nextUpdate Time OPTIONAL,
signatureflgorithm  Algorithmldentifier, revokedCertificates SEQUENCE OF SEQUENCE ¢
signaturellalue BIT STRING } userCertificate CertificateSerialNumber,
reyocationDate Time,
crlEntryExtensions Extensions OPTIOHAL

-- if present, HUST be wvZ
¥ O0PTIOHAL,
crlExtensions [8] EXPLICIT Extensions OPTIONAL
-- if present, HUST be wv?




ASN.1 — RSA keys

RSAPublicKey ::= SEQUENCE {
modulus INTEGER, - n
publicExponent INTEGER - e
b

-- Representation of RSA private key

with information for the CRT algorithm.

RSAPrivateKey ::= SEQUEHCE {

version Uersion,

modulus INTEGER, - n

publicExponent INTEGER, - e

privateExponent INTEGER, - d

prime1 INTEGER, - p

prime2 INTEGER, - q

exponenti IHTEGER, - d mod (p-1)

eXponent? IHTEGER, - d mod (g-1)

coefficient IHTEGER, -- {inverse of q) mod p

otherPrimeInfos OtherPrimeInfos OPTIODHAL Source:
y :

PKCS#1

RSA key



ASN.1 - RSA padding

o PKCS#1v1.5
e m =0x00 || OxO1 || OXFF ... OXFF || OX00 || T
e Where T Is defined as DER encoding of

Digestinfo ::= SEQUEHNHCE {
digestAlgorithm AlgorithmIdentifier,
digest OCTET STRIHE

by

e |In practice:

MD2: (0x)30 20 30 Oc 06 08 2a 86 48 86 £7 0d 02 02 05 00 04 10 || A
MDS5: (0x)30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04 10 || A
SHA-1: (0x)30 21 30 09 06 05 2b 0e 03 02 1a 05 00 04 14| A

SHA-256:  (0x)30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 || A
SHA-384:  (0x)30 41 30 0d 06 09 60 86 48 01 65 03 04 02 02 05 00 04 30 || A
SHA-512: (0x)30 51 30 0d 06 09 60 86 48 01 65 03 04 02 03 05 00 04 40 || A

Source:
PKCS#1



ASN.1 — RSA signature 2
e RSA signature is the number s = mdmod n
.= ASN.1 Editor - Opening File: postsignum_tsa_tsul.der O] x|

Eile Wiew Tools Help

(=[] B(D|E[E] #]x]E]
g~k (0,1518) SEQUENCE
-G (4,1538) SEQUENCE
=-T5 (1546,13) SEQUENCE

------ &) (154s,9) OBJECT IDENTIFIER : : 'l.2.540.113549.1.1.11"

T O] i1559,0) NULL
I {1561,257) BIT STRING UnusedBita: 0 : '7BA3DAZ079DA3ZBCT4BSS58ESEDSOZBECAS80D631D09B17584130449 1 DEFSIESA

1| | 0

|Fi|e Mame: C:hDocuments and 5 ettingstAdministratorsPlocha P ypostsignum_tsa tsul . der Size: 1822 [bytes] o

TSA.crt



ASN.1 — signature OIDs

RSA Encryption'
RSASSA-PKCS1_v15 with SHA

RSASSA-PSS

RSASSA-PKCS1_v15 with SHA224
RSASSA-PKCS1_v15 with SHA256
RSASSA-PKCS1_v15 with SHA384

RSASSA-PKCS1_vI5 with SHAS12

1.2.840.113549.1.1.1
1.2.840.113549.1.1.5

1.2.840.113549.1.1.10 (PKCS #1 Version 2.1)

[.2.840.113549.1.1.14
[.2.840.113549.1.1.11
[.2.840.113549.1.1.12

[.2.840.113549.1.1.13

Source:
BSI TR-03105 Part 5.1
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ASN.1 - RSA PSS params
REASSA-P55-params ::= SEQUEHCE {
hashfAlgorithm [B] HashAlgorithm DEFAULT shat, _
maskGenflgorithm [1] MaskGenflgorithm  DEFAULT mgf1SHA1, Source:
saltLength [2] INTEGER DEFAULT 20, PKCS#1
trailerField [3] TrailerField DEFAULT trailerFieldBC
H
TrailerField ::= IHTEGER { trailerFieldBC{1} }
=82 (514,65) SEQUENCE o
.§% (8l6,9) OBJECT IDENTIFIER : : '1.2.540.113549,1.1.10'c ©

o9 (827,52) SEQUENCE
=@ (829,15) CONTEXT SPECIFIC {0)
. ©-%2 (831,13) SEQUENCE
W (833,9) OBJECT IDENTIFIER : : 'Z.16.840.1.101.3.4.2.1's ©°

e -
5 /0] is44,0) WULL
=@ (846,28) CONTEXT SPECIFIC (1]
: (0]
o -

E'r-g (845,26) SEQUENCE °
-.§W (850,9) OBJECT IDENTIFIER : : '1.2.8540.113549.1.1.8' °
= B2 8561,13) SEQUENCE
W (863,9) OBJECT IDENTIFIER : : 'Z2.16.840.1.101.3.4.2.1' «
/0] 1874,0) WULL
=@ (876,3) CONTEXT SPECIFIC (2)

[ 878,1) INTEGER : '32" CSCA_CZE.crt




000
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ASN.1 — DSA keys :
Dz=—FParm= ::= SEQUEHCE < Source:

u] IHTEGEE, RFC 5480

aq IHTEGEE,

El INTEGER  } DSAPublicKey = IHTEGER —— public key, ¥

DSAPrivateKey is an INTEGER, usually denoted as X

ASH1 _SEQUENCE cb{DSAPrivateKey, dsa cb) = {
ASH1_SIHMPLE(DSA, version, LOHG),
ASH1_SIWPLE({DSA, p, BIGHUM)}, Source:
ASH1_SIWPLE(DSA, g, BIGHUM), OpenSSL
ASH1 _SIWPLE(D5A, g, BIGHUM),
ASH1_SIWPLE(DSA, pub Kkey, BIGHUM),
ASH1_SIHMPLE(DSA, priv_key, BIGHUM}

¥ ASH1_SEQUEHCE_EHWD cbh{D3A, DSAPrivateKey)

-=ASM.1 Editor - Opening File: ca_dsa_3072 key

File Wiew Tools Help

Eﬁlﬁ”é?lﬁa
4=k (0,1214) SEQUENCE
----- ] 14,1) INTEGER : 'O

..... [ (7,385) INTEGER : '00D1817B0Z38DFCCATSZ68BE9B57EFFETOL1191024611D6E553
..... ] (396,21) INTEGER : 'O0DG422767C2959728706CFIEACTIEADBAEEE4AFFSL!

..... ] (419,384) INTEGER : '0958FA358ATAOEFAESELEIDOAZSEAZ5821150130566BFF2F
m T {G07,385) INTEGER : '0O0C4E0SECSCELS3FSECT9FEAESE0Y456FEARG1C727DE3C70
DSA.key ..... {1196,20) INTEGER : '3ADOSADEFD96EASZCCH]SEOEEEAL1ESE94ADD DA

i kad ]




ASN.1 — DSA signature

Dzz-Sig-Valus :1:1= E { Source:
r INTEGER, RFC 5480

e

=10f %]

File Wiew Tools Help

7Y (0, 16581) SEQUENCE
w-B5 (4,1617) SEQUENCE
=9 (1625,9) SEQUENCE
¥ (1627,7) OBJECT IDENTIFIER : dsallithShal :
=l (1636,47) BIT $TRING UmusedBits: O

-T2 (1639,44) SEQUENCE

------ (1ed4l,20) INTEGER :

'1.2.540.10040.4. 35"

'64CAd]l FEASCEAYESZS5ED 21 SECA0BFAFECD 195555
"1BYESEGET642353099D DG TF906004A515ES3C3ATAL!

------ (1a63,20) INTEGER :

File Mame: C:\Documents and Settingsiadministrator PlochaPElhgen_sodkepshca_dsza |Size: 16850 [bytes]

DSA.crt



ASN.1 - DSA - OIDs

—-— D5A with S5HA-]
3 a

—— Parameter re ABSENT
id-d=za—-with-=shal COBJECT IDENTIFIER ::= ]
izo(l) member-bodyi(Z2) us(240) =x9-57(10040) xS%3algorithm(4) 3

—— D54 with 5L
—— Faramsters

id-d=za-with-=shalzZ4 OBJECT IDENTIFIEE ::= [
jJoint-iso-cocitt(2) country(le) wus(2340) organization(l) gowv(l01l)
czor(3) algorithms(4) id-dsa-with-shal2i(3) 1

HA-256

—-— D54 with 5HA-Z
= are ABSEN

—— Parameter T
id-d=sa-with-=hal2ié CBJECT IDENTIFIER ::= _
Joint-iso-ccitt(Z2) countryvi(le) u=s(240) organization(l) gowv(1l01l)

-

czor (3) algorithms(4) id-dsa-with-shalZ(3) 2

Source: RFC 5480



ASN.1 — ECDSA keys

Curve ::= SEQUENCE ({

a FieldElement,

b FieldElement,

seed BIT STRING OPTIONAL
}

ECParameters ::= SEQUENCE |
version INTEGER{ecpVerl (1)} (ecpVerl),
fieldID FieldID{{FieldTypes}},
curve Curve,
base ECPoint,
order INTEGER,
cofactor INTEGER OPTIONAL,
} ECPoint

::= OCTET STRING -- Elliptic curve point

ECPrivateKey{CURVES:I0Set} ::= SEQUENCE {

version INTEGER { ecPrivkeyVerl(1l) } ( ecPrivkeyVerl ),
privateKey OCTET STRING, ° ° °
parameters  [0] Parameters{{IOSet}} OPTIONAL, -
publicKey [1] BIT STRING OPTIONAL

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{ECPKAlgorithms}},
subjectPublicKey BIT STRING® o ¢

Source: RFC 5915



ASN.1 - ECDSA public key

=-%5 (289,437) SEQUENCE

=%

&

{293,333) SEQUENCE
# (z97,7) OBJECT IDENTIFIER : ecPublicKey : 'l.2.840.10045.2.1"
%5 (306,320) SEQUENCE

- {310,1) INTEGER : 'l'
=-B2 (313,60) SEQUENCE
.§® (315,7) OBJECT IDENTIFIER : prime-field : 'l.2.840.10045.1.1"

------ [324,49) INTEGER : 'O0FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFE!
=% (375,100 SEQUENCE
[377,48) OCTET STRING : 'FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFC!

{427,48) OCTET STRING : 'E3312FA7EZ3EE7E4958E056BE3FE2D1918109CAEFESLA1120314088F5013575AC656398D8AZED190 Z2AG5C5EDD SECZAEF!

..... {477,97) OCTET STRING : '04AAS7CAZZEESE0SI7SEELC71EF3Z0ADTASE1D3EAZEEATIESE59F741E0825424385502F250BF55296C34545E3872760AB73617DE:
..... {576,43) INTEGER : 'OOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFC7634DG1F43720DF561A0DEZ48E0A77AECEC196ACCC52973

..... {627,1) INTEGER : 'l'

{630,98) EIT STRING UnusedBits: 0 : '04DES65639E7C26DAL710AA64605ESSEDEE3786962736227A59A31FC436510A2DEE1E340993766AF3E5E752EB360515192

CSCA_Switzerland.crt



ASN.1 — ECDSA signatures

ec-signature-value ::= SEQUENCE |
r INTEGER, Source:
S INTEGER RFC 5480

1.2.840.10045.4.1 - ecdsa-with-SHA1

.= ASN.1 Editor - Opening File: Switzerland.crt - 0] x|

File Wiew Tools Help

T2 (0,1059) SEQUENCE
T 14,938) SEQUENCE
=-F5 (946,9) SEQUENCE

: '1.2.840.10045.4.1"
=l (957,104) BIT STRING UnusedBits: 0
=-T5 (960,101 SEQUENCE

b [962,49) INTEGER : 'O0FEEBE4451533C55A9055CEEC1To26AR1135D7234F540444536951E7396YFCa0CEDaDEaEa230FFO31ED34FECI251FCDESCAD !

------ [1013,45) INTEGEE : 'OASS5CAZ359A949C0FaSCoaBFTEYECLAD Y Y1083250E80537853A52F00EFoS 5475 5EEECESALGY 3AGEDAS Y TAIESS560C44d!

File Mame: C:hazihatdatabC5Ch,_certificatestSwitzerland. crt |Size: 1063 (bytes] 4

CSCA_Switzerland.crt



ASN.1 — ECDSA signature OID

ECDSA with SHA
ECDSA with SHA |

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS512

ECDSA with SHA I

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS512

1.2.840.10045.1 (ANSI X9.62)
1.2.840.10045.4.1 (ANSI X9.62)

1.2.840.10045.4.3.1 (ANSI X9.62)
1.2.840.10045.4.3.2 (ANSI X9.62)
1.2.840.10045.4.3.3 (ANSI X9.62)
1.2.840.10045.4.3.4 (ANSI X9.62)
0.4.0.127.0.7.4.1.1 (BSI)
0.4.0.127.0.7.4.1.2 (BSI)
0.4.0.127.0.7.4.1.3 (BSI)
0.4.0.127.0.7.4.1.4 (BSI)

0.4.0.127.0.7.4.1.5 (BSI)

Source:
BSI TR-03105 Part 5.1
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ASN.1 - certificates :
Certificate ::= SEQUEHNCE ¢
tbsCertificate TBSCertificate,
signaturefAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRING
TBSCertificate ::= SEQUENCE ¢
version [B] EXPLICIT Uersion DEFAULT w1,
serialNumber CertificateSerialHumber,
signature AlgorithmIdentifier,
issuey Hame,
validity Ualidity,
subject Hame,
subjectPublicKeyInfo SubjectPublicKeylInfo,
issuerUniqueID [1] IHMPLICIT Uniqueldentifier OPFTIODHAL,
-- If present, version HUST be u2 or vl
subjectUniquelID [2] IWMPLICIT Uniqueldentifier OPTIOHAL,
-- If present, version MUST be v2 or v3
extensions [2] EXPLICIT Extensions OPTIODHAL
-- If present, version HUST be u3
¥
Version =::= TIHTEGER { w1(8), v2(1), v3{2) } Source:
CertificateSerialHumber ::= IHTEGER

RFC 5280



X X
0000
0000
L XN
n u ..
ASN.1 — certificates - pubkey |:
SubjectPublicKeyInfo :-:= SEQUEHCE ¢
algorithm AlgorithmIdentifier, _
subjectPublicKey BIT STRINE } Source:
RFC 5280
AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDEHTIFIER,
parameters AHY DEFIHED BY algorithm OPTIOHAL }

. %a (z83,418) SEQUENCE
o9 (297,13) SEQUENCE
. ¥ (299,9) OBJECT IDENTIFIER : rsaEncryption : '1.2.840.113549.1.1.1"
0 310,00 WULL
=1l (312,339) BIT STRING UnusedBits: O
=9 (317,3094) SEQUENCE
- (321,385) INTEGER : '0O0A4AGBEDFASS6SEES647114F3E610CABS2207E21098E6156CE0730CAEDASLIESFIARGALEDIDAGAEDEEDS
...... (710,3) INTEGER : '65537°

CSCA CZE.crt
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ASN.1 — certificates - times :
Ualidity ::= SEQUEHCE {
notBefore Time, Source:
notAfter Time RFC 5280
Time :z:= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime }

e Until 2049: UTCTime
e YYMMDDHHMMSSZ

e From 2050: GeneralizedTime
e YYYYMMDDHHMMSSZ CSCA_CZE.crt

=T (172,30) SEQUENCE

----- @ (174,13) UTC TIME : '020113000000Z°

@ (189,13) UIC TIME : 'zZ40413000000Z°



ASN.1 — certificates - names

Hame ::= CHOICE { —- only one possibility for now —-
rdnsSequence RDHSequence }

RDOHSequence ::= SEQUEHCE OF RelativeDistinguishedHame

RelativeDistinguishedHame ::=
SET SIZE (1..MAX) OF AttributeTypeAndUalue

AttributeTypefndValue ::= SEQUEHCE {
type AttributeType,
value AttributelValue }
AttributeType :-:= OBJECT IDENTIFIER
AttributeValue ::= AHY -- DEFIHED BY AttributeType
DirectoryString ::= CHOICE ¢
teletexString TeletexString (SIZE (1..HAX)),
printableString PrintableString (SIZE (1..HAX)),
universalstring UniversalString (SIZE {1..HAX)}),
utf8string UTF8String (SIZE (1..HMAX}),
bmp5tring BHPString {(SIZE {1..HAX)) }

Source:
RFC 5280



ASN.]1 — certificate - names

= T—,::,' (204,87 SEQUENCE
=t . (206,11) SET
L - T—:=,' (Z0&,9) SEQUENCE

-.§¥ (210,3) OBJECT IDENTIFIER :
...... .[# {215,2) PRINTAELE STRING :

EI . (219,23) SET
=9 (221,21) SEQUENCE

.§¥ (223,3) OBJECT IDENTIFIER :
...... [ (z28,14) PRINTAELE STRING :

EI . (244,29) SET
=9 (246,27) SEQUENCE

. (248,3) OBJECT IDENTIFIER :
" [253,20) PRINTAELE STRING :

EI (275,16) SET
=-B2 [(277,14) SEQUENCE

¥ {279,3) OEJECT IDENTIFIER :
'CSCA CZ!

- (254,7) Tel STRING :

000
000
[ X
®

countryName @ 'Z2.5.4.6"

IEEI

organizationMName @ '2.5.4.10°

'Czech Republic'

organizationallTnitiName @ '2.5.4.11"

'Ministry of Interjior!

commonlame : '2.5.4.3!

CSCA CZE.crt



ASN.1 — certificate - names

commonName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName }

DirectoryString { INTEGER : maxSize } ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)),
bmpString BMPString (SIZE (1..maxSize)),

universalString  UniversalString (SIZE (1..maxSize)), ﬂ'{ﬁ]éiﬁ?ﬁx
uTF8String UTF&8String (SIZE (1..maxSize)) } SINGLE VALUE
ID
CountryName

-- Id-at-objectClass OBJECT IDENTIFIER -
— id-at-alasedEntryName OBJECT IDENTIFIER -
— id-at-encryptedAliasedEntryName OBJECT IDENTIFIER

id-at-knowledgelnformation
id-at-commonName

— id-at-encryptedCommonhame OBJECT IDENTIFIER -
id-at-surname OBJECT IDENTIFIER ::
- id-at-encryptedSurname OBJECT IDENTIFIER ::
id-at-serialNumber OBJECT IDENTIFIER ::
— id-at-encryptedSenalNumber OBJECT IDENTIFIER -

id-at-countryName

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

OBJECT IDENTIFIER ::

countryName ATTRIBUTE

{id-at O}
{id-at 1}
fid-at 1 2}
{id-at 2}
{id-at 3}
{fid-at 3 2}
{id-at 4}
{id-at 4 2}
{id-at 5}
fid-at 5 2}
{id-at 6}

000
0000
X XN
o000
| X
o
=
name
CountryName
TRUE

id-at-countryName }

::= PrintableString (SIZE(2)) -

Source:
ITU-T X.520



ASN.1 — certificate - names

id-at-localityName

— id-at-encryptedLocalityName
id-at-collectiveLocalityName

— id-at-encryptedCollectiveLocalityName
id-at-stateOrProvinceName

— id-at-encryptedState OrPravinceName
id-at-collectiveStateOrProvinceName

— id-at-encryptedCollective State OrProvinceName
id-at-streetAddress

— id-at-encryptedStreetdddress
id-at-collectiveStreetAddress

— id-at-encryptedCollective StreetAddress
id-at-organizationName

— id-at-encryptedCrganizationMName
id-at-collectiveOrganizationName

— id-at-encryptedCollective OrganizationMName
id-at-organizationalUnitName

— id-at-encryptedCrganizationalUnitName
id-at-collectiveOrganizationalUnitName
— id-at-encryptedCollective OrganizationalUnitName
id-at-title

— id-at-encryptedTitle

id-at-description

— id-at-encryptedDescription
id-at-searchGuide

— id-at-encryptedSearchGuide
id-at-businessCategory

- id-at-encryptedBusinessCategory
id-at-postalAddress

— id-at-encryptedPostalAddress
id-at-collectivePostalAddress

— id-at-encryptedCollectivePostalAddress
id-at-postalCode

— id-at-encryptedPostalCode
id-at-collectivePostalCode

— id-at-encryptedCollectivePostalCode

OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBI)‘ECTIDENTFFJ‘ER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER

{id-at 7}
fid-at 7 2}
{id-at7 1}
fid-at 7 12}
{id-at 8}
{id-at & 2}
{id-at 8 1}
{fid-at 8 1 2}
{id-at 9}
{fid-at 9 2}
{id-at9 1}
{fid-at 3 12}
{id-at 10}
{fid-at 10 2}
{id-at 10 1}
{id-at 10 1 2}
{id-at 11}
{fid-at 11 2}
{id-at 11 1}
fid-at 11 1 2}
{id-at 12}
fid-at 12 2}
{id-at 13}
{fid-at 13 2}
{id-at 14}
{fid-at 14 2}
{id-at 15}
{id-at 15 2}
{id-at 16}
{id-at 16 2}
{id-at 16 1}
fid-at 16 1 2}
{id-at 17}
{fid-at 17 2}
{id-at 17 1}
{id-at 17 1 2}

Source:
ITU-T X.520



Certificate profiles

e For particular areas/purposes there exist certificate
orofiles which prescribe what kind of attributes will
pe used in Names

e E.g. for electronic passports ICAO Doc. 9303 states:

The following Attributes SHOULD be used:

country (country codes SHALL follow the format of two letter country codes, specified in [R16],
ISO/IEC 3166, Codes for the representation of names of countries and their subdivisions — 1997.).
organization;

organizational-unit;

common name.

Additionally some countries MAY use:

serial number.

Source:
ICAO Doc. 9303



000
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ASN.1 — certificates — v3 :
Uniqueldentifier ::= BIT STRIHG
. . Source:
Extensions =::= SEQUERCE 5I7E (1..HMAXY OF ExXtension REC 5280
Extension ::= SEQUEHNCE
extnID OBJECT IDEHTIFIER,

critical BOOLEAH DEFAULT FALSE,

extnlalue ODCTET STRIHG
—- contains the DER encoding of an ASH.1 value
—-- corresponding to the extension type identified
-— by extnlID

e Critical x non-critical extensions



ASN.]1 — certs — extensions

=-@ (715,97) CONTEXT SPECIFIC (3)
=T {717,95) SEQUENCE
=T (719,29) SEQUENCE
€W (721,3) OBJECT IDENTIFIER : subjectKeyIdentifier : '2.5.29.14'

=8 (726,22) OCTET STRING

2.5 (750,14) SEQUENCE
- §W (752,3) OBJECT IDENTIFIER : keylUsage : 'Z.5.29.15'

..... 4 (757,1) BOOLEAN : '§'

=B (760,4) OCTET STRING
I i762,2) BIT STRING UnusedBits: 1 @ '0g!

2.5 (766,26) SEQUENCE
W (768,3) OBJECT IDENTIFIER : certificatePolicies : 'Z.5.29.32'

I

I

|é|--- {773,19) OCTET STRING
=88 (775,171 SEQUENCE
=-%8 (777,15) SEQUENCE

=T (794,15) SEQUENCE
W (726,3) OBJECT IDENTIFIER : basicConstraints : 'Z.5.29.19'

4> (801,1) BOOLEAN : '§'
=8 (804,8) OCTET STRING
=-%8 {806,6) SEQUENCE

4> (808,1) BOOLEAN : '§'

- (811,1) INTEGER : 'O

[(728,20) OCTET STRING : 'B43199F5ECR0DASFODGFOFIAVDEYEOCLYS9496:2C!

& (775,13 OBJECT IDENTIFIEE : : 'l.2.203.7064.1.1.1.1.20060523"

CSCA_CZE.crt
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X509v3 cert extensions :
e Authority Key ldentifier
o ldentification of the issuing CA
e Non critical
id-ce-authorityKeyldentifier OBJECT IDEHTIFIER ::= { id-ce 35 }
AuthorityKeyldentifier ::= SEQUEHCE {
keyIdentifier [6] Keyldentifier OPTIOHAL ,
authorityCertIssuer [1] GeneralHames OPTIODHAL ,

authorityCertSerialHumber [2] CertificateSerialHumber OPTIOHAL 3}

Keyldentifier ::= ODCTET STRING

e Similarly “Subject Key ldentifier”

Source:
RFC 5280



000
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X509v3 cert extensions :
e Key Usage
e Restrictions of the use of the key
id-ce-keylUsage OBJECT IDENHTIFIER ::= { id-ce 15 }
KeylUsage :-:= BIT S5TRINE {
digitalSignature {8y,
nonRepudiation {1}, —— recent editions of X.%89 have
-— renamed this bit to contentCommitment
keyEncipherment {2y,
dataEncipherment {33y,
keyfAgreement {4),
keyCertSign (5},
cRLSign {6},
encipher0nly {73y,
decipherOnly {8)
Source:

RFC 5280
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X509v3 cert extensions :
e Extended Key Usage
e Purposes of the certified key
id-ce-extKeyUsage OBJECT IDEHTIFIER ::= { id-ce 37 }
ExtKeyUsageiyntax :=:= SEQUENCE 5IZE {1..MAX) OF KeyPurposeld
KeyPurposeld ::= OBJELCT IDENTIFIER
anyExtendedeylUsage OBJECT IDEHTIFIER ::= { id-ce-extKeyUsage 0 }
id-kp OBJECT IDEHTIFIER ::= { id-pkix 3 }
id-kp-serverAuth OBJECT IDEHTIFIER ::= { id-kp 1 }
id-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2 }
id-kp-codeSigning OBJECT IDEHTIFIER ::= { id-kp 3 }
id-kp-emailProtection OBJECT IDEHTIFIER ::= { id-kp 4 }
id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp & }
id-kp-0C5PSigning OBJECT IDENTIFIER ::= { id-kp 9 }
Source:

RFC 5280



X509v3 cert extensions

id-ce-certificatePolic

IDENT

VALl

Bolic ormation =
policyIdentifier

policyQualifiers

CercPolicyId

PoliecyQualifierInfo
policyQualifierI
gqualifier

—— policyQualifierIds

id-gr

—_
id-gt-cps OBJ
id-gt—unotice QBJ

PolicyQualifierId

ualifier CHCOICE

cBSuri

userlotice

CF

1

Userlotice
noticeRef
explicitText

SEQUENC

HoticeReference
rganization

DisplayText
iaSScring
visibleString
bEmpString
utf8S5tring

CBJECT

EMPString

ies OBJECT IDENTIFIER 32

id-ce

IFIER id-ce-certificatePolicies

(1..MAX) OF PolicyInformation

e Certificate Policies

o Policy relevant for
the iIssue and use of
the certificate

SEQUENCE
Cer
SEQT (1..MARX) CF

ierInfn CPTICHMAL

pnalifierId,
ANY DEFINED BY p

for Internet policy gualifiers

e o Preferably only an

IFIER

OID

({ id-gr—cps id-gr—unotice )

CESuri,

UserNotice

NoticeReference OPTICHAL,
DisplayText CPTICHAL

Source:
RFC 5280

IASString

VisikbleString




X509v3 cert extensions

e Subject Alternative Name
e |ssuer Alternative Name

e “Internet style identities”
Emalil
DNS name
IP address
URL

e Must be verified by CA




X509v3 cert extensions

e Basic Constraints
e |s Subject a CA?

e Max. length/depth of the certificate chain/path

o A pathLenConstraint of zero indicates that no
non-self-issued intermediate CA certificates may
follow in a valid certification path.

id-ce-basicConstraints OBJECT IDEHTIFIER ::= { id-ce 19 }

BasicConstraints ::= SEQUEHCE {
CH BOODLEAN DEFAULT FALSE,
pathLenConstraint INTEEER (0. _HAX) OPTIOHNAL }

Source:
RFC 5280



X509v3 cert extensions

e Name Constraints
e Only for CA certificates
e “indicates a name space within which all

subject names In subsequent certificates in a

certification path MUST be located”

id-ce-nameConstraints OBJECT IDEMTIFIER ::= { id-ce 38 }
HameConstraints ::= SEQUEHCE {

permittedSubtrees [9] Generaliubtrees OPTIDHAL,

excludedsubtrees [1] Generaliubtrees OPTIDHAL }
GeneralSubtrees :-:= SEQUEHCE 5IZE {(1..HAX)Y OF GeneralSubtree
GeneralSubtree :t:= SEQUEMCE {

base GeneralHame,

minimum [ 6] BaseDistance DEFAULT A,

maximum [1] BaseDistance OPTIODHAL }
BaseDistance ::= IHTEGER (B8..HAX)

Source:
RFC 5280



X509v3 cert extensions

e Policy Constraints
e Must be critical
e For CA certificates

e Constraints path validation
e Pronhibit policy mapping (or)
e Require acceptable policy OID in each certificate

id-ce-policyConstraints OBJECT IDEHTIFIER ::= ¢{ id-ce 36 }
PolicyConstraints ::= SEQUENCE {
requireExplicitPolicy [B] SkipCerts OPTIDHAL,
inhibitPolicyHMapping [1] SkipCerts OPTIOHAL }
SkipCerts ::= INTEGER (8..HAX) Source:

RFC 5280
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X509v3 cert extensions :
e CRL Distribution Points
e How to obtain CRL
id-ce-cRLDistributionPoints OBJECT IDEHTIFIER ::= { id-ce 31 }
CRLDistributionPoints ::= SEQUENCE SIZE {1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUEMCE {
distributionPoint [8] DistributionPointHame OPTIDHAL,
rFeasons [1] ReasonFlags OPTIOHAL,
cRLIssuer [2] GeneralHames OPTIOWAL 3}
DistributionPointHame ::= CHOICE {
fullHame [6] GeneralHames,
nameRelativeToCRLISssuer [1] RelativeDistinguishedHame }
ReasonFlags :z:= BIT STRING {
unused (8},
keyCompromise (1),
cACompromise (2},
affiliationChanged (3),
superseded (4),
cessation0fOperation (%),
certificateHold (6), Source:
privilegeWithdrawn (7).,

aACompromise (8) RFC 5280



ASN.1 — certificate request

CertificationRequest ::= SEQUENHCE {

certificationRequestiInfo CertificationRequestiInfo,
cignaturefAlgorithm AlgorithmIdentifier,

signature BIT STRIBG
¥

CertificationRequestInfo ::= SEQUEHCE {

version IHTEGER { vi{@8) },
subject Hame,

subjectPKInfo SubjectPublicKeylInfo,

attributes [8] Attributes

¥
Attributes :-:= SET OF attribute
Attribute ::= SEQUENCE {

type ATTRIBUTE .&id{{I0Set}),

values SET SIZE{1..HAx) OF ATTRIBUTE.&Type{{I05et}{dtype;)

¥

Source:
RFC 5280



ASN.1 - CRL

Certificatelist ::= SEQUEHNCE {
tbsCertList TBSCertList,
signatureAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRING }
TBSCertList ::= SEQUENCE
version Uersion DPTIODHAL,
-— if present, HUST be vu2
signature AlgorithmIdentifier,
issuer Hame,
thisUpdate Time,
nextUpdate Time OFTIDHAL,
revokedCertificates SEQUENCE OF SEQUENCE ¢
userCertificate CertificateSerialHumber,
revocationDate Time,
crlEntryExtensions Extensions OFTIDHAL
-— if present, version HUST be v2
y OPTIDHAL,
crlExtensions [B] EXPLICIT Extensions OFTIDHAL
-— if present, version HUST be v2
¥

Source:
RFC 5280
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ASN.1 - PKCS#7 | CMS :
ContentInfo :-:= SEQUENCE {
contentType ContentType,
content [H8] ESPLICIT AWNY DEFIHED BY contentType ;
ContentType :-:= OBJECT IDENTIFIER
SignedData ::= SEQUEHCE {
version CHSUersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [8] IMPLICIT CertificateSet OPTIDHAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIOHAL,
signerInfos SignerInfos }
DigestAlgorithmIdentifiers :-:= SET OF DigestAlgorithmIdentifier
EncapsulatedContentInfo :-:= SEQUEHCE {
eContentType ContentType,
eContent [H] EAPLICIT DCTET S5TRING OPTIODWAL }
Source:

SignerInfos

:= SET OF SignerInfo
RFC 5652
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ASN.1 - PKCS#7 | CMS :
SignerInfo ::= SEQUENCE {
version CHSUersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmlIdentifier,
csignedattrs [B8] IWPLICIT SignedAttributes OPTIOHAL,
signatureAlgorithm SignaturefAlgorithmIdentifier,
signature SignaturelUalue,
unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIODHAL }
SignerIdentifier :z:= CHOICE {
issuerfindSerialHumber IssuerfindSerialHumber,
subjectKeyldentifier [B8] SubjectKeyldentifier }
Signedfattributes ::= SET SIZE {1..HAX) OF Attribute
Unsignedattributes :-:= SET SIZE {1..HAX) OF Attribute
Attribute ::= SEQUEHCE ¢
attrType OBJECT IDEHWTIFIER,
attrUalues SET OF AttributeValue }
AttributeValue ::= AHY
Source:

SignaturelValue ::= DCTET STRIHNG RFC 5652
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ASN.1 — PKCS#8

-— Private-key information syntax

PrivateKeyInfo ::= SEQUENCE {
version Uersion,
privateeyAlgorithm AlgorithmIdentifier,
privateKey PrivateKey,
attributes [8] Attributes OPTIODHAL }

Uersion ::= IHTEGER {vi{B8)} {vil,...}

PrivateKey : OCTET STRIHG

Attributes ::= SET OF aAttribute

-— Encrypted private-key information syntax

EncryptedPrivateKeyInfo ::= SEQUENCE {
encryptionAlgorithm AlgorithmIdentifier,
encryptedData EncryptedData

}

EncryptedData :-:= OCTET STRIHG

Source:
PKCS#8



