ZADANi SEMINARNiI PRACE

Vasim seminarnim ukolem bude zpracovat report o forenzni analyze na zakladé
nasledujiciho zadani:

Legenda:

1. Popis pripadu:

Policie vySetfuje podezieni ze spachani zvlast zavazného trestného Cinu terorizmu.
Jedna se o podezieni, Ze skupina osob pracuje na pfipravé extrémné nebezpecného
nastrazného vybusného systému s velkym u€inkem. Byl zadrzen USB flash-disk, na
kterém by mohly byt ulozeny néjaké informace o tomto vybuSném systému.

2. Zadani:

Provéfte, zda se na pfedloZzeném USB Flash-disku nachazi néjaké informace (textove,
zvukové nebo obrazoveé informace) o vybusninach, pfipadné jiné informace o zbranich
hromadného niceni. V kladném pfipadé uvedte dalSi skutecnosti, které by se zjisténymi
informacemi méli néjakou souvislost.

3. Pfedmét ke zkoumani:

1 ks USB Flash-disk zelené barvy plastovy, s oznacenim ADATA UV220/16GB.

Prostiedky, které Ize pro reseni pouzit:

Pro feSeni zadani pouzijte vlastni pocita¢ (z divodu nutnosti existence
administratorského opravnéni k praci se specialnim forenznim SW).

Pro feSeni je doporuceno pouzit SW:

- FTK Imager od firmy AccessData (volné ke stazeni)

- Autopsy forenzni SW (opensource)

Oba uvedené programy lze vyuzit v prostfedi MS Windows i Linux.

Lze pouzit i dal8i vhodné programové vybaveni, pouZiti kterého je vSak potfebné
predem konzultovat pfipadné zddvodnit.

Postup FeSeni podrobné zadokumentujte ve vysledném reportu.

P¥i FeSeni postupujte v souladu s doporu€enimi pro digitalni forenzni analyzu.
Rozsah vysledného reportu by nemél pfesahnout cca 10 stran.

Organizaéni pokyny:

Pfedmét zkoumani (pfedem pfipraveny USB Flash-disk) je k dispozici u vyucujiciho.
Pro realizaci seminarni prace je nutné:

- instalovat na vas pocita¢ program FTK Imager

- zapujcit si u vyucujiciho dany USB Flash-disk a pomoci programu FTK Imager pofidit
forenzni obraz disku na vas pocita¢ (pod dohledem vyucujiciho). Tim ziskate vstupni

data pro vasi seminarni praci.

Cela operace pofizeni forenzniho obrazu disku nepfekro¢i cca 10-15 min a lze ji



realizovat jak na pfednaskach, tak na cvicenich v fadnych terminech.

Seminarni praci zpracujte do 15. 12. 2019 a vysledek uloZte do odevzdavarny.



ASSIGNMENT OF SEMINAR WORK

Your seminar task will be to prepare a report on forensic analysis based on the following
assignment:

Legend:

1. Description of the case:

Police are investigating suspicions of a particularly serious crime of terrorism. It is a
suspicion that a group of people are working on the preparation of an extremely
dangerous high explosive explosive system. A USB flash drive has been detained on
which some information about this explosive system could be stored.

2. Assignment:

Check whether there is any information (text, audio or image) on explosives or other
information on weapons of mass destruction on the USB flash drive. If so, please
indicate any other facts that would be related to the information found.

3. Subject to be examined:

1 pc USB flash drive green plastic, marked ADATA UV220 / 16GB.

Means that can be used for the solution:

To solve the task use your own computer (because of the need to have administrator
privileges to work with special forensic SW).

For the solution it is recommended to use SW:

- FTK Imager by AccessData (free download)

- Autopsy forensic SW (opensource)

Both programs can be used in MS Windows and Linux.

Other suitable software may be used, but the use of such software must be consulted in
advance or justified.

Document the examination procedure in detail in the final report.

Follow the recommendations for digital forensic analysis.

The size of the resulting report should not exceed about 10 pages.

Organizational instructions:
The subject of examination (pre-prepared USB flash drive) is available from the teacher.

To carry out the seminar work it is necessary to:

- install FTK Imager on your computer

- borrow the USB Flash-Drive from the teacher and use the FTK Imager software to take
a forensic image of the drive onto your computer (under the supervision of the teacher).
This will give you input data for your seminar work.

The whole operation of acquiring a forensic image of a disc does not exceed about 10-
15 minutes and can be realized both in lectures and in exercises in due dates.



Work up the seminar work by December 15, 2019 and save the result in the delivery
room (odevzdavarna).



