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Overview - Lab

« Goal: Learn how to use basic tools
 Discuss false positives / false negatives

neck C/C++ code with compiler warnings

neck C/C++ code with VS PREFast
neck C/C++ code with CppCheck
neck Java code with FindBugs

O 0O 0 0

| PA193 - Static and dynamic checkers www.crcs.cz/rsa @CRoCS_MUNI



CR®CS

MS Visual Studio: Warnings and PREfast

« Set project warning level to /W4 (or /Wall)
— Run and compile bufferOverflowDemo.cpp
— (don’t forget: new project must be created)
— Fix all warnings for clean compilation in VS /W4

* Run Code analysis on bufferOverflowDemo.cpp

— Analyze—Run code analysis on ...

— You need have Project selected inside Project explorer (otherwise Run code
analysis... option will not appear)

— Try difference between ‘'minimum’ and ‘all rules’

* Or try with gcc: gec -Wall -Wextra
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':'f_l Sl#include "stdio.h" * o
= #include “string.h” BufferOveflow Property Pages E
» #include "stdlib.h™
8 #include "memory.h” Configuration: | Active(Debug) v | Platform: | Active(Win32) LY Configuration Manager...
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Fde ,'nE ADHIN_USER e Warning Level EnableAllWarnings (/Wall) W
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#define USER INPUT MAX LI ] Treat Warnings As Errors Turn Off All Warnings (/W)
— A Code Generation
char userName[USEl Lanauage SDL checks Levell (/W1)
char passwd[USER_. = g. Multi-processor Compilation Level2 (/W2)
- Precompiled Headers
. Level3 (/W3)
/! print some info al Output Files _ Leveld (/W4)
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I Linker
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Questions (inspect whole BODemo.cpp)

* What is the difference between /W3 and PREFast analysis?
Why you should compile without any warnings?

Are all bugs caught by static analysis?

Which bugs are not caught? Can you explain why?
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Cppcheck

1. Download Cppcheck and unpack (or install)
2. Use Cppchcek against bufferOverflow.cpp

— run command line, cppcheck bufferOverflow.cpp
— cppcheck --enable=all bufferOverflow.cpp

4. Run Cppcheck GUI and analyze files or directories
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File Edit View

Check | Help
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File
a [ bufferover
@ bufferc
bufferc
bufferc
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Files... Ctrl+F
Directory... Ctrl+D
Fecheck files Ctrl+R
Stop Esc

C++11
99

Posix

Build-in

Unix 32-bit

Unix 64-bit

Windows 32-bit AMSI
Windows 32-bit Unicode
Windows &4-bit

Cppcheck

% Q Quick Filter:

mmary

emory leak: data_copy

bisolete function 'gets’ called. It is recommended to use the function fgets' instead.
bsolete function 'gets’ called. It is recommended to use the function fgets' instead.
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Questions for CppCheck

« What additional bugs were found?

« Can you reason why it was found by CppCheck and not
compiler/PREfast?

* |f there would be no new bugs found by CppCheck, is it better to use
only previous tools (compiler, PREfast...)?
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Activity: FindSecurityBugs (15 min): St 8

* Form groups of 3

* Roll virtual dice with 100 sides three times (note)
— https://freeonlinedice.com/

* Open list of FindSecurityBugs patterns
— https://find-sec-bugs.qgithub.io/bugs.htm
— Display “Table of Contents’

* Find the xth pattern based on your dice results
« Read and discuss what are these vulnerabilities (3 min each)
« Sort them based on the severity (5 min)
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FindBugs/FindSecurityBugs - Java

* Download FindBugs http://findbugs.sourceforge.net/

* Download FindSecurityBugs (plugin)
— https://find-sec-bugs.qgithub.io/download.htm
— copy findsecbugs-plugin-1.9.0.jar into FindBugs\plugin\ directory
— List of patterns: https://find-sec-bugs.github.io/bugs.htm
* Run FindBugs\bin\findbugs.bat (on Windows)
— Or directly FindBugs\lib\findbugs.jar
— Enable plugin in Edit —» Preferences — Plugins
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FindBugs/FindSecurityBugs - Java

* Note: you need compiled *.jar for analysis
— And source code for quick display of problems ©

« Extract content of IS — crypto-java.zip
* Run FindBugs

« Start analysis
— File > New project
— Classpath for analysis: select target *.jar file (crypto_java.jar)
— Source directories: select parent dir of target package
 crypto-java\src\main\java\ in our case
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AP FindBugs

File Edit View HNavigation Designation Help

] 4 AES.java in de.dominikschadow . javasecurity.symmetric
Class name filter: Filter » — e S R T S e
67 Key key = zes.lcoadEev({ks, kevRlias, kevB
Group bugs by: | Bug Pattern | Category | Bug Kind | (—}| Bug Rank | Designation | | o SecretKeyipec secretKeydpec = new Secretl
o9 byte[] ciphertext = ses.encrypt({secretKe:
¢ [ ECB Mode Unsafe (2) - | 70 byte[] plaintext = 3es.decrypt (secretHey:
¢ [ Security (2) 71
¢ Ij ECB Mode (2) - T2 ses.printReadableMessages (initialText, c:
- - - — 73
@ |The cipher chosen uses ECB mode, which provides poor confidentiality fj=
@ The cipher chosen uses ECB mode, which provides poor confidentiality f “ bytel] secrethey = {1, 2, 3, & 5 & 7,
P ! P P | 75 SecretKeySpec spec = new SecretKeySpec(a:
* Ij Hard Coded Key (1) 76 Cipher aes = Cipher.getInstance ("RES"):
o [ Method may fail to clean up stream or resource (32) | 77 aes.init(Cipher.ENCEYET MODE, apec);:
o= [~ Method may fail to close stream (1) | | |l 76 byte[] encrypted = aes.doFinal (initialTe:
1 I »
' 79
r od - a0 } catch (HNoSuchPaddingException | NoSuchRlgo:
o cloud select ; - . R
||"I Enable cloud plugin... a1 KeyStoreException | CertificateExcep
a2 InvalidilgorithmParameterException |
3 a3 InvalidKevException | ICException ex
gd LOGGER.error (eXx.getMessage (), ex);
1 | Il
Saved Cancel |[] |
s

The c|p_her chnsen uses ECB mode, which provides poor confidentiality A ECB Mode Unsafe
At AES java[line 76]

TR TT ST TR IR R CETTTE S EE AT A TTr An authentication cipher mode which provides better confidentiality of the encrypted data should be

which does not provide good confidentiality. Specifically, ECB mode produces the same output for:
is sending a passwaord, the encrypted value is the same each time. This allows an attacker to inter
To fix this, something like Galois/Counter Mode (GCM) should be used instead.

Code at risk:
Minher r = Cinher netinstancra™AF2IFCRMAPaddinn™r
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Questions: FindBugs & FindSecurityBugs

* Which issues were found?

 Are all reported issues from project source code?
 How you would rate severity of different issues?
 How can you use FindBugs in team collaboration”?

* |s FindBugs working on source code or compiled code? Compare to
CppCheck.
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Assignment

* No new individual assignment this week
— (Assignment 1 - ASLR and Canary)
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CPPCheck + OpenSSL

* Run against some old OpenSSL0.9.xx (around 1998
— https://www.openssl.org/source/old/0.9.x/
— What are the bugs?
* Run against newest OpenSSL _

— ftp://ftp.openssl.org/source/ e B Yo Ot Hoh
CEET0L X0 [0A 6

(3]

V% Quick Filter:

— Why not completely clean yet? z
@ crypto\asni\a_bitstror.. error 79 Invalid number of character () when these macros are defined: .
Q cryptotasni\a_bitstror.. error 79 Invalid number of character ({) when these macros are defined: 'DEBUG",
-] cryptotasniia_bitstror., error 79 Invalid number of character ({) when these macros are defined: 'HEADER_BIO_H".
Q cryptotasniia_bitstror., error 79 Invalid number of character ({) when these macros are defined: 'NOPROTO",
[-] cryptotasnlia_bitstror.. error 79 Invalid number of character () when these macros are defined: 'NOPROTO:NO_FP_4&
@ cryptotasniia_bitstror., error 79 Invalid number of character ({) when these macros are defined: 'NO_FP_API'.
Q cryptotasniia_bitstror., error 79 Invalid number of character ({) when these macros are defined: '__cplusplus',
4 cryptetdeshdestest.c
@ cryptotdes\destest.c error 374 Array 'key_data[34][8]' accessed at index 34, which is out of bounds.
4 cryptotdesitimes\usparc.cc
Q cryptotdesitimes\uspa.. error 11 Invalid number of character ([} when these macros are defined: "
4 demos\maurice\examplel.c
4 @ demos\maurice\exam... error 73 Possible null pointer dereference: pubKey - otherwise it is redundant to check it agail
¥ demos\maurice\ex.. error 75 Possible null pointer dereference: pubKey - otherwise it is redundant to check it agai
- rsarefirsarefh
© rsarefirsarefh error 183 Invalid number of character ({) when these macros are defined: '__cplusplus', ~
< >

Summary: Array 'key_data[34][8]' accessed at index 34, which is out of bounds.
Message: Array 'key_data[34][8] accessed at index 34, which is out of bounds.
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Questions

* Which bugs are found in bufferOverflowDemo.cpp? Compare to
PREFast in Visual Studio.

* Which bugs are found in old OpenSSL?
 Are style warnings important?
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Hearthbleed bug

OpenSSL 1.0.1 through 1.0.1f
Download https://www.openssl.org/source/openssl-1.0.1e.tar.gz
Locate function dtls1_process heartbeat(SSL *s)

— Ssi\t1_lib.c

Will your static analyzers find anything?
— Don’t be sad, even Coverity didn’t before the bug was exposed

— http://security.coverity.com/bloq/2014/Apr/on-detecting-heartbleed-with-static-
analysis.html
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