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4.1 Standard ACL Operation
and Configuration Review



Types of IPv4 ACLs

= Standard ACLs filter packets based on the source address only.

access-1list 18 permit 192.168.38.0 0.0.8.255

= Extended ACLs filter packets based on:

* Protocol type / Protocol number (e.g., IP, ICMP, UDP, TCP, ...)
« Source and destination IP addresses
» Source and Destination TCP and UDP ports

access-list 103 permit tcp 192.168.38.0 0.8.08.255 any eq B8O




Prevedte standardni reSeni na rozSirené

1 2
Fa0/0 Fa0/0

192.168.12.0 /24

LO

1.1.1.0 /24

ve/0TTe

config)#ip route 2.2.2.0 255.255.255.0 192.168.12.2

R1( )

R2(config)#ip route 1.1.1.0 255.255.255.0 192.168.12.1
R2(config)#access-list 1 permit 192.168.12.0 0.0.0.255
R2( )
R2(

config)#interface fastEthernet 0/0

config-if)#ip access-group 1 in



Povolit ze sité 192.168.10.0 do sité za S0/0/0

Company A

192.168.10.0/24 192.168.11.0/24

192.168.10.10/24 192.168.11.10/24




F
s AN

Company A

GO/0 GO/1

192.168.10.0/24 192.168.11.0/24

Rl{config)# access-list 1 permit 192.168.10.0 9.8.0.255
Rl{config)# interface s8/8/8
Rl({config-if)# ip access-group 1 out



4.2 Extended IPv4 ACLs



An application can be specified by configuring either:

* The port number

access-1ist 114 permit top 192.168.20.0 0.0.0.255 any =g 23
access-1ist 114 permit top 192.168.20.0 0.0.0.255 any =g 21

acce=ss—-1i=st 114 permit top 192.168.20.0 0.0.0.255 any =g 20

* The name of a well-known port

access-1ist 114 permit tep 192.168.20.0 0.0.0.255 any
access-1list 114 permit tep 192.168.20.0 0.0.0.255 any =g
.':I

i

[{

access-list 114 permit top 192.168.20.0 0.0.0.255 any «

o




TCP and UDP

File Transfer Protocol (data)
21 TCP File Transfer Protocol (control) FTP
22 TCP Secure Shell SoH
23 TGP Telnet —
25 TCP Simple Mail Transfer Protocol SMTP
53 UDP, TCP Domain Name Service DNS
67 UDP Dynamic Host Configuration Protocol DHCP
(server)
68 UDP Dynamic Host Configuration Protocol (client) DHCP
69 UDP Trivial File Transfer Protocol TFTP
80 TCP Hypertext Transfer Protocol HTTP
110 TCP Post Office Protocol version 3 POP3
143 TCP Internet Message Access Protocol IMAP
161 UDP Simple Network Management Protocol SNMP
443 TCP Hypertext Transfer Protocol Secure HTTPS




Pomucka

» Use ? to see available well-known port names:

access-list 101 permit tcp any any eq ?



Zadani: povoleno HTTP a HTTPS ze site 192.168.10.0
kamkoliv, nazpét jen vyzvana spojeni
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q))
N«
(q))
=

HK‘Q\x S0/0/1

10.1.1.1/30

192.168.10.0/24 192.168.11.0/24

Rl{config)# access-list 183 permit tcp 192.168.10.0 0.8.08.255 any eq 80
Rl{config)# access-list 183 permit tcp 192.168.10.0 8.8.0.255 any eq 443
Rl{config)# access-list 184 permit tcp any 192.168.10.0 8.8.0.255 established

Rl{config)# imterface g@/@
Rl{config-if)# ip access-group 183 in

Rl{config-if)# ip access-group 184 out



Zadani: Zakaz ftp ze 192.168.11.0 do 192.168.10.0

. .
™
S0/0/0

S0/0/1

192.168.10.0/24
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q))
N«
(q))
=

192.168.10.0/24 192.168.11.0/24

Rl{config)# access-list 181 deny tcp 192.168.11.08 0.8.8.255
192_.168.10.6 8.8.0.255 eq fip

Rl{config)# access-list 181 deny tcp 192.168.11.0 0.8.8.255
192.168.10.0 8.0.8.255 eq ftp-data

Rl{config)# access-list 181 permit ip any any
Rl{config)# interface g8/1
Rl{config-if )#ip access-group 101 in




Totéz pojmenované

Rl (config) # ip access-list extended SURFING

Bl (config-ext-nacl)# permit tcp 192.168.10.0 0.0.0.255 any eq 80

Rl (config-ext-nacl)# permit tcp 192.168.10.0 0.0.0.255 any eq 443

Rl (config-ext-nacl)# exit

Rl (config) # ip access-list extended BROWSING

Rl (config-ext-nacl)# permit tcp any 192.168.10.0 0.0.0.255 established
Rl (config-ext-nacl)# exit

Rl (config) # interface gl/0

Rl (config-if)# ip access—-groop SURFING in

Rl (config-if)# ip access-groop BROWSING ount



Ajak je to s routingem?

"aCCessS-

"aCCessS-

"aCCeSsS-

"aCCeSsS-

"aCCeSsS-

st
st
st
st
st

\

\

\

102 permit udp any any eq rip
102 permit eigrp any any

02 permit ospf any any
02 permit tcp any any eq 179
02 permit tcp any eq 179 any



Deny FTP Traffic (TCP, Port 21 fizeni, 20 - data)

- NetA™

s
ELW ) iﬁﬁgw
;—‘ J.;:' R1

hosthame R1 L
Interface ethernet0
ip access-group 102 in

dCCEeSS-
dCCEeSS-
dCCEeSS-

ISt
ISt -

ISt -

02 deny tcp any any eq ftp
02 deny tcp any any eq ftp-data
02 permit ip any any



FTP - normal mode

CCCCC

18

server klient
1. port 5151 je datovy
2. 0K
— tvarim datovy kanal
T
4. OK
21 5150 5151



Allow FTP Traffic (Active FTP)

— _."" Related .'_‘ diagra or screenshot = __ NE[B h"'.____
'I. u
= R R
~ETP Server. /

hostname R1

interface ethernet0

ip access-group 102 in
access-list 102 permit tcp any host 192.168.1.100 eq ftp

access-list 102 permit tcp any host 192.168.1.100 eq ftp-data established

interface ethernet1

ip access-group 110 in

access-list 110 permit host 192.168.1.100 eq ftp any established
access-list 110 permit host 192.168.1.100 eq ftp-data any

192.168:4-400'/24 o



FTP - passive mode (prohlizece)

20"

server

W

2. OK - 3267

klient

3. vytvarim datovy kanal - S154—

3267

21

4. OK

5180 5151



Allow FTP Traffic (Passwe FTP)

hostname R1 f\/ D‘I ) o \fl—g; E-’\}

interface ethernet0 D—l R1

Server.
ip access-group 102 in  192.16 1100 174
access-list 102 permit tcp any host 192.168.1.100 eq ftp

access-list 102 permit tcp any host 192.168.1.100 gt 1023

interface ethernet1

ip access-group 110 in

access-list 110 permit host 192.168.1.100 eq ftp any established
access-list 110 permit host 192.168.1.100 gt 1023 any established



4.3 IPv6 ACLs



IPve ACL Creation

| F:I .I"\.".I i]' .l';'[:i - E

* Standard * MNamed only
* Numbered = Similar in functionality to IPv4 Extended
* Named ACL
* Extended
* Mumbered
* Mamed

Note: An IPv4 ACL and an IPv6 ACL cannot share the same name.




Three significant differences between IPv4 and IPv6 ACLs

= The command used to apply an IPv6 ACL to an interface is ipv6 traffic-
filter command.

= |Pv6 ACLs do not use wildcard masks but instead specifies the prefix-
length.

= An IPv6 ACL adds two implicit permit statements at the end of each IPv6
access list.
e permit icmp any any nd-na
* permit icmp any any nd-ns
* deny ipv6 any any statement



Néco navic

Two additional statements

* permit icmp any any nd-na

* permit icmp any any nd-ns

| know your IPv6 address, but | need your
MAC address.

1 F
r
|

CMP Meighbor Solicitation Message

""'-l..-"" .

i

ICMP Neighbor Advertisement Message
e

| have that IPv6 address. Here is my MAC
address.

allow IPv6 ICMP Neighbor Discovery (ND) and Neighbor Solicitation (NS) messages to accomplish the

same thing as IPv4 ARP.



Vychozi konfigurace pro priklad

R1# show ipve interface brief
GigabitEthernet®/e [up/up]
FESB8: :FE99:47FF:FEV5: C3E8
28001:DBs8:CAFE:-18::1
GigabitEthernet8/1 [up/up]
FEB@: :FED9:47FF:FE75:C3E1
280801 :DBES:CAFE:-11::1
Seriale/e/e

[up/up]
FEB8: :FE99:47FF:FEVS: C3E@
2081 :DES:FEED:=1::1

<putput omitted>

R1#

2001:DB8:FEED:1::/64

50/0/0
=

2001:DB8:CAFE:10::/64

2001:DB8:CAFE:10::10/64 2001:DB8:CAFE:11::11/64 2001:DB8:CAFE:30::12/64

2001:DB8:CAFE:11::/64 | 2001:DB8:CAFE:30::/64

R2# show ipve interface brief

Seriale/e/e [up/up]
FEB@: : FE99:47FF : FE71: 78AQ
2881:DB8:FEED:1::2

seriale/e/f1 [up/fup]
FEB&: : FE99:47FF : FEV1: 78A0
2881 :DB8:FEED:2::2

<putput omitted>

R24

R3# show ipv6 interface brief

GigabitEthernet@/e [up/up]
FE88: :FE99:47FF:FE71: 7A28
2001 :DB8:CAFE:38::1

Serialea/e/f1 [up/up]
FEB88: :FE99:47FF:FET1:7A28
2881 :DBS:FEED:2::1

R3#



Zadani: Zakaz ze site 2001:DB8:CAFE:30::/64, ostatni povoleny

s0/0/0

2001:DB8:FEED:1::/64 12 2 2001:DBB:FEED:2::/64

s0/01

»
2001:DB8:CAFE:10::10/64 2001:DBB:CAFE:11::11/64 2001:DB8:CAFE:30::12/64




Reseni: Zakaz ze sité
2001:DB8:CAFE:30::/64, ostatni
povoleny

2001:DB8:CAFE:10::10/64 2001:DB8:CAFE:11::11/64 2001:DB8:CAFE:30::12/64

Rl (config)# ipvée access-1ist NO-R3-LAN-ACCESS

Rl (config-ipvo—acl)# deny ipve 2001:db8:cafe:30::/64 any
Rl (config-ipvbo—-acl)# permit ipvbt any any

Rl (config-ipwve—acl)# end

R1#

Rl (config)# interface s0/0/0
Bl (config-if)# ipvé traffic-filter NO-R3-LAN-ACCESS in




S0/0/0 ﬁs&'on

% i

Analyzujte omezeni: Y <

2001:DB8:CAFE:10::/64 2001:DB8CAFET1:/64

R3(config)# ipwe access-list RESTRICTED-ACCESS

R3(config-ipve-acl)# remark Permit access only HTTP and HTTPS to Network 10
R3(config-ipve-acl)# permit top any host 2001:dbB:cafe:10::10 eq 80 ].
R3(config-ipve-acl)# permit tcp any host 2001:dbB:cafe:10::10 eq 443

2
2001:DBBCAFE10:10/64 2001:DBE:CAFE11211/64. 2001:DB8:CAFE:30::12/64

R3(config-ipve-acl)# remark Deny all other traffic to Network 18
R3(config-ipve-acl)# deny ipwe any 2001:dbB:cafe:10::/64 .
R3(config-ipve-acl)# remark Permit PC3 telnet access to PC2
R3(config-ipve-acl)# permit tcp host 2001:DBB:CAFE:38::12 host 2001:DB8:CAFE:11::11 eq 23 .
R3(config-ipve-acl)# remark Deny telnet access to P2 for all other devices
R3(config-ipve-acl)# deny tcp any host 20@1:dbB:cafe:11::11 eq 23 .
R3(config-ipve-acl)# remark Permit access to everything else
R3(config-ipve-acl)# permit ipve any any .

R3(config-ipve-acl)# exit

R3(config)# interface g@/e

R3(config-if)# ipwe traffic-filter RESTRICTED-ACCESS in .

R3(config-if)#




4.4 Troubleshoot ACLs



host 192.168.10.10 has

no Telnet connectivity — gt
with 192.168.30.12
Uz Je Vée ZakéZénO 192.168.10.0/24 192.168.30.0/24

predchozim pravidiem

192.168.11.0/24 192.168.31.0/24

F » »
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

BE3$# show access-lists
Extended IP access list 110
10 deny tep 192.168.10.0 0.0.0.255 any (12 match(es))

20 permit tep 192.168.10.0 0.0.0.255 any eqg telnet
30 permit ip any any




Chci TFTP z 192.168.10.0/24

do 192.168.30.0/24

TFTP is over UDP

Statement 30 should be permit ip any any.

192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

B34 show access-lists 120
Extended IP access list 120

10 deny tcp 192.168.10.0 0.0.0.23535 any g telnet

20 deny tcp 192.168.10.0 0.0.0.255 host 192.168.31.12 eq smtp
30 permit tCcp any any




Chci zakazat telnet z

192.168.11.0/24 k
192.168.30.0/24
a nefunguje to

192.168.10.0/24

192.168.30.0/24

192.168.11.0/24

192.168.31.0/24

- ' J 2
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

R1# show access-lists 138
Extended IP access 1list 138

18 deny tcp any eq telnet any

280 deny tcp 192.165.11.0 90.8.8.255 host 192.168.31.12 eq smitp
38 permit tcp any any (12 match{es))

Reseni: 10 deny tcp 192.168.11.0 0.0.0.255 192.168.30.0 0.0.0.255 eq telnet.




Zakaz se ma tykat
192.168.30.12

a ne 192.168.30.1 | &
Je ti‘eba p‘r,'epsat 192.168.10.0/24

S0/0/0

192.168.30.0/24

192.168.31.0/24

192.168.11.0/24

= o &
192,168.10.10  192.168.11.10 182.168.30.12 192.168.31.12

R3# show access-lists 148
Extended IP access list 148

18 deny tcp host 192.168.38.1 any eq telnet
28 permit ip any any (5 matchi{es))




Chci zakaz telnetu
Z 192.168.30.12
na 192.168.31.12 Go/0

192.168.10.0/24

Reseni: dat ho na G0/1 u R3 92.168.31.0/24

= F re
192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12

R2# show access-lists 158
Extended IP access list 158

18 deny tcp any host 192.168.31.12 eq telnet
28 permit ip any any




Deny FTP access to the :11 network.

Chci zakaz FTP z :10 -

o ﬁ . S0/0/1
2001:DB8:FEED:1::/64 N \: 2 2001:DEB:FEED:2:/64
,

na network to the :11 1/ X

o
=
=]

= Chyba: Spatny smeér.
= Oprava: ) ;
no ipv6 traffic-filter NO-FTP-TO-11 out aEDE o B e t104 ot .
ipv6 traffic-filter NO-FTP-TO-11 in.

R1# show ipve access-list

IPve access list NO-FTP-TO-11
deny tcp any 2081:DB8:CAFE:11::/64 eq tip sequence 18
deny tcp any 2001:DB8:CAFE:11::/64 eq ftp-data sequence 28
permit ipve any any (11 matchez) sequence 3@ thMBﬂMEmmwa-

R1# show running-config | begin interface G

I ] »
2001:DB8:CAFE11:11/64 2001:DB8:CAFE:30:12/64

interface GigabitEthernet@/a
no ip address

duplex auto

speed auto

ipvé address FE&@::1 link-local
ipvé address 2881:DB8:1:18::1/64
ipve eigrp 1

<output omitted:

R1#




permit access to network :10,
deny access to the network :11,
permit SSH to PC

2001:DB8:FEED:1::/64

S0/0/1
2001:DBB:FEED:2:/64

2001:DB8:CAFE:11::11 i .
i :;U ] = Permit access to the 110
network.
Problem: PC3 cannot reach e ot

GO/ * Permit SSH access to PC2.

network10 or 11 and SSH to
2001:DB8:CAFE:11::11.

2001:DB8:CAFE:10::/64 2001:DBE8:CAFE:30::/64

Solution:

remove the host argument
and change the prefix to /64. Rl Ga A T LIt bl Ty =

You can do this without R3{config-ipv6-acl)# permit ipvé any 2081:db8:cafe:10::/64 sequence 18
removing the ACL by R3{config-ipv6-acl)# end

replacing the ACE using the JE:ES V- Tda 120kt

sequence number 10. IPv6 access list HESTRIEI’ED ACCESS

remove the statements first, permit 1pve an BB :C
and then enter them in the deny 1va any EIHLDBE CAFE: 11 ..I"E-'-I sequence 28

correct order permit tcp any host 2801:DB8:CAFE:11::11 eq 22 sequence 38
' R3#



R1 DENY-ACCESS
permit access from network :30 to

network :11, but deny to network:10.

Problem: from 30 to :10 is reachable.
Solution:
* Location ACL move closest to the source of
the traffic.
« Remove the ACL on R1 and apply on R3.

Rl{config)# no ipwve access-1list DENY-ACCESS
Rl{config)# interface gd/1

Rl{config-if)# no ipwve traffic-filter DENY-ACCESS owt
R1{config-if)#

R3I{config)# ipve access-list DENY-ACCESS

R3{config-ipve-acl)# permit ipwvé any 2001:DBS:CAFE:11::/64
R3{config-ipwbe-acl)# deny ipv6 any 28001:DBE:CAFE:18::/64
R3I{config-ipwe-acl)# exit

R3{config)# imterface gd/@

R3{config-if)# ipwhe traffic-filter DENY-ACCESS in
R3{config-if)#

Permit access to the :11 network.

Deny access to the :10 network.

2001:DB8:FEED:2:/64

2001:DB8.CAFE10::/64 2001:DB8:CAFE: 11::/64 2001:DBS:CAFE:30:/64

L

» -
2001:DB&:.CAFE10:10/64 2001:DB&:.CAFE11:11/64 2001:DB8:CAFE30::12/64

R1# show access-list
IPv6 access list DENY-ACCESS
permit ipwe any 2881:DB8:CAFE:11::/64 sequence 18
deny ipve any 2001:DB8:CAFE:1@::/64 sequence 28
R1# show running-config | section interface GigabitEthernet@/1
interface GigabitEtherneta/1
no ip address
duplex auto
speed auto
ipve address FE8@::1 link-local
ipve address 2801:DB8:CAFE:11::1/64
ipve eigrp 1
ipve traffic-filter DENY-ACCESS out
R1:#




Allow DNS and HTTP(S) protocols to Internet

Outgoing direction

» access-1l1ist 103 permit
» access-list 103 permit
» access-list 103 permit
» access-list 103 permit

Incoming direction

» access-list 104 permit
» access-list 104 permit
» access-1l1ist 104 permit
» access-list 104 permit

udp
tcp
tcp
tcp

udp
tcp
tcp
tcp

any
any
any
any

any
any
any
any

any eqg
any eg
any eqg
any eqg

eq 53
eq 53
eq 80
eq 443

53
53
80
443

any
any established
any established
any established



Deny ICMP traffic for network 10.0.20.0/24 except
usage of command ping to public network
Outgoing direction

» access-list 105 permit icmp
10.0.20.0 0.0.0.255 any echo

» access-list 105 deny icmp
10.0.20.0 0.0.0.255 any

» access-list 105 permit 1ip any any
Incoming direction

» access-list 106 permit icmp
any 10.0.20.0 0.0.0.255 echo-reply

» access-list 106 deny icmp
any 10.0.20.0 0.0.0.255

» access-list 106 permit 1p any any



Allow the access from outside to POP3 servers in

network 100.70.20.40/30 and to SMTP server

100.70.20.45

Outgoing direction

» access-list 107 permit tcp 100.70.20.40 0.0.0.3 eq 110 any
established

» access-list 107 permit tcp host 100.70.20.45 eq 25 any
established

» access-list 107 permit tcp host 100.70.20.45 any eq 25

D (rules allowing the access to DNS servers should follow)
Incoming direction

» access-list 108 permit tcp any 100.70.20.40 0.0.0.3 eq 110
» access-list 108 permit tcp any host 100.70.20.45 eq 25

» access-list 108 permit tcp any eq 25 host 100.70.20.45
established

D (rules allowing the access to DNS servers should follow)



10.0.0.0/8

$
&

I
-

.*‘f’h""'
S
L]

Fa0/2 ALJ
. = 187.100.1.6

‘Non 10.0.0/8

Router(config)#access-list 1 permit 10.0.0.0 0.255.255.255
Router(config)#interface fa0/1
Router(config-if)#ip access-group 1 out



