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Chapter 7 - Sections & Objectives

= 7.1 ACL Operation

+ Explain the purpose and operation of ACLs in small to medium-sized business networks.
« Explain how ACLs filter traffic.
» Explain how ACLs use wildcard masks.
* Explain how to create ACLs.
« Explain how to place ACLs.

= 7.2 Standard IPv4 ACLs

« Configure standard IPv4 ACLs to filter traffic in a small to medium-sized business network.
« Configure standard IPv4 ACLs to filter traffic to meet networking requirements.
* Use sequence numbers to edit existing standard IPv4 ACLs.
» Configure a standard ACL to secure VTY access.



Chapter 7 - Sections & Objectives (Cont.)

= 7.3 Troubleshoot ACLs

* Troubleshoot IPv4 ACL issues.
* Explain how a router processes packets when an ACL is applied.

» Troubleshoot common standard IPv4 ACL errors using CLI commands.



/.1 ACL Operation



Purpose of ACLs

What is an ACL?

What Is an ACL?

Allow Incoming Email
Deny Incoming Telnet

Deny HR access

Deny video to S1
Deny access to S2 for S1

Deny updates
Deny FTP
Deny web

Internet ?

= An ACL is a series of IOS commands that
control whether a router forwards or drops
packets based on information found in the
packet header. ACLs are not configured
by default on a router.

= ACL's can perform the following tasks:

 Limit network traffic to increase network
performance. For example, video traffic
could be blocked if it's not permitted.

 Provide traffic flow control. ACLs can help
verify routing updates are from a known
source.

« ACLs provide security for network access
and can block a host or a network.

* Filter traffic based on traffic type such as
Telnet traffic.

« Screen hosts to permit or deny access to
network services such as FTP or HTTP.



Purpose of ACLs = An ACL is a sequential list of permit or deny
. . statements, known as access control entries
Packet Filtering (ACES)
R e * ACEs are commonly called ACL statements.
= When network traffic passes through an interface
configured with an ACL, the router compares the
7 Application information within the packet against each ACE,
in sequential order, to determine if the packet
matches one of the ACEs. This is referred to as
packet filtering.

051 Model

= Packet Filtering:

Packet filtering works at
Layer 3 and Layer 4

« Can analyze incoming and/or outgoing packets.

« Can occur at Layer 3 or Layer 4.

= The last statement of an ACL is always an implicit
deny. This is automatically inserted at the end of
each ACL and blocks all traffic. Because of this,
all ACLs should have at least one permit
statement.




Purpose of ACLs
ACL Operation = ACLs do not act on packets that originate

from the router itself.

Inbound and Outbound ACLs
* ACLs define the set of rules that give

added control for packets that enter
inbound interfaces, packets that relay
through the router, and packets that exit
outbound interfaces of the router.

inbound ACL Outbound ACL = ACLs can be configured to apply to
An inbound ACL filters packets ﬁ An outbound ACL filters packets Inbound traﬁlc and OUtbound traffIC
coming into a specific interface after being routed, regardless of
and before they are routed to the the inbound interface. ° Inbound ACLS _ Incoming paCketS are

outbound interface.

processed before they are routed to the
outbound interface.

* Outbound ACLs — Incoming packets are
routed to the outbound interface, and then
they are processed through the outbound
ACL.



Purpose of ACLs
Packet Tracer — ACL Demonstration

Packet Tracer — Access Control List Demonstration

Topology
Flzi\’\
-
192. 168.10.0/24
! 192,168, 11.0/24 192.168.31.0/24
192,168.30.0/24 I
ONS Server

Objectives

Part 1: Verify Local Connectivity and Test Access Control List
Part 2: Remove Access Control List and Repeat Test

ara]n
cisco

= |n this Packet Tracer activity,
you will observe how an ACL
can be used to prevent a
ping from reaching hosts on
a network.

= After removing the ACL from
the configuration, the pings
will be successful.



Wildcard Masks in ACLs
|ntroducing ACL Wildcard I\/Iasking = IPv4 ACEs require the use of wildcard

masks.
Wildcard Masking

= A wildcard mask is a string of 32 binary
Octet: B Position and Address Valus for Bit digits (1s and 0s) used by the router to
18 04 32 18 & 4 2 1 determine which bits of the address to
" l’ " l’ " l’ .' l’ Examples examine for a match.
|0 0 0 0 0 0 0 0 |= Match All Address Bits (Match All)
= Wildcard masks are often referred to
o o 1 1 1 1 1 1 |= Ignore Last 6 Address Bits as an inverse mask since unlike a
subnet mask where a binary 1 is a
match, a binary 0 is a match with
wildcard masks. For example:

0 0 0 0 1 1 1 1 |= Ignore Last 4 Address Bits

1 1 1 1 1 1 0 0 |= Ignore First 6 Address Bits

111 1111 - lnorAlBsin Octr oecmalAdoess BrenAddes
IP Address to be Processed 192.168.10.0 11000000.10101000.00001010.00000000
Wildcard Mask 0.0.255.255 00000000.00000000.11111111.11111111
Resulting IP Address 192.168.0.0 11000000.10101000.00000000.00000000

0 means to match the value of the corresponding address bit
1 means to ignore the value of the cormesponding address bit

]
cisco



Wildcard Masks in ACLs

Wildcard Mask Examples

= Calculating the wildcard mask to

Wildcard Masks to Match IPv4 Hosts and Subnets match IPV4 subnets takes

______________ |Decimal ___[Binay

IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask 0.0.0.0 00000000.00000000.00000000.00000000

192.168.1.1 11000000.10101000.00000001.00000001

IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask 255.255.255.255 11111111.11111111.11111111.11111111 °
Result 0.0.0.0 00000000.00000000.00000000.00000000

Example 3

]
IP Address 192.168.1.1 11000000.10701000.00000001.00000001
Wildcard Mask 0.0.0.255 00000000.00000000.00000000.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

]
cisco

practice. In the first to the left:

Example 1: The wildcard mask
stipulates that every bit in the
IPv4 192.168.1.1 address must
match exactly.

Example 2: The wildcard mask
stipulates that anything will
match.

Example 3: The wildcard mask
stipulates that any host within the
192.168.1.0/24 network will
match.



Wildcard Masks in ACLs

Ca|CU|ating the Wildcard Mask - Calculating wildcard mask examples:

Wildcard Mask Calculation

255.255.255.255
Example 1 - 255,255.255.000

255

255,255.255,255
Example 2 - 255.255.255.240

15

255.255.255.255
Example 3 - 255.255.254.000

1.255

Example 1: Assume you want to permit
access to all users in the 192.168.3.0 network
with the subnet mask of

255.255.255.0. Subtract the subnet from
255.255.255.255 and the result is: 0.0.0.255.

Example 2. Assume you want to permit
network access for the 14 users in the subnet
192.168.3.32/28 with the subnet mask of
255.255.255.240. After subtracting the subnet
maks from 255.255.255.255, the result is
0.0.0.15.

Example 3: Assume you want to match only
networks 192.168.10.0 and 192.168.11.0 with
the subnet mask of 255.255.254.0. After
subtracting the subnet mask from
255.255.255.255, the result is 0.0.1.255.



Wildcard Masks in ACLs = To make wildcard masks easier to

Wildcard Mask Keywords read, the keywords host and any can
help identify the most common uses of
Wildcard Bit Mask Abbreviations wildcard masking.
 host substitutes for the 0.0.0.0 mask
=ample | « any substitutes for the
- 192.168.10.10 0.0.0.0 matches all 192 168.10.10 255.255.255.255 mask
of the address bits
= Abbreviate this wildcard mask using - i
e If you would like to match the
keyword host (host | 192.169.10.10 address, you could use
1%2_168.10.10) Wildcard Mask:lmiegﬁl,;ts] 1921681010 0000 or, yOU can

use: host 192.168.10.10

Example 2
e = [n Example 2, instead of
» 0.0.0.0 255.255.255.255 ignores al 0.0.0.0 )
address bits enterlng 0.0.0.0 255255255255, you

« Abbreviate expression with the .
keyward any can use the keyword any by itself.
Wildcard Mask: 255.255.255.255
{gnore All Bits)



Wildcard Masks in ACLs

Wildcard Mask Keyword Examples

The any and host Keywords = Example 1 in the figure
demonstrates how to use the any
keyword to substitute the IPv4
I:l;;{{cnnfig)# access-1ist 1 permit €.8.8.8 255.255.255,255 addreSS OOOO Wlth a Wildcard

Ri{config)# access-list 1 permit any mask of 255.255.255.255.
= Example 2 demonstrates how to
use the host keyword to

substitute for the wildcard mask
when identifying a single host.

R1(config)# access-list 1 permit 192.168.18.10@ 8.8.8.8
10R
R1{config)# access-list 1 permit host 192.162.10.18

This is the format of the host and any optional keywords in an ACL statement.




Guidelines for ACL Creation

General Guidelines for Creating ACLs

ACL Traffic Filtering on a Router

IPvd IPvd
IPv6 IPv6

One list per interface, per direction, and per protocol

With two interfaces and two protocols running, this router could have a total of B
separate ACLs applied.

You can only have one ACL per protocol, per interface, and per direction:
« One ACL per protocol (e.g., IPvd or IPvE)
 DOne ACL per direction {i.e., IN or OUT)
« One ACL per interface (g.g., GigabiEthemet0/0)

Use ACLs in firewall routers positioned
between your internal network and an
external network such as the Internet.

Use ACLs on a router positioned between
two parts of your network to control traffic
entering or exiting a specific part of your
internal network.

Configure ACLs on border routers such as
those situated at the edge of your network.
This will provide a basic buffer from the
outside network that is less controlled.

Configure ACLs for each network protocol
configured on the border router interfaces.



Guidelines for ACL Creation

ACL Best Practices

ACL Best Practices

Base your ACLs on the security policy of the organization.  This will ensure you implement
organizational securnty guidelines.

Prepare a description of what you want your AClLs to do.  This will help you avoid inadvertently
creating potential access problems.

IJse a text editor to create, edit, and save ACLs. This will help you create a library of reusable
ACLs.

Test your ACLs on a development network before This will help you avoid costly errors.

implementing them on a preduction network.

= Using ACLs requires significant attention to detail. Mistakes can be very costly in terms of
downtime, troubleshooting efforts, and poor network performance.

vl
cisco



Guidelines for ACL_ Crealtlon _ = The proper placement of an ACL can

General Guidelines for Creating ACLs ~ make the network operate more
efficiently. For example, and ACL
can be placed to reduce
unnecessary traffic.

ACL Placement

S0/040

= Every ACL should be placed where it

has the greatest impact on efficiency.
near the source. near the destination.

| - Extended ACLs — Configure extended
ACLs as close as possible to the
source of the traffic to be filtered.
This will prevent undesirable traffic as
close to the source without it crossing
the network infrastructure.

« Standard ACLs — Since standard
ACLs do not specify destination
addresses, they should be configured

as close to the destination as

192.168.10.10 192.168.11.10 192.168.30.12 192.168.31.12 pOSS|b|e
Source Destination )




Guidelines for ACL Creation

Standard ACL Placement

Standard ACL Placement

192.168.30.0/24.

Block: all traffic from 192.168.10.0/24 to

50/0/0

S0/0f0

This example demonstrates the proper
placement of the standard ACL that is
configured to block traffic from the
192.168.10.0/24 network to the
192.168.30.0/24 network.

There are two possible places to
configure the access-list on R3.

If the access-list is applied to the
S0/0/1 interface, it will block traffic to
the 192.168.30.0/24 network, but also,
going to the 192.168.31.0/24 network.

The best place to apply the access list
is on R3’s GO/0 interface. The access-
list list should be applied to traffic
exiting the GO/0 interface. Packets
from 192.168.10.0/24 can still reach
192.168.31.0/24.



/.2 Standard IPv4 ACLs



Configure Standard IPv4 ACLs
Numbered Standard IPv4 ACL Syntax

access—list-number
deny
permit

remark

Source

source-wildcard

log

Mumber of an ACL. This is a decimal number from 1 to 99, or 1300 to 1999 (for
standard ACL).

Denies access if the conditions are matched.
Permits access if the conditions are matched.

Add a remark about entries in an IP access list to make the list easier to understand
and scan.

Mumber of the network or host from which the packet is being sent. There are two
ways to specify the source:
Use a 32-bit quantity in four-part, dotted-decimal format.
Use the keyword any as an abbreviation fora source and source-
wildeard of 0.0.0.0 255.255.255.255.

{Optional) 32-hit wildcard mask to be applied to the source. Places ones in the it
positions you want to ignore.

(Optional) Causes an informational logging message about the packet that matches
the entry to be sent to the console. (The level of messages logged to the console is
controlled by the logging console command.)

The message includes the ACL number, whether the packet was permitted or
denied, the source address, and the number of packets. The message is generated
for the first packet that matches, and then at five-minute intervals, including the
number of packets permitted or denied in the prior five-minute interval.

= The access-list global

configuration command defines a
standard ACL with a number in the
range of 1 through 99.

The full syntax of the standard ACL
command is as follows:

Router(config)# access-list access-
list-number { deny | permit | remark
} source [ source-wildcard ][ log ]

To remove the ACL, the global
configuration no access-list
command is used. Use the show
access-list command to verify the
removal of the ACL.



Configure Standard IPv4 ACLs
Applying Standard IPv4 ACLs to Interfaces

1 = ]
Step 1: Use the access-1ist global configuration command to create an entry in a standard IPv4 ACL.

Rl(config)# access-list 1 permit 192.168.10.0 0.0.0.255

The example statement matches any address that starts with 192.168.10.x. Use the remark option to add a
description to your ACL.

| Step 2: Use the intarface configuration command to select an inteface to which to apply the ACL.

Rl (config)# interface serial 0/0/0
[ ]

Step 3: Use the ip access-group interface configuration command to activate the existing ACL on an interface.

Rl (config-if)# ip access-group 1 ocut

This example activates the standard IPv4 ACL 1 on the interface as an outbound filter.

After a standard IPv4 ACL is
configured, it is linked to an
interface using the ip access-
group command in interface
configuration mode:

Router(config-if)# ip access-group
{ access-list-number | access-list-
name } {in | out }

To remove an ACL from an
interface, first enter the no ip
access-group command on the
interface, and then enter the
global no access-list command
to remove the entire ACL.



Configure Standard IPv4 ACLs
Numbered Standard IPv4 ACL Examples

= The figure to the left shows an example of
L2 >PecHic Subnet an ACL that permits traffic from a specific
subnet but denies traffic from a specific
host on that subnet.

S0r000

Company A
* The no access-list 1 command deletes the

Gafaliare i previous version of ACL 1.

192.168.10.0/24

* The next ACL statement denies the host
192.168.10.10.

* What is another way to write this command
1518511, 141/24 without using host?

» All other hosts on the 192.168.10.0/24
network are then permitted.

192.168.10.10/24

Ri{config)# md access-list 1

Ri{config)# access-list 1 deny host 192.168.18.18  Thereis an |mp||C|t deny statement that

Ri{config)# access-list 1 permit 192.168.18.8 8.8.8.255
RI{config)e interface sa/o/e matches every other network.

Ri{config-if}e ip access-proup 1 outl

* Next, the ACL is reapplied to the interface in
an outbound direction.



Configure Standard IPv4 ACLs
Numbered Standard IPv4 ACL Examples (Cont.)

LSS Speciic Host = This next example demonstrates an
ACL that denies a specific host but will
permit all other traffic.

Company A
* The first ACL statement deletes the
192.168.10.0/24 192.168.11.0/24 previous version of ACL 1.

* The next command, with the deny
keyword, will deny traffic from the PC1
host that is located at 192.168.10.10.

192.168.10.10/24 " 192.168.11.10/24 ¢ The acceSS'IiSt 1 permit any

statement will permit all other hosts.

* This ACL is applied to interface GO/0 in
Ri{config)# mo access-list 1 the inbound direction since it Only
Ri{config)# access-list 1 deny host 192.168.18.10 aﬂ-'eCtS the 192168100/24 LAN

Ri{config)# access-1ist 1 permit any
Ri{config)# interface pa/fa
Ri{config-if}# ip access-group 1 in




Configure Standard IPv4 ACLs

Named Standard IPv4 ACL Syntax

Named ACL Example

192.168.10.0/24

192.168.10.10/24

Rif{config)# ip access-list standard MD_ACCESS
Ri{config-std-nacl)# deny host 192.168.11.16
Rif{config-std-nacl)& permit any

Rif{config-std-nacl)& exit
Ri{conflg)# interface gafo
Ri{confip-if)# ip access-group MO _ACCESS out

= |dentifying an ACL with a name rather
than with a number makes it easier to

understand its function.

SO
EL PR TTLE

= The example to the left shows how to
configured a named standard access
list. Notice how the commands are
slightly different:

Use the ip access-list command to
create a named ACL. Names are
alphanumeric, case sensitive, and
must be unique.

Use permit or deny statements as
needed. You can also use the remark
command to add comments.

Apply the ACL to an interface using the
ip access-group name command.



Configure Standard IPv4 ACLs

Packet Tracer — Configuring Numbered Standard IPv4 ACLs

Topology
192,168, 20.0/24
|,.._:F,-' —
R2
WebServer
—
— =
- »
o 192.168.11.0/24
192, 168, 10.0/24 —_—_
e —
PC1
Background / Scenario

Standard access confrol lists (ACLs) are router configuration scripts that control whether a router permits or
denies packets based on the source address. This aclivity focuses on defining filtering criteria, configuring
standard ACLs, applying ACLs to router interfaces, and verifying and testing the ACL implementation. The routers
are already configured, including IP addresses and Enhanced Interior Gateway Routing Protocol (EIGRP) routing.

]
cisco

= This Packet Tracer Activity
will allow you to practice
defining filtering criteria
and configuring standard
ACLs in a preconfigured
network.

= Verification of the
configured and applied
ACLs will also be required.



Configure Standard IPv4 ACLs

Packet Tracer — Configuring Named Standard IPv4 ACLs

Packet Tracer - Configuring Named IPv4 Standard ACLs

Topology

Web Server

Switcha '

File Server

Switchl

A—

PC1

Background / Scenario

The senior network administrator has tasked you to create a standard named ACL to prevent access to a file

server. All clients from one network and one specific workstation from a different network should be denied
access.

]
cisco

= This Packet Tracer
activity will require you
to configure a standard
named ACL.

= You will be required to
test the ACL after
applying it to the
appropriate interface.



Modify IPv4 ACLs
Method 1 — Use a Text Editor = |t is sometimes easier to create and edit

ACLs in a text editor such as Microsoft
Notepad rather making changes directly
on the router.

R1(conico# access.List 1 it 192.260..9 §.9,255.255 * For an existing ACL, use the show
running-config command to display the
ACL, copy and paste it into the text editor,
make the necessary changes, and then
paste it back in to the router interface.

access-list 1 deny host 192.168.18.18 .. .

access-list 1 per'::i‘t 192.168.8.8 8.8.255.355 = |tis |mp0rtant to note that when using the
no access-list command, different I0S

::I;:c:u::gi;natinn commands, one per line. End with ONTL/Z. SOftware releases aCt dlﬁerently

Ri{config)# no access-list 1

S e e - If the ACL that has been deleted is still

| Ri{config)# access-list 1 permit 192.16%.9.8 8.8.255.755

applied to the interface, some 10S
R18 show runming-config | include access-list 1 versions act as if no ACL is protecting
access_1ist 1 permit 192.168.9.6 9.9.255.255 your network while others deny all traffic.




Modify IPv4 ACLs
Method 2 — Use Sequence Numbers

Ri{confip)# access-1ist 1 deny host 192.168.10.99
Ri{config)# access-list 1 permit 192.168.0.8 8.8.255. 20

R1# show access-lists 1
"1'-:|r-:fnrd IF BCCess 11 t1i

0 per‘llt .‘HJ ‘.I.b.’.‘ t‘l t‘l illdi.al"d bits @.8.255.255
Ri#

Ri# conf t

Ri{config)# ip access-list standard 1
Ri{config-std-nacl)# no 18
Ri{config-std-nacl)# 18 deny host 192.168.10.18
Ri{config-std-nacl)# end

| R

Ri# show access-lists
standard IF acCess 11 t1

iﬂ p-er'l1t 1'!2 '11:-&‘ B 'E H1ld|.and bits @.8.255.255
Rl#

The figure to the left demonstrates the
steps used to make changes to a
numbered ACL using sequence numbers.

Step 1 identifies the problem. The deny
192.168.10.99 statement is incorrect. The
host to deny should be 192.168.10.10

To make the edit, Step 2 shows how to go
into standard access-list 1 and make the
change. The misconfigured statement
had to be deleted with the no command:
no 10

Once it was deleted, the new statement
with the correct host was added: 10 deny
host 192.168.10.10



Modify IPv4 ACLs
Editing Standard Named ACLs

R1# show access-1lists
Standard IP access list NO_ACCESS

18 deny 192.168.11.1&

28 permit 192.168.11.@, wildcard bits 8.8.8.255
R1# conf t
enter confipuration commands, one per line. End with CNTL/Z.
R1{config)# ip access-list standard ND_ACCESS
R1{config-std-nacl)}# 15 deny host 192.168.11.11

R1{config-std-nacl)# end
R1# show access-lists

Standard IP access list NO_ACCESS

18 deny 192.168.11.1a

15 deny 192.168.11.11

28 permit 192.168.11.6, wildcard bits @.8.8.255
k]

= The no sequence-number named ACL command is used to
delete individual statements.

By referring to statement sequence
numbers, individual statements can
be easily inserted or deleted.

The figure to the left shows an
example of how to insert a line into
a named ACL.

By numbering it 15, it will place the
command in between statement 10
and 20.

Please notice that when the ACL
was originally created, the network
administrator spaced each
command by 10 which left room for
edits and additions.



Modify IPv4 ACLs
Verifying ACLs

Bl show ip interface =0/0/0
Serisl0/0/0 iz up, line protocol is up
Intemet eddress is 10.1_.1_.1,/30
=ouiput omited=
Outgoing accesa list is 1

Inmbound access list is not set

<putput omitted=>

Bl show ip interface g0/0

GigabitEthermetl/0 is up, line protocnl is up
Intemet address is 152 _168_10.1/24

=ouiput omited=
Outgoing accessa list is WO ACCESS
Inmbound access list is not set

<OUtpuUt omitted:

Bl show access-lists
Standard IP access list 1

10 deny 152 _168.10_.10

20 permit 192 _16B_0.0, wildcard bits 0_0_.255_255
Standard IP access list HO RAOCESS

15 deny 152 _168_11_11

10 deny 1592 _16E_11_10

20 permit 152 _168.11.0, wildcard bits 0.0.0.255
R1E

Use the show ip interface command to
verify that the ACL is applied to the correct
interface.

The output will display the name of the
access list and the direction in which it
was applied to the interface.

Use the show access-lists command to
display the access-lists configured on the
router.

Notice how the sequence is displayed out
of order for the NO_ACCESS access list.
This will be discussed later in this section.



Modify IPv4 ACLs
ACL Statistics

R1# show access-lists
Standard IP access list 1

18 deny 192.162.18.18 (& match{es}}

2@ permit 192.168.8.0, wildcard bits 8.8.255.255
Standard IP access list NO_ACCESS

15 deny 192.168.11.11

18 deny 192.162.11.18 {4 match{es}}

28 permit 192.168.11.0, wildcard bits @.8.8.255
R1# clear access-1list counters 1
R1#
R1# show access-lists
Standard IP access list 1

18 deny 192.168.18.16 :

28 permit 192.168.8.8, wildcard bits 8.8.255.255
Standard IP access list MO _ACCESS

15 deny 192.168.11.11

18 deny 192.168.11.1@ (4 matchi{es))

28 permit 192.168.11.€, wildcard bits @.8.8.25%

Matches have been
cleared.

The show access-lists command can be
used to display matched statistics after an
ACL has been applied to an interface and
some testing has occurred.

When traffic is generated that should
match an ACL statement, the matches
shown in the show access-lists
command output should increase.

Recall that every ACL has an implicit deny
any as the last statement. The statistics
for this implicit command will not be
displayed. However, if this command is
configured manually, the results will be
displayed.

The clear access-list counters command
can be used to clear the counters for
testing purposes.



Modify IPv4 ACLs

Lab — Configuring and Modifying Standard IPv4 ACLs

Lab - Configuring and Verifying Standard IPv4 ACLs
Topology

DCE

10.2.2.0/30

LoO

192.168.10.0/24 192.168.30.0/24

vl
cisco

= This lab will require you to set up
and configure devices to match the
topology provided in the lab.

= Configuration, modification, and
testing of standard and named
ACLs is also required.



Securing VTY ports with a Standard IPv4 ACL
The access-class Command

VTY ports 0-4

192.168.10.0/24 192.168.11.0/24

192.168.10.10/24 192.168.11.10/24

Bl{iconfig)# line vty O 4
Bl {config-line)f login local
Bl{config-line)f transport input ash

Bl{config-line)# access—class 21 in

BEl{config-line)# exit

Bl (config)f access-list 21 permit 192 168 _10_.0 O0_0_0_255
Bl{config)# access—list 21 deny any

Administrative VTY access to Cisco
devices should be restricted to help
improve security.

Restricting VTY access is a technique that
allows you define which IP addresses are
allowed remote access to the router EXEC
process.

The access-class command configured in
line configuration mode will restrict
incoming and outgoing connections
between a particular VTY (into a Cisco
device) and the addresses in an access
list.

Router(config-line)# access-class
access-list-number {in [vrf-also ] | out }



Securing VTY ports with a Standard IPv4 ACL

Verifying the VTY Port is Secured

R1# show access-lists " Ver'f|cat|0n Of the ACL

Standard IP access list 21

18 permit 192.168.18.8, wildcard bits @.8.8.255 {2 matches) Conflguratlon. used tO reStrICt
26 deny any (1 match) VTY access is important.

R1#

= The figure to the left shows
two devices trying to ssh into
two different devices.

= The show access-lists

N < command output shows the
results after the SSH attempts
192.168.10.10/24 192.168.11.10/24 by PC1 and PC2

= Notice the match results in the

PCa>ssh 192.168.11.1 permit and the deny
ssh connect to host 192.162.11.1 port Statements

PC1xssh 192.168.18.1

Login as: admin
Password: *¥*x
R1>

22: Connection refused

PC>
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Packet Tracer - Configuring an IPv4 ACL on VTY Lines

Topology
- This Packet Tracer activity will
e require you to configure and
Rnr apply an ACL that allows PC
access to the Telnet lines on
the router, but will deny all
s, other source IP addresses.
=
=Te Laptop
Background

As network administrator, you must have remote access to your router. This access should not be available to
other users of the network. Therefore, you will configure and apply an access control list (ACL) that allows PC
access to the Telnet lines, but denies all other source IP addresses.
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Lab — Configuring and Verifying VTY Restrictions

Lab - Configuring and Verifying VTY Restrictions
Topology

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway
R1 Go/o 182.168.0.1 255.255.255.0 N/A
G0M 192.168.1.1 255.255.255.0 NIA
51 VLAN 1 192.168.1.2 255.255.255.0 192.168.1.1
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-B NIC 192.168.0.3 255.255.255.0 192.168.0.1

Objectives
Part 1: Configure Basic Device Settings
Part 2: Configure and Apply the Access Control List on R1
Part 3: Verify the Access Control List Using Telnet
Part 4: Challenge - Configure and Apply the Access Control List on S1

= This Lab will require the
configuring and verification of
VTY restrictions.

= Only certain IP addresses will
be allowed access to the vty
lines on the router.

= |t is important to ensure that

only administrator PCs have
permission to telnet or SSH
into the router.



7.3 Troubleshoot ACLs



Processing Packets with ACLs

The Implicit Deny Any

Entering Criteria Statements

e A 50/0/0

GO/ =01

192.168.10.0/24 192.168.11.0/24

192.168.10.10/24 192.168.11.10/24

ACL 1

Ri{config)# access-list 1 permit ip 192.168.10.0 @.8.8.255

ACL 2

R1{config)# access-list 2 permit ip 192.168.19.8 ©.8.8.255

R1{config)# access-list 2 deny any

= A single-entry ACL with only one deny
entry has the effect of denying all
traffic.

= At least one permit ACE must be
configured in an ACL or all traffic will
be blocked.

= Study the two ACLs in the figure to the
left.

*  Will the results be the same or
different?



Processing Packets with ACLs

The Order of ACEs in an ACL

R1{config)# access-list 3 deny 192.168.18.8 8.8.8.255
R1{config)# access-list 3 permit host 192.168.18.18

Xaccess rule can't be configured at higher sequence mum as it is part of the existing
rule at sequence num 18
R1{ config)s

ACL 3: Host statement conflicts with previous range statement.

= The order in which ACEs are
configured are important since ACEs
are processed sequentially.

= The figure to the left demonstrates a
conflict between two statements since
they are in the wrong order.

The first deny statement blocks
everything in the 192.168.10.0/24
network.

However, the second permit statement
is attempting to allow host
192.168.10.10 through.

This statement is rejected since it is a
subset of the previous statement.

Reversing the order of these two
statements will solve the problem.



Processing Packets with ACLs

Cisco IOS Reorders Standard ACLs

Sequencing Considerations Durin
il

Ri{config)# access-list 1 deny 192.168.19.8 8.8.8.255
R1(config)# access-list 1 deny 192.162.29.8 8.9.0.255
R1l{config)# access-1ist 1 deny 192.168.38.8 8.8.08.255
Ri{config)# access-list 1 permit 18.8.8.1

R1i{config)# access-list 1 permit 18.8.08.2

Ri{config)# access-list 1 permit 10.0.08.3

Ri{config)# access-list 1 permit 198.0.08.4

Ri{config)# access-list 1 permit 18.8.8.5
R1{config)# end

R1# show running-config | include access-list 1
access-list 1 permit 18.0.8.2

access-list 1 permit 18.90.8.3

access-list 1 permit 18.0.8.1

access-list 1 permit 18.0.9.4

access-list 1 permit 1@.@.8.5 access-list 1 deny 192.162.18.8 8.8.8.3255
access-list 1 deny 192.162.28.8 8.8.8.255

\network) statements

Host statements

| access-list 1 deny 192.168.38.8 8.8.8.255%

R1#

Note the order in which the access-list
statements were entered during
configuration.

Notice how the order was changed
when you enter the show running-
config command.

The host statements are listed first,
however, not in the order they were
entered.

The 10S puts host statements in an
order using a special hashing function.
The resulting order optimizes the
search for a host ACL entry.

The range statements are displayed in
the order they were entered. The
hashing function is applied to host
statements.



Processing Packets with ACLs

Routing Processes and ACLs

ACL and Routing Processes in a Router

Frame Arrives on Router
nterface

¥ IN:-

Yes
. Layer 2 Address s ACLs on
™, Match? Interface?

-Na

Yes
—

Statement List
Match?

lm:.

Default Deny

Yes
—

l
L)

The figure shows the logic of routing
and ACL processes.

When a packet arrives at a router
interface, the router process is the
same, whether ACLs are configured
or not.

After the frame information is stripped
off, the router checks for an ACL on
the inbound interface. If an ACL
exists, the packet is tested against the
statements.

If the packet matches a statement, the
packet is either permitted or denied.

If the packet is permitted, and after
the router processes the packet, the
outgoing interface will also be
checked for an ACL.



Common IPv4 Standard ACL Errors

Troubleshooting Standard IPv4 ACLs — Example 1

= The most common errors involving ACLs:

C memet :_) « Entering ACEs in the wrong order
» Not specifying adequate ACL rules
* Applying the ACL using the wrong direction,

G0/0 wrong interface, or wrong source address

192.168.10.0/24 192.168.11.0/24

SEIESEN 0/24 = |n the figure to the left, PC2 should not be
able to access the File Server. However,
PC1 can not access it either.

= The output of the show access-list command

192.168.10.10 192.168.11.10 192.168.30.10 ShOWS the one deny Statement in the ACL
R3{config)# access-1list 1@ permit any

R3# show access-list 3( confFig) d .
e = The set of commands on the right shows the

Standard IP access list 1e R3# show access-list

d 92.168. - o eSS is . .
0 dey A5 des. 10 tandard 1P access 1ist 10 solution. The permit statement allows other

R3# 18 demy 192.168.11.18

26 permit any (4 matches)) devices to access since the implicit deny
was blocking other traffic.

R3#



Common IPv4 Standard ACL Errors

Troubleshooting Standard IPv4 ACLs — Example 2

= The 192.168.11.0/24 network should not
be able to access the 192.168.10.0/24
network.

= PC2 cannot access PC1 as planned,
however, it also cannot access the
Internet through R2.

= Problem: access-list 20 was applied to
GO0/1 on an inbound direction

192.168.10.10 192.168.11.10 192.168.30.10

= Where should ACL 20 be applied and in
R1# show run | section interface . . .
interface GigabitEthernete/e which direction?

ip address 192.162.18.1 255.255.255.8
duplex auto

speed auto = In order for PC2 to access the Internet,
1.1 255.255.255.0 ACL 20 needs to be removed from the
dwplex auto GO0/1 interface and applied outbound on
it emmiticds the GO/0 interface.




Common IPv4 Standard ACL Errors

Troubleshooting Standard IPv4 ACLs — Example 3

192.168.10.10 192.168.11.10 192.168.30.10

R1# show run | sectiom line vty
line vty @ &4

access-class PC1-5SH in

login

transport input ssh

R1# show access-1ist
standard IP access list PC1-SSH
18 permit 192.163.18.1
28 deny any (5 match(es))
R1#

Only PC1 should be allowed to SSH to R1.

There is a problem with the config in the figure
to the left since PC1 is unable to SSH to R1.

The ACL is permitting the 192.168.10.1
address which is the GO/0 interface. However,
the address that should be permitted is the
PC1 host address of 192.168.10.10.

The solution is provided below:

R1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Ri{config)# ip access-list standard PC1-S5H
R1{config-std-nacl}# no 1@

Ri{config-std-nacl)# 10 permit host 192.168.10.10
R1{config-std-nacl)# end

R1# clear access-list counters

R1# show access-1ist

Standard IP access list PC1-SSH
18 permit 192.162.18.18 (2 match{es))
28 deny any

R1#
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Packet Tracer - Troubleshooting Standard IPv4 ACLs

Topology

Scenario

This network is meant to have the following three policies implemented:
10.0.0.0/8 . . 0.
Server3 * ' i i .168.0. .
- ! "
-

172,16.0.0/16 192.168.0.0/24

Lz

L1 Serverl Server2

]
cisco

Hosts from the 192.168.0.0/24 network are unable to access network 10.0.0.0/8.

L3 can't access any devices in network 192.168.0.0/24

L3 can't access Server1 or Server2. L3 should only access Server3.

Hosts from the 172.16.0.0/16 network have full access to Server1, Server2 and Server3.

= This Packet Tracer activity will require the

troubleshooting of various IPv4 ACL issues.



7.4 Chapter Summary
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Packet Tracer - Skills Integration Challenge

Topology

Branch Address Space:
172.16.128.0/19
172.16.64.0/18

[ =,
HO-Fwi vl sRkw B1
HO1

HQ2

172.16.0.0/18

64.104.34.0 o
- B2 BranchServer.pka
HQServer.pka

(5|
Internet

]
cisco

This Packet Tracer activity
will require you to finish the
IP addressing scheme,
configure routing, and
implement named access
control lists.
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