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1 Disclaimer

This document describes vulnerabilities found during the penetration test performed be-
tween the 7th and 9th of January 2022. The findings and recommendations reflect only
the information gathered during the assessment and not any changes or modifications
made outside of that period.

Time-limited assessments might not allow a complete evaluation of all features and pos-
sible security shortages. Therefore, testers prioritize the engagement to identify the most
critical issues that would have the most significant impact if exploited by a threat actor.
Team 15 recommends conducting similar assessments regularly to ensure that known
shortcomings were fixed correctly and to detect potential newly emerged issues.

This document is intended exclusively for the client’s internal needs, and the recom-
mended remediations of found vulnerabilities should only be taken as suggestions.
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2 Scope

The assessment was performed as a Blackbox test – the testers had no prior access
to the customer’s environment. The assessment was performed following Penetration
Testing Execution Standard methodology.

The focus was on assessing internally developed software stacks, technical implemen-
tation of customer loyalty and rewards programs, e-commerce and payment processing
applications and access management.

Penetration testers focused only on the client’s environment, meaning that external enti-
ties such as payment gates and social media accounts were omitted.

The defined scope consists of the 10.0.17.0/24 subnet described below.

10.0.17.0/24 Subnet 1

Hostname IP address
eggdicator.warehouse.lebonboncroissant.com 10.0.17.10
goldenticket.warehouse.lebonboncroissant.com 10.0.17.11
scrumdiddlyumptious.warehouse.lebonboncroissant.com 10.0.17.12
whatchamacallit.warehouse.lebonboncroissant.com 10.0.17.13
charley.warehouse.lebonboncroissant.com 10.0.17.14
bucket.warehouse.lebonboncroissant.com 10.0.17.15
hornswoggler.warehouse.lebonboncroissant.com 10.0.17.16
crunch.rockbox.warehouse.lebonboncroissant.com 10.0.17.50
crunch-serial.warehouse.lebonboncroissant.com 10.0.17.51
rockbox.warehouse.lebonboncroissant.com 10.0.17.87

This subnet represents the LBC’s internal company network. It comprises development
servers, API servers, and the B2B infrastructure.

110.0.17.50 and 10.0.17.51 were added to the scope during the assessment.
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3 Executive Summary

During the penetration test of Le Bonbon Croissant infrastructure, experts from Team 15
thoroughly tested the security posture of all systems defined in the scope. The scope
included devices on the internal warehouse network of the client. The assessment took
place on January 7th and 8th, 2022 and was the second iteration of the test; the vali-
dation of the remediation of previous findings (from the first iteration performed on 23rd
October) was also conducted.

Le Bonbon Croissant’s IT team did a good job of mitigating some of the issues reported
during the first test iteration. However, some of the findings were left unaddressed and
are still present in the infrastructure. The unaddressed issues are presented in the
following sections, together with new discoveries from the second iteration.

Throughout the assessment, the team found the following business-critical vulnerabili-
ties:

• Unauthenticated access to resources and sensitive information potentially impacts
the rewards system, resulting in financial losses.

• Unprotected database storing confidential business and customer data, which could
lead to client’s data being leaked.

• Shortcomings in manufacture control infrastructure which can disrupt goods pro-
duction.

• Lack of separation between parts of the system with functionality and business
importance of varying degree.

The testers discovered multiple issues with different business impacts and probabilities
of exploitation. Some of the findings can be easily remediated, while others might require
a more sophisticated approach and financial backing.

Some of the found shortcomings directly violate regulatory and compliance requirements
such as:

• Payment Card Industry Digital Security Standard – Details of payment cards are not
stored and handled in accordance this standard.

• Data Regulation Acts – Customer data storing and handling processes do not com-
ply with customer-locality based regulations.

These violations may result in significant financial penalties, loss of reputation and the
proscription of provisioning a card payment infrastructure.

Due to the character of discovered issues, we recommend addressing them as soon
as possible according to the stated severity and potential impact. LBC may also benefit
from revisiting its security policies and their enforcement.

Technical details and remediation recommendations follow in the next part of this docu-
ment.
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4 Findings and Technical Details

The following section presents a detailed report on discovered flaws along with potential
business impact, remediation suggestions and references for further explanation of the
given topics.

We assign a business impact class to each discovered shortcoming, where the assign-
ment function is defined based on the specifications of the customer and their business
requirements.
Based on the business impact the findings are assigned one of the following classes:

• Low

• Medium

• High

Findings are also assigned a CVSS score which defines a way to uniformly and consis-
tently describe the characteristics and severity of vulnerabilities based on their security
impact and probability of misuse.
Based on the CVSS score, the findings are divided into four categories:

• Critical/High severity (CVSS 7.0 – 10.0)

• Medium severity (CVSS 4.0 – 6.9)

• Low severity (CVSS 0.1 – 3.9)

• Info (CVSS 0.0)

Each CVSS also contains an attack vector, which describes given vulnerability and con-
sists of:

• Attack Vector (AV):
This metric reflects the context by which vulnerability exploitation is possible.

• Attack Complexity (AC):
This metric describes the conditions beyond the attacker’s control that must exist in
order to exploit the vulnerability.

• Privileges Required (PR):
This metric describes the level of privileges an attacker must possess before suc-
cessfully exploiting the vulnerability

• User Interaction (UI):
This metric captures the requirement for a human user, other than the attacker, to
participate in the successful compromise of the vulnerable component.

• Scope (S):
This metric captures whether a vulnerability in one vulnerable component impacts
resources in components beyond its security scope.

• Confidentiality (C):
This metric measures the impact on the confidentiality of the information resources
managed by a software component due to a successfully exploited vulnerability.

• Integrity (I):
Integrity refers to the trustworthiness and veracity of information.

• Availability (A):
This metric refers to the loss of availability of the impacted component itself.
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5 Critical/High Severity Findings (10)

5.1 Sensitive Customer Data Exposure due to Misconfiguration of
Service

Severity: CVSS 10.0 - Critical (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H)
Business impact: High
Impact: Confidential information leakage and loss of integrity and availability.
Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
MySQL database account “root” is configured with an empty password and open to the
internet, therefore all data contained in the database is exposed. This data includes
names, addresses, emails, passwords etc. of LBC customers.

Business Impact
With approximately 900 users from European countries, many of them under the protec-
tion of GDPR penalties of up to 10 million dollars may apply, due to insufficient protection
of clients in the event of data leak.
Other charges may apply based on customer nationality or location.

Remediation
Service should not be publicly available and a strong password policy should be enforced
for database users.

References

• Testing for Weak Password Policy

• GDPR data breach fines penalties

• GDPR Art 25

• GDPR Art 32
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https://gdpr-info.eu/art-32-gdpr/


Steps to Reproduce

1. We connect to the database with username root and an empty password

2. After selecting proper database, we are able to gather information about LBC cus-
tomers

3. To enumerate users from Europe a SQL query which returns all phone numbers
with European prefix.
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5.2 Empty Password for PostgreSQL Database Service

Severity: CVSS 10.0 - Critical (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H)
Business impact: High
Impact: Confidential information leakage and loss of integrity and availability.
Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
PostgreSQL database account “postgres” is configured with an empty password and
open to the internet, therefore all data contained in the database is exposed. This data
includes payment card information, stored in non PCI-DSS compliant manner.

Business Impact
See Database stores credit card information in non PCI-DSS compliant format.

Remediation
Service should not be publicly available and a strong password policy should be en-
forced for database users. Database contents regarding payment card information must
be changed as soon as possible to comply with PCI-DSS requirements, or LBC may be
facing large fines.

References

• Authentication Cheat Sheet

• Testing for Weak Password Policy

• PCI-DSS standard

Steps to Reproduce

1. We connect to the database by using the “psql” command and default user “post-
gres”. During enumeration our team has found database “jawbreaker”.

2. Then we can query the database:
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5.3 Database Stores Credit Card Information in non PCI-DSS Com-
pliant Format

Severity: CVSS 9.8 - Critical (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
Business impact: High

Impact: Confidential information leakage, loss of integrity
and availability, high penalties...

Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
During assessment, it was found that database jawbreaker contains credit card informa-
tion of approximately 8500 LBC users. This data is stored in plaintext format, which is a
severe PCI-DSS violation.

Business Impact
According to https://www.pcidssguide.com, estimated fine per cardholder compro-
mised is between $50 and $90, which translates to approx. $420,000 to $761,000. Bad
publicity, lawsuits as well as additional penalties may apply.

Remediation
Databases containing cardholder information should not be accessible from the internet.
Database administrators must use strong passwords. All data which is not permitted to
be stored must be deleted as soon as possible. We strongly suggest to follow guideline.

References
PCI-DSS Fines and Penalties
PCI-DSS Requirements

Steps to Reproduce

1. We connect to the database by using the “psql” command and default user “post-
gres”. During enumeration our team has found database “jawbreaker”

2. After submitting query

3. We receive full credit card information of LBC customers
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5.4 Missing Access Controls for Administrative API Endpoints

Severity: CVSS 9.3 - Critical (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N)
Business impact: High
Impact: Attacker can access administrative features without authentication.
Hosts: goldenticket.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
Administrative API endpoints are exposed without authentication. This makes it possible
for the attacker to enumerate details about existing customer reward system accounts,
including the balance. One of the endpoints allows the attacker to create new customer
reward system accounts and assign it an arbitrary balance.
The following endpoints are available to use without authentication:

• /add

• /account

• /check

• /accounts

Business Impact
Exposure of customer data, potential financial losses due to reward system misuse.

Remediation
Hide the whole administrative API behind authentication. Consider restricting access to
the publicly available API documentation present on /docs.

Steps to Reproduce

1. Open https://goldenticket.warehouse.lebonboncroissant.com/docs.

2. Choose the endpoint you wish to misuse, e.g. /add.

3. Send an HTTP GET request with required parameters.
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5.5 Weak Administrator Password

Severity: CVSS 9.3 - Critical (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:)
Business impact: High
Impact: Attacker gains access to the administrative interface.
Hosts: goldenticket.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
The password for the administrative account is weak and prone to bruteforce and dictio-
nary attacks.

Business Impact
Exposure of customer data, potential financial losses due to reward system misuse.

Remediation
Use a strong and unique password for the administrative interface.

References
Implement proper password

Steps to Reproduce

1. Open https://goldenticket.warehouse.lebonboncroissant.com/admin and
type following credentials

2. User: admin

3. Pass: ⟨REDACTED⟩
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5.6 Ability to Open Remote Shell on the Database Server

Severity: CVSS 8.8 - High (AV:A/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:L)
Business impact: Medium
Impact: Database compromise, remote code execution on host system.
Hosts: charley.warehouse.lebonboncroissant.com:5432
Role: Unauthenticated

Description
An exploitable deployment of PostgreSQL database with pg execute server program priv-
ilege has been found. This means that an attacker can create a remote shell with the
privileges of a PostgreSQL user. Such a compromised database could pose a threat to
the company (ability to leak user credentials or other sensitive information, etc.)

Remediation
A pg execute server program privilege should be disabled if unused, as it poses a threat
to the system as well as being a violation of accepted practice.

References

• PostgreSQL vulnerability

• CVE-2019-9193

Steps to Reproduce

1. A Metasploit exploit module called postgres copy from program cmd exec is cho-
sen for this attack.

2. After providing the framework with all necessary information, we have established
a shell session with the compromised host, as pictured below
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5.7 Hardcoded Secrets in the LBC Marketplace Web Application

Severity: CVSS 8.6 - High (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N)
Business impact: High
Impact: Sensitive customer data can be accessed and stolen.

Hosts: scrumdiddlyumptious.warehouse.lebonboncroissant.com
whatchamacallit.warehouse.lebonboncroissant.com

Role: Unauthenticated

Description
The new LBC shop application uses the whatchamacallit API server to process its re-
quests. For authentication to the API, an API token is used. However, the token is
available to any unauthenticated person who browses through the source code of the
application. This API token can be abused to access the complete whatchamacallit API.

Business Impact
Sensitive customer information breach can lead to a loss of customers and thus a de-
crease in sales. The damage to brand reputation also needs to be considered.

Remediation
The access token should have multiple levels of access. Every customer should have his
own personal API token which can access minimal information that the customer needs
(definitely not information about other customers).

Steps to Reproduce

1. Go to https://scrumdiddlyumptious.warehouse.lebonboncroissant.com.

2. Open the Sources tab in the developer console. You can find the API token in the
Config.js file.

3. Using this token in the Authorization header allows you to call all endpoints of the
whatchamacallit API. For example, you can get any user’s personal information,
such as full name, telephone number and shipping address.
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5.8 Usage of Default Passwords for Customer Accounts

Severity: CVSS 7.5 - High (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)
Business impact: Medium
Impact: Confidential information leakage and loss of integrity and availability.
Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
If an attacker finds out the default password, 813 customers and all the information col-
lected about them, is in danger according to our findings.
Furthermore, all passwords are saved in base64 encoding, which does not provide any
protection and in the case of a data leak, all passwords are exposed.

Business Impact
Loss of confidentiality and trust of users. Possible charges may apply (e.g GDPR).

Remediation
Implement a secure way to store passwords, for example using a strong hashing algo-
rithm.

References
Password Storage Cheat Sheet

Steps to Reproduce

1. When the schema of the “logins” table is shown, it is revealed that it has a default
value set for the password, as well as the format that it is stored in (base64):

2. When queried for this password, the database returns 813 users with the default
password:
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5.9 Confidential Information is Exposed on a Public Website Stack-
Overflow

Severity: CVSS 7.5 - High (AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
Business impact: Low
Impact: Malicious actors have easy access to confidential information.
Hosts: whatchamacallit.lebonboncroissant.com
Role: Unauthenticated

Description
Confidential information about the internal infrastructure is leaked on a publicly available
website. This information might be useful for malicious actors.

Business Impact
Disclosed secrets and confidential information, potential for increased chance for further
attacks.

Remediation
Delete the publicly available post, define policies about confidential data, educate em-
ployees.

Steps to Reproduce

1. Visit https://stackoverflow.com/questions/69502434/swagger-file-securi
ty-scheme-defined-but-not-in-use.
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5.10 PLC Bridge Available for Unauthenticated Users

Severity: CVSS 7.3 - High (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:)
Business impact: Medium
Impact: Warehouse operations can be disrupted by a malicious actor.
Hosts: crunch-serial.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
A PLC bridge is available on the network. It allows everyone to send and retrieve values
through a proprietary text protocol used. Moreover, a malicious actor can cause a denial
of service by overloading the bridge interface.

Business Impact
Outage of the warehouse can lead to disruptions in warehouse operations and financial
losses.

Remediation
Network separation should be introduced and only authorized employees of LBC should
be allowed to access the bridge.

Steps to Reproduce

1. Use telnet to connect to the PLC bridge (10.0.17.51, port 2001).

2. Type the ’?’ command to see the help and list of commands available.
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6 Medium Severity Findings (4)

6.1 WMCI API Token Contains Password Information

Severity: CVSS 5.8 - Medium (AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N)
Business impact: Low

Impact: Attacker learns about passwords used in LBC’s network
and can try the password for all other services.

Hosts: scrumdiddlyumptious.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
The API token from the ”Hardcoded secrets in the LBC Marketplace web application”
is base64-encoded. It is a JSON Web Token and contains a name and a password
field. An attacker can learn about the password culture in the network. In the case that
the password is used somewhere else in the LBC’s network, it could be used in an attack.

Business Impact
Depends on further attacks made.

Remediation
The token should not have a password field. It does not need one to be used for authen-
tication.

Steps to Reproduce

1. Take the apiKey from the previous issue and decode it from base 64.

2. The decoded key is a JWT token. You can view its payload and see that it contains
a “pw” field.
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6.2 Jawbreaker Customer Portal Allows Access to Payment Sta-
tuses

Severity: CVSS 5.3 - Medium (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N)
Business impact: Medium
Impact: Sensitive customer information data breach.
Hosts: eggdicator.lebonboncroissant.com
Role: Unauthenticated

Description
Using the customer portal, anyone can obtain information about all customers’ payments,
as the payment IDs are sequential and can be enumerated easily. Although only the
amount, customer ID and payment status are returned by the portal, using another vul-
nerability confidential customer information can be retrieved by the customer ID.

Business Impact
Sensitive customer information breach can lead to a loss of customers and thus a de-
crease in sales. The damage to brand reputation also needs to be considered.

Remediation
The Jawbreaker Customer Portal should be available only for authorized personnel and
behind a firewall. The payment IDs should not be sequential, but could be changed into
a format that cannot be guessed (for example, GUIDs).

Steps to Reproduce

1. Visit https://eggdicator.warehouse.lebonboncroissant.com/payment/XXX,
where XXX is an integer.
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6.3 Unencrypted Communication Channels Used on Multiple Hosts
(HTTP)

Severity: CVSS 5.3 - Medium (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N)
Business impact: Medium
Impact: Attackers can gain valuable information about the system.
Role: Unauthenticated

Description
Attackers can gain valuable information about the system by eavesdropping on com-
munication. Attackers can eavesdrop on communication between clients and the LBC’s
servers. This can lead to a compromise of user information

Business Impact
User information compromises can lead to a customer loss and bad reputation for LBC.

Remediation
Use encrypted communication channels. For HTTP, this means utilizing HTTPS.
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6.4 Sensitive Database Structure Information can be Leaked

Severity: CVSS 5.3 - Medium (AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N)
Business impact: Low

Impact: Attackers can learn the inner workings of the database
which gives them information for further attacks.

Hosts: whatchamacallit.warehouse.lebonboncroissant.com
Role: Authenticated (through the WMCI API key)

Description
A query with an invalid parameter l results in an SQL error; this error is displayed back
to the user and it reveals the query and also the database used (MariaDB).

Business Impact
Depends on further attacks made available by getting the database structure information.

Remediation
The WMCI API should return as little information as possible when encountering an error.
No information about the SQL syntax error should be sent to the client.

Steps to Reproduce

1. Use the API token from the issue ”Hardcoded secrets in the LBC Marketplace web
application” as the Authorization header for the wmci API.

2. Go to https://whatchamacallit.warehouse.lebonboncroissant.com/v1/inven

tory?f=0&l=-1.

3. You can obtain the information about the database system and the database query
that is used to get the data.
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7 Low Severity Findings (1)

7.1 Default Apache Tomcat Page

Severity: CVSS 2.8 - Low (AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N)
Business impact: Low
Impact: Web server fingerprinting, which could be used in further exploitation.
Hosts: crunch.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
A default Apache Tomcat page is displayed upon connecting to the host. This makes for
an easy enumeration of the employed web server.

Business Impact
Could cause valuable information leaks that could be used for further exploitation.

Remediation
We suggest replacing all generic and web server-specific pages with LBC-created cus-
tom pages. This increases the difficulty for an attacker to enumerate the webserver.

Separate development instances from production network.

References
Web Application Fingerprinting
Web Server Default Pages

Steps to Reproduce

1. Go to crunch.warehouse.lebonboncroissant.com:9090/.
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8 Info (4)

8.1 Password Reuse Across LBC Store Employees

Severity: CVSS 0.0 - Info
Business impact: Medium

Impact: In case of password compromise, this makes the compromised accounts
more valuable for the attacker

Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
From the database records we can see that all the LBC stores have very simple and,
in many cases, duplicate passwords. If an attacker finds out the password for a single
store, then he can impersonate all the other stores using the same password.

Business Impact
Financial loss and potential loss of company reputation.

Remediation
Enforce strong password policies and educate all workers about password approach.

Steps to Reproduce

1. Login to the Postgres database.

2. In the ”logins” table, you can see the passwords for the LBC employees.
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8.2 Deprecated Apache Tomcat Version

Severity: CVSS 0.0 - Info
Business impact: Low
Impact: Depends on the potential vulnerabilities found in the old software.
Hosts: crunch.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
There is a version 6.0.53 of Apache Tomcat running on the server. Apache stopped sup-
port for Apache Tomcat 6 on 31 December 2016 and therefore the software running was
not updated for more than 5 years.

Business Impact
Deprecated software can have unpatched vulnerabilities which could be abused by an
attacker. Although we found no exploitable vulnerability for this version of Tomcat, it is
important to keep software in the company updated.

Remediation
Either a current version of Apache Tomcat should be installed or the server should be
shut down if it is not needed anymore.

Steps to Reproduce

1. Go to crunch.warehouse.lebonboncroissant.com:9090/docs/changelog.html

and see the version number.
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8.3 Permitted Root SSH Access

Severity: CVSS 0.0 - Info
Business impact: Low
Impact: Possibility of root account credentials bruteforce via SSH.
Hosts: charley.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
The SSH login to the root account is enabled. This might provide the threat actor with
another attack vector that he might utilize by brute-forcing the root account password.
Another benefit of disabling root login and using sudo/su is that you can track which user
performed which action as they have to log in to their accounts first.

Business Impact
Disable root login in the OpenSSH SSH daemon configuration file.

References
Enhance security
ssh sshd config man sshd config

Steps to Reproduce
Open the /etc/ssh/sshd config file to see sshd configuration. Look for ‘PermitRootLogin’.
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8.4 Possible Exposure of Information Through Directory Listing

Severity: CVSS 0.0 - Info
Business impact: Low
Impact: Attacker can see potentially sensitive information.
Hosts: scrumdiddlyumptious.warehouse.lebonboncroissant.com
Role: Unauthenticated

Description
Exposing the contents of a directory can lead to an attacker gaining access to source
code or providing useful information for the attacker to devise exploits, such as creation
times of files or any information that may be encoded in file names. The directory listing
may also compromise private or confidential data.
The enabled directory listing was discovered on the following URLs:

• scrumdiddlyumptious.warehouse.lebonboncroissant.com/inventory

• scrumdiddlyumptious.warehouse.lebonboncroissant.com/static

Business Impact
Enabled directory listing can potentially cause a leak of sensitive information or details
about the application, which can be potentially combined with other vulnerabilities result-
ing in a bigger impact.

Remediation
The steps to disable the directory listing will differ depending on the type of server being
used (IIS, Apache, etc.). If directory listing is required, and permitted, then steps should
be taken to ensure that the risk of such a configuration is reduced.

References
Definitions 548
Directory indexing

Steps to Reproduce

1. Open https://scrumdiddlyumptious.warehouse.lebonboncroissant.com/stat

ic/.
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scrumdiddlyumptious.warehouse.lebonboncroissant.com/inventory
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https://cwe.mitre.org/data/definitions/548.html
https://www.whitehatsec.com/glossary/content/directory-indexing
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