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Udalostami riadené programovanie

® Procedural Programming
Proceduralne programovanie (tradi¢ny pristup)

» Program vykonava sekvenciu krokov.

» V kazdom case sa “rozhodne” podla dosiahnutého stavu,
ako bude pokracovat.

Event-Driven Programming
Udalostami riadené programovanie

« Program ¢aka na udalost v cykle (Event Loop).

» Po zaregistrovani udalosti program vykona nejakd tlohu,
avrati sa k ¢akaniu na dalSie udalosti.

« Pouzitie: GUI, ovladace, viac-vlaknové aplikacie, ...



EDP: Schéma

int handle_signal(event_t event, int sig);
int handle_input(event_t event, int fd);

int main(int argc, char *argv[])

{
event_handler(&handle_signal, EV_SIGNAL, SIGINT);

event_handler(&handle_input, EV_FD, STDIN_FILENO);
event_t event;
while (event _wait(&event))

event_process(&event);

return EXIT_SUCCESS;

Kniznice typicky Event Loop skryvajd vo funkcii.



EDP: Zakladné rozhrania

select(), poll()
Cakaju na udalost na deskriptoroch.

Ak vieme zistit udalost na deskriptore, m6zeme monitorovat
skoro kazdy zdroj, ktory ma deskriptor.

Inotify (i-node notify) Zmeny v sliborovom systéme
eventfd() Generické udalosti (IPC)
pidfd_open() Monitorovanie potomka
signalfd() Signaly

socket(), listen(), ... Sietové kanaly
timerfd_create() Casovale




EDP: Zmeny na deskriptoroch: select()

#include <sys/select.h>

int select(int nfds, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);

int pselect(.. nfds, .. readfds, .writefds, ..exceptfds, .. timeout,
const sigset t *sigmask);

A Preferujte pol1()
Volanie select() pri navrate zmeni vstupné mnoziny.
Preto je trochu nepohodiné

Pouzivajte, len ak cielite na starsi systém.



EDP: Zmeny na deskriptoroch: poll()

#include <poll.h>

int poll(struct pollfd *fds, nfds_t nfds, int timeout);
int ppoll(.. fds, .. nfds, .. timeout, const struct timespec *timeout
const sigset_t *sigmask);

struct pollfd ¢
int fd;
short events;
short revents;

};

#define POLLIN /* .. */

#define POLLOUT /* .. */
#define POLLHUP /* .. */
#define POLLERR /* .. x/



EDP: Zmeny na deskriptoroch: epoll()

#include <sys/epoll.h>

int epoll create(int size);
int epoll_createl(int flags);

int epoll_ctl(int epfd, int op, int fd, struct epoll_event *event)

#define EPOLL_CTL_ADD /* .. */
#define EPOLL_CTL_MOD /* .. */
#define EPOLL_CTL_DEL /* .. */

union epoll_data { .. };

struct epoll_event {
uint32_t events;
union epoll_data data;

};



EDP: Zmeny na deskriptoroch: epoll()

int epoll_wait(int epfd, struct epoll_event *events,
int maxevents, int timeout);
int epoll_pwait(.. epfd, .. events, .. maxevents, .. timeout,
const sigset_t *sigmask);
int epoll_pwait2(.. epfd, .. events, .maxevents,
const struct timespec *timeout,
const sigset_t *sigmask);

® Nie je POSIX

Toto rozhranie je Specifické pre Linux.
Je vSak vykonnejsSie pre vel'ky pocet deskriptorov nez poll().



EDP: Inotify

#include <sys/inotify.h>

int inotify_init(void);
int inotify initi1(int flags);

int inotify_add watch(int fd, const char *path, uint32_t mask);
int inotify_rm_watch(int fd, int wd);

#define IN_CLOSE_WRITE /* .. */
#define IN_CLOSE_NOWRITE /* .. */
#define IN_CREATE /* .. */
#define IN_DELETE /* .. */



EDP: Inotify

Udalost vratiread() z Inotify deskriptora.

struct inotify event {
int wd;
uint32_t mask;
uint32_t cookie;
uint32_t len;
char namel ]; /* Flexilble Awiay Membern */

};

/* Minimum buffexr slze to wead at fLeast one event. */
char buffer[sizeof(struct inotify event) + NAME_MAX + 1];
read(inotify fd, buffer, sizeof(buffer));

read() moze do pola preditat viac nez jednu udalost,
ak sa tam zmestia. Kernel Ziadnu udalost nerozdeli.



EPD: Generické udalosti

#include <sys/eventfd.h>

int eventfd(unsigned int initval, int flags);
#define EFD_CLOEXEC /* .. */

#define EFD_NONBLOCK /* .. */

#define EFD_SEMAPHORE /* .. */

/* GNU LLbc */

typedef uint64_t eventfd_t;

int eventfd_read(int fd, eventfd_t *value);
int eventfd write(int fd, eventfd_t value);
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EPD: Generické udalosti

Co st udalosti v eventfd()?

« Kernel udrzuje celociselné pocitadlo

write() pridava hodnotu k pocitadlu

« read() precita hodnotu pocitadla a restartuje ho;
pre EFD_SEMAPHORE dekrementuje pocitadlo a precita 1

o M&Ze sa kombinovat s poll()

« Mozu pouzivat asynchrénne rozhrania (napr. io_uring)

@ Jednoduchy signalny mechanizmus
Typicky sa pouziva ako ,light-weight signal pipe“



EDP: Dal$ie mechanizmy

Signaly

#include <sys/signalfd.h>

int signalfd(int fd, const sigset_t #*mask, int flags);
read() ¢itastruct signalfd_siginfo Struktiry

Procesy

#include <sys/syscall.h>
#include <unistd.h>

int syscall(SYS_pidfd_open, pid_t pid, unsigned int flags);
Nepodporuje read(), treba pouzit waitpid().
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EDP: Dal$ie mechanizmy

Casovace

#include <sys/timerfd.h>
int timerfd_create(int clockid, int flags);
int timerfd_settime(int fd, int flags,
const struct itimerspec *new_value,
struct itimerspec *old_value);
int timerfd_gettime(int fd, struct itimerspec *value);

struct itimerspec {
struct timespec it_interval;
struct timespec it _value;

};
« Analogické timer_create()

 read() vrati polet expiracii
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EDP: Dal$ie mechanizmy

Siet
@ Spoiler alert
Nabuddce...



Event-Loop Library (1ibev)

« Podpora viacerych platforiem

 Jednotné rozhranie
(aj pre inéjazyky, C++, Perl, ...)

« Transparentne vyberie najlepsi mechanizmus
select(),poll(),epoll(), AlO, KQueue,...

A libevent
Starsia kniznica, robi trochu viac veci.
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Asynchrdonne programovanie



Asynchrénne programovanie

Asynchronous Programming
Asynchrénne programovanie

» Program spracuva Ulohu.

« Spracovanie mdze nieco prerusit,
amozZe sa zacat spracovat ind Uloha.

« Rozpracovanych tloh moze byt naraz niekol'ko.

Na rozdiel od EDP program na udalost
nemusi explicitne ¢akat.



Asynchrénne programovanie

Program moze vypocet rozdelit na asynchrénne bloky
Vysledok potom reprezentuji dva koncepty:

Promise ~ vypocet
« Zapisujuci koniec vysledku
« Vysledok moze byt aj ,zlyhanie”
Future = klient
. Citajuci koniec vysledku

« M&ze poziadat o zruSenie asynchrénneho bloku

Vyznam Future, Promise a ich vlastnosti zavisia na zdroji,
niekde sa mozu pouzivat ako synonymum.



Asynchronne programovanie

Abstraktna schéma

async(&f, args...);

~
~
~
~

S f(args...)

~

4 x
F(uture) P(romise)

§

F->get();

F->get(); <— P->set(5);



Asynchronne programovanie

Casto priama podpora vo vy$§ich programovacich jazykoch
o C++std::async(),std: :future(),std: :promise()

« Python, C#,...async, await

C priamu podporu nema, pouziva nizkolroviiové mechanizmy.

@ Coroutines
V principe podobny koncept: koopeativny multitasking.



Asynchrénne programovanie: AlIO

POSIX Asynchronous I/0

#include <aiocb.h>
struct aiocb {
int aio_lio_opcode; /* LIO READ, LIO WRITE */
int aio_fildes;
off_t aio_offset;
size_t aio_nbytes;
volatile void *aio_buf;
struct sigevent aio_sigevent;

};

#include <aio.h>

int aio_read(struct aiocb *aiocbp);

int aio_write(struct aiocb *aiocbp);

int aio_error(const struct aiocb *aiocbp);

int aio_return(struct aiocb *aiocbp); 0



Asynchrénne programovanie: AlIO

POSIX Asynchronous I/0

int lio_listio(int mode, struct aiocb *const list[],
int nitems, struct sigevent *sevp);

#define LIO_WAIT /* .. */
#define LIO_NOWAIT /* .. */
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Asynchrénne programovanie: Linux 1O

Linux Asynchronous I/0

» man 3 io(libaio)

« Povodne operacie s diskom, dnes véeobecnejsie
Linux 170 User Ring

e man 7 io_uring

« Datové Struktlry zdielané s kernelom
Submission Queue, Completion Queue

« Slubuje ovela vacsivykon nez AlO

o Zlozité na nastavenie
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Asynchrénne programovanie: libuv

Unicorn Velociraptor Library (1ibuv)

« Asynchronous Event-Driven Library

» ZjednodusSene libev s Thread Pool
® Trivia

Libuv si autor vymyslel bez vyznamu,
Unicorn Velociraptor vymyslel dodatocne.
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Pokrocilé siborové operacie



File Control

#include <fcntl.h>

int fentl(int fd, int cmd, /* .. */);

#define F_GETFD /* ..
#define F_SETFD /* ..
#define F_GETFL /* ..
#define F_SETFL /* ..

*/ /* Fide Descnipton Flags */
*/

*/ /* Fide Descxniption Flags */
*/
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File Control

Prehlad moZnosti
« Duplikacia deskriptora
« Zistenie azmena priznakov
« Zamykanie Casti stboru
+ Generovanie udalostinad siborom
« Zmena kapacity rary
+ Pecate

« Optimalizéacie ¢itania stboru
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File Control: Zamky

Mandatory Locks
« VynUtené zamykanie
« Model v Microsoft Windows
+ MoZe vyrazne spomalit I/0
« Problematicka implementacia (sibeh)

+ Linux: Zamerne zloZité povolenie
mount -o mand ..
chmod g+s,g-x file

Porovnajte s open() — ETXTBSY.
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File Control: Zamky

Advisory Locks

+ Nevynutené, kooperativne zamykanie
+ Analogické ku synchronizacii vliaken

« Nema priamy vplyv na l/O
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File Control: POSIX Record Lock

POSIX Record Lock

int fentl(int fd, int cmd, struct flock *flockptr);
#define F_SETLK /* .. */
#define F_SETLKW /* .. */
#define F_GETLK /* .. x/

struct flock {
short 1_type; // F_RDLCK, F_WRLCK, R_UNLCK
short 1_whence; // SEEK SET, SEEK CUR, SEEK END
off_t 1_offset;
off_t 1_len;
pid_t 1_pid;
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File Control: POSIX Record Lock

POSIX Record Lock

o Zamky priradené paru [PID, i-node]

« Atomické konverzie medzi typmi zamku

Porovnajte s pthread_rwlock_t.

A Neintuitivne spravanie
« Kazdy deskriptor pre dany stibor je zamknuty
Nepouzitelné na vzajomné vylicenie vldken

« Zatvorenie hociktorého z deskriptorov odomkne zamok
getpwent() ...endpwent()
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File Control: Open File Descrption Lock

Open File Description Lock (OFD)

int fentl(int fd, int cmd, struct flock *flockptr);
#define F_OFD_SETLK /* .. */
#define F_OFD_SETLKW /* .. */
#define F_OFD_GETLK /* .. */

 Linuxové rozhranie
« Naviazané na zaznam v Open File Table
« Mozné pouzit s viaknami

« Nepodporujd atomickul konverziu zamkov
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Odbocka: Open File Description

Process A Open file table I-node table
File descriptor table (system-wide) (system-wide)
fd | file file | status |inode file | file
flags | ptr offset | flags pu type | locks
Jd o 0
fil 1
fd2 oo~ 93
fd 20 '\_\
Process B .\\
File descriptor table \",- f;x
fd | file 73
flags | ptr /
fa0 ;
fd1 86 5139
fd 2
fi3
31




Odbocka: Iné rozhrania

Lock File

#include <unistd.h>
int lockf(int fd, int cmd, off_t len);
/* F_LOCK, F_TLOCK, F_ULOCK, F_TEST */

« Zjednodusené rozhranie nad POSIX Record Lock

e F_LOCK = F_WRLCK

POSIX interakciu medzi lockf () a fcnt1() neSpecifikuje
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Odbocka: Iné rozhrania

BSD Lock

#include <sys/file.h>
int flock(int fd, int operation);
/* LOCK_SH, LOCK_EX, LOCK_UN */

+ OFD zamky
+ Neinteraguje so zamkami fcnt1()

« Nefunguje nad NFS (kernel emuluje fcnt1())
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Docasné suibory

@ Staré rozhranie

Nepouzivajte tieto funkcie, st nachylné na stibeh!

#include <stdlib.h>
char *mktemp(char *template);

char *tempnam(const char *dir, const char *pfx);
char *tmpnam(char *s);
char *tmpnam_r(char *s);

« Vratia unikatny nazov siboru

+ Medzivolanimmktemp() a open() je stibeh
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Docasné suibory

#include <stdlib.h>

int mkstemp(char *template);

int mkostemp(char *template, int flags);

int mkstemps(char *template, int suffixlen);

int mkostemps(char *template, int suffixlen, int flags);

char *mkdtemp(char *template);
FILE *tmpfile(void);

+ Atomicky vytvoria sibor a vratia deskriptor

« Sabléna tvaru .XXXXXX

35



Rozsirené atributy

Extended Attributes

« Arbitrarne hodnoty priradené k stiboru

« Speciélne bloky na disku
(sUborovy systém nemusi podporovat)

Pouzitie:
« Vlastné atriblty
« Access-Control Lists

+ Znacky bezpecnostnych modulov (napr. SELinux)
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Rozsirené atributy

Menné priestory

Kazdy atribUt ma nazov tvaru NAMESPACE . NAME,
kde NAMESPACE je menny priestor:

user pouzivatelké atribuity
trusted atribUty administratorskych procesov
system atribUty pre sluzby jadra

security atriblty pre bezpecnostné moduly

Programy: getfattr, setfattr

Neprivilegované procesy vidia len user atribdty.
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Rozsirené atributy

#include <sys/types.h>
#include <sys/xattr.h>

ssize t listxattr(const char *path, char *list, size t size);
int setxattr(const char *path, const char *name,
const void #*value, size t size, int flags);
ssize t getxattr(const char *path, const char *name,
void *value, size_t size);
int removexattr(const char *path, const char *name);

/* PRus Ra() and fa() */

listxattr(P, NULL, 0) vrati potrebnd velkost retazca
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Rozsirené atributy

Access Control Lists

+ Rozsirenie Standardnych POSIX prav
» system.posix_acl_access
e man 5 acl
File Capabilities
« Schopnosti naviazané na spustitelny sibor
e setcap

e security.capability
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Zariadenia: Interakcia s ovladacom

V&csina zariadeni existuje ako stibor v devfs (/dev)
Deskriptor je mozné ziskat pomocou open().

#include <sys/ioctl.h>

int ioctl(int fd, unsigned int command, /* .. */);

e man -k ioctl_
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Zaver




EDP, Async

« poll() vsselect()
« Register aneventfd
« io_submit: The epoll alternative ...
« Introduction to libuv
Zamky
 File Locking in Linux

« Mandatory Locking in Linux

41


https://daniel.haxx.se/docs/poll-vs-select.html
https://unixism.net/loti/tutorial/register_eventfd.html
https://blog.cloudflare.com/io_submit-the-epoll-alternative-youve-never-heard-about/
https://codeahoy.com/learn/libuv/ch1/
http://gavv.net/articles/file-locks/
https://www.kernel.org/doc/Documentation/filesystems/mandatory-locking.txt
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