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ASN.1

e Abstract Syntax Notation 1

e notation for describing abstract types and
values

e Defined in ITU-T X.680 ... X.695

e Used in many file formats, including crypto
Public keys, private keys
Certificate requests, certificates
Digital signatures, padding, encrypted files



ASN.1

e Allows format/storage/transmission of data
Compatible among many applications

Not dependent on HW platform
E.g. little/big endian

Not dependent on operating system

e Simple & Structured types
e Multiple encoding rules (methods)



1

ASN.1 - Types

Type Tag number Tag number

(decimal) (hexadecimal)
INTEGER 2 02
BIT STRING 3 03
OCTET STRING 4 04
NULL 3 05
OBJECT IDENTIFIER 6 06
SEQUENCE and SEQUENCE OF 16 10
SET and SET OF 17 11
PrintableString 19 13
IASString 22 16
UTCTime 23 17




ASN.1 — simple types

e [nteger
signed integer (there’s no unsigned integer)
e Bit string
The number of bits does not have to be a multiple of 8

e QOctet string
an arbitrary string of octets

e NULL
No data (used in parameters)

e PringtableString, IA5String, UTF8String, ...

Strings — the sets of characters are various

e UTCTime
Time



ASN.1 - OID type

e ODbject identifier (OID)
Sequence of integer components that identify an

object
Assigned in a hierarchical way

e Example
sha-1WithRSAENcryption = 1.2.840.113549.1.1.5
iIso(1) member-body(2) « 1284011354911 - PKCS-1
us(840) rsadsi(113549) . L840 1135 - RSADSI
pkcs(1l) pkes-1(1) 5 e 12840 - USA

o 1.2 -1I50 member body
o 1 -1I50 assigned OIDs
« Lop of OID tree




ASN.1 — structured types

e SEQUENCE
an ordered collection of one or more types

e SEQUENCE OF

an ordered collection of zero or more occurrences of a
given type

o SET
an unordered collection of one or more types

o SET OF

an unordered collection of zero or more occurrences of a
given type



ASN.1 Encoding Rules

e XML — oriented formats
XER (XML Encoding Rules)

e Byte-oriented formats
BER (Basic Encoding Rules)
CER (Canonical Encoding Rules) — subset of BER
DER (Distinguished Encoding Rules) — subset of BER
Used for crypto files
e Bit-oriented formats
PER (Packed Encoding Rules)

e \Verbose, human readable formats
GSER (Generic String Encoding Rules)



BER encoding

e TLV — Tag Length Value
All the data is encoded using a simple TLV format
Tag — what kind of data it is
Length — the length of the data
Value — the data itself

e Example
02 01 05 [hexadecimal values]
Tag — Integer
Length of data — 1 byte
Data: (positive integer) 5



Nested data

e SEQUENCE is similar to struct/record

e 300902010504 02 FF FF 05 00
e 30 09 — sequence of length 9 bytes
e 020105 - integer5
e 04 02 FF FF — octet string FF FF

e 0500 - NULL (no data)

| 7| L |TICITILT

L

ul\

g7~k (0,9) SEQUENCE

...... (2,1) INTEGER : 'G5

B (5,2) OCTET STRING : ‘%'

...... @ (9,07 NULL



BER tags

e Tag encoding

Constr (@)
(-]

o Class [css Bit 8 | Bit 7
universal 0 0
application 0 1
context-specific | 0
private | 1

e Tag number
e Bits 1-5
o If all bits are 1 then the tag continues in the following byte(s)



BER length

e length >=0 && length <= 127
The length is coded directly
E.g.’05’
e Otherwise the bit 8 Is set, bits 1-7 code the
number of bytes that specify the length
E.g. 255 -> ‘81" ‘FF’
E.g. 256 -=>°82" ‘01" ‘00’ or also '83" ‘00" ‘01" ‘00’
BER x DER
e ‘80" is “indefinite” length
Not allowed in DER



BER value

e The data itself

e Dependent on data type
Integer: signed — e.g. 128 -> 00 80’
Octet string: directly the data

Bit string: number of unused bits + padded bit
string to a multiple of 8 bits (padding is at the end)

UTCTime: string of one of the forms

YYMMDDhhmm?Z
YYMMDDhhmm+hh'mm'
YYMMDDhhmm-hh'mm'
YYMMDDhhmmssZ
YYMMDDhhmmss+hh'mm'
YYMMDDhhmmss -hh'mm'



First look at the binary DER file
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DER vs. PEM

e PEM
e Privacy Enhanced Mall

e PEM as such not used, but formats still used

e Textual formats

o Practical for transport channels where full 8bit data can
be damaged

e PEM Is base64 coded DER enveloped with

o Where SOMETHING is CERTIFICATE/PKCS7/KEY...



Sample PEM file

Kﬂ csca.pem (~Plocha' ¥Yyuka p...1'P¥181 drive' ASH.1 - |EI|£|

Soubor  Ulpravy  Méstroje  Svntaxe Buffery Okna  Mapovéda

SQEDE e | 4o R A3A THAl? A

MITES8 JCCAyagAwIBAgQIBEATEEEQKQhKiG9wBEANOWHKAPMABGCWCGSAFLAW]CAQUA
oRwwGgYJKoZ ThucHAQEIMABGCWCGSAF L Aw)CAQUAogHCASAWUZELHAKGATUEBRhHME
N1oxFzAVBgHUBAOTDKNG6ZWHo IFJ1cHUibG1 jMR BuGwyDUQQLEXRHaWSpc3RyeSBy
ZiBJbnRlcmlvc jEQHAAGATUEAXQH]THDQUODW]AeFwBwHjA3Hj QuHDAwHDBaF wly
MTEwHjQyHzUSHT1aMFcxCzAJBEgHUBAYTAKHaMRcwFQYDUQQKEWSDeml jaCBS 2 5B
YmxpYzEdHBsGATUECxHUTWluaXHBcnkgbh2YgSWS A2 X Jpb3 IxEDADBQHUBAMUE BHT
0BF FQ1owggGiHABGCSqGSIb3DOEBAQUAALTB jwAwggGKA0IBgQCvUZnqqCTF+LCA
aqULHoUsiguHhOcqWFKu+XGy4Hus3JeBLICgRZe2A3IUNFSHBArDHE jdnJrX1ugB
A@XwuRgG+880ifmHH32KFLYBA+RbPFMOJUi3vmxwHdELQw1xTdhgu/WHPRaxnlbf
[Im3IZ2XhuTurBsZmI6gqiySaibm0c63UsAZdgDe+t9AIN110Fwg3z04HEXMKECYSEFh
JoylB?UhufdkSpGEATWUTSBaRuPFWrS3WzhSmoWDiREhCiZnYhS 25189/ vKFRYj
JtpJiagquiRbnfnL+iSJ15cCUH?F+bIL B26BZY6tFBESHiloay/qewEKALNdxEcz.)
1205hkUukeVrpY1UhD/B2gbulUMrkznaz51273K379kk8GgcwZmY B q2wp1wE/ Q6
Rc/iD14Bcum/neziUrb+unbprbSuwid?Wt7e5z2ritsP/565a01H/kJ3C+UK1Suhd
ORTOUMLPUHWOVK1d7SWqRKZbwo B+ JtHUBCeyuBQurGRE527RF 3kCAVEARANhHF By
HOQYDVURBOBEYEFLSBmFXskHo/DW+f0n3n4MF11JYsHAMGA1UADWER fw)EAWIBBjAa
BgHUHSAEEZARHABGDSqBS7cYAQEBAYnIsmswEqQYDURBTAQH/BAgQuEqQER /wIBADEB
BgkqhkiG9wBBAJowHKAPHABGCYWCESAF1Aw]CAQUADRwwGGY JKoZ ThucHAQE I MABG
CUCGSAF1AwQCAQUADgHMCASADggGBAChyoZzplngg+HarcDKatzMbFnbG4Y1gh 2K FS
kUsSAK3y8qWli1oUIGTWBU199xsR/GUAC jJ1YLEBhiHjmEGEmShBHUMZ qqf BUnjFo
EQEIquJH?+dﬁBnPGH5cﬂSfuwzFla1Dafhu2?ED?qDderDZTFDGHEDHiSHmauHE
BSF7ithB+/7dxnZ23x0r JcoemkuwiqeCbZHE6F ToMo2eNCBCbE1IGALIRXDZZKC67LSE
Yi0b0Fwpn5UBaBucWSolUUGuUnee)?5Rb7nkocHmGEL pWlhwuFUe jFQRAhDSKazf
eFrRYPb7n2MsAg1wLHABOJPoEA7YENjXhSmaybtu+ksUFdJ46 2 FinkculyQoeDt2
KBDMG2Y0VUyaS0 j=UKHSTbR2PTWHS9cul Zuxf /6Hng?gpz I F+UzBJSxGyrwDWkKnh
tnFnFsk3q93/7tAqmIyf2sxCi95CFTF1R2Brs56uwqCezFTSDzHEANK S WiAx BDFC+
[6MTSBHMIWSD/G52ryHNPHL 7 9qLghXn+ (==

————— EHD CERTIFICATE--——-

22,64

CSCA CZE.pem



ASN.1 viewers

e Unber (part of asnlc)
e Openss| asnlparse
e ASN.1 Editor




CSCA CZE.crt
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CSCA_CZE.crt

& anxur.f.muni.cz - PUTTY

labak:™% unber Fusr/share/fdoc/dirmngr-1.8.3/examples/extra-certs/bnetza-16r-ocsp-2.crt
<C 0="8" T="[UNIVERSAL 16]" TL="'4" U="052" A=""SEQUENCE">
<C 0="4" T="[UHIVERSAL 16]" TL=""4" U="804" A=""SEQUENCE">
<C 0="8" T=""[8]" TL="2" U="3">
<P 0=""18" T="[UMIVERSAL 2]" TL="2" U="1"" A="INTEGER" F>2<{/P>
</C 0="13" T="[@8]" L="5">
<P 0="13" T="[UHIVERSAL 2]" TL="2" U="1" A=""INTEGER" F>53<{/P>
<C 0="16" T="[UHIVERSAL 16]" TL="2" U="18" A="SEQUEHCE">
<P 0=""18" T="[UHIVERSAL &]" TL="2" U="6" A="0BJECT IDENHTIFIER" F>1.3.36.3.3.1.2<{/P>
<P 0=""26"" T="[UHIVERSAL 5]" TL="2" U="@8" A=""HULL"></P>
</C 0="28" T="[UNIVERSAL 16]" A="SEQUENCE™ L="12">
<C 0=""28" T="[UHIVERSAL 16]" TL="2" U="63" A=""SEQUEHCE">
<C 0=""39" T="[UHIVERSAL 17]" TL="2" U="11" A=""SET'">
<C 0=""32" T="[UHIVERSAL 16]" TL="2" U="90" A=""SEQUEHCE">
<P 0=""34" T="[UHIVERSAL 6]* TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4.6</P>
<P 0="39" T="[UNIVERSAL 19]" TL="2" U="2" A="PrintableString" >DE{/P>
<fC 0="043" T="[UWIVERSAL 16]" A="SEQUEMCE™ L="11">
<fC 0=""43" T="[UMIVERSAL 17]" A=""SET" L="13">
<C 0=""43" T="[UHIVERSAL 17]" TL="2" U=""26" A=""SET''>
<C 0=""45" T="[UNHIUVERSAL 141" TL="2" U="24" A=""SEQUEHCE">
<P 0=""47" T="[UHIVERSAL &]** TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4_18{/P>
<P 0="52" T="[UWIVERSAL 127" TL="2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
<G 0="71" T="[UNIVERSAL 16]" A="SEQUENCE™ L=""26">
<G 0="71" T="[UNIVERSAL 17]" A=""SET" L=""28">
<C 0=""71" T="[UHIVERSAL 17]" TL="2" U="28" A="SET'>
<C 0=""73" T="[UHIVERSAL 16]" TL="2" U="18" A=""SEQUEHCE">
<P 0=""75%" T="[UHIVERSAL 6]** TL="2" U="3" A=""0BJECT IDENTIFIER™ F>2.5.4.3<{/P>
<P 0="88" T="[UNIVERSAL 12]" TL="2" U="11" A="UTF8String">18R-CA 1:PH{/P>
</C 0="93" T="[UNIVERSAL 16]" A="SEQUEMCE™ L=""28">
<fC 0="93" T="[UHIVERSAL 17]" A=""SET" L="22">
</C 0="93" T="[UNHIVERSAL 16]" A="SEQUEMCE™ L="65">
<C 0=""93" T="[UHIVERSAL 161" TL="2" U="38" A=""SEQUEHCE">
<P 0="95" T="[UHIVERSAL 231" TL="2" U="13" A="UTCTime"->B50B04BB27092<{/P>
<P 0="118" T="[UHIVERSAL 231" TL="2" U="13" A="UTCTime">B712318823492<{/P>
</C 0="1125" T="[UNIUERSAL 16]" A="SEQUEMHCE' L="'32"3>
<C 0="125" T="[UNMIUERSAL 14]" TL="2" U="65" A=""SEQUENCE">
<C 0=""127" T="[UNIVERSAL 171" TL="2" U="11" A=""SET">
<C 0="129" T="[UNIVERSAL 16]" TL="2" U="9" A="SEQUEHCE">
<P 0="131" T="[UNIVERSAL 6]" TL="2" U="3" A=""0OBJECT IDENTIFIER™ F>2.5.4.6<{/P>
<P 0="1136" T=""[UNIVERSAL 19]" TL="2" U="2" A="PrintableString">DE</P>
</C 0=""148" T="[UNIUVERSAL 16]" A="SEQUENCE" L=""11"">
<G 0=""148" T="[UNIVERSAL 17]" A=""SET™ L="13">
<C 0=""1406" T="[UHIVERSAL 17]" TL="2" U=""26" A=""SET">
<C 0=""142" T="[UMIUVERSAL 16]" TL="2" U="24" A=""SEQUENCE">
<P 0=""144" T="[UNIVERSAL 6]" TL="2" U="3" A=""DBJECT IDEMTIFIER™ F>2.5.4._18<{/P>
<P 0="1149" T=""[UNIVERSAL 12]" TL=""2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
</C 0="168" T="[UNIUVERSAL 16]" A="SEQUENCE" L=""2&">




Manual viewing/processing

¥, cze_csca_20060724.cer {~'Plocha'PKI) - G¥IM3 10| %]
Soubor  Upravy Mastroje Syntaxe Buffery Okna Napovéda

AERE | 9e |4 an DRR(SSAITEHC|? 2

00BOO00: 3882 04F2||3882 0326 a063||6261 6292 6161 E...6..&........ =
A0REA10: 3641 0609 2aB6 4886 f70d B101 0a3l 34ad BA..=_H._..._ .. Bh.

ApARA20: BF3P AdB6 8960 8648 B165 A364 08261 6588 .6... .H.e......

foAAp3A: a1i1c 3@1a A6O9 2aB6 4BBO6 f70d A161 6838 .. 8...= H...... f

A0PEA40: BdB6 0960 8648 G165 0304 6261 6580 a283 ... .H.e........

poBAnsA: 8281 2630 5731 0b30 0986 A355 BhB6 1382 .. B E...D.... |
BoAADGA: 4353 3117 3015 0683 5584 Ba13 Aehd 7a6s CZ1.4...0....Cze

A0PEA70: 6368 2852 6578 7562 6c69 6331 1d36 1bB6 ch Republici.@..

AOBOAS0A: 8355 B46b 1314 4d69 6Ged69 7374 7279 286F .U...._ Hinistry o

AABAA9A: 6628 496e 7465 7269 6FF2 3110 300e A603 F Interiori.d...

A0PABan: 5504 0314 6743 5343 415F 435a 361e 176d U....CSCA C2A...

foBeobA: 3836 3837 3234 3630 30830 3030 5317 0d3? B4872hBBABBEZ..2

BeAABcA: 3131 3832 3432 3335 3935 39%a 3857 316b  1182423595078W.

A0PEAdA: 3089 0603 5504 G613 0243 5a31 17360 1586 6...U....CZ1.6..

Oofoded: 0355 B40a 130e 437a 6563 6828 5265 7875 _U....Czech Repu

ARBAAFA: 626c 6963 311d 3@1b B6A3 5584 Ab13 144d blici.d@...0....H

AORBE100: 696e 6973 7472 7920 6F66 2049 6e74 6572 inistry of Inter

AEee1106: 696F 7231 1020 OeB6 0355 6483 1407 4353 iorl.E...0....CS

oope12a6: 4341 5f43 5a30 8201 a230 Ado6 A92a 8648 CA CZ78...4...=_H

A0AE130: 86F7 O6dA1 8161 6500 0382 B18F BA36 8281 ... .. ........ f..

foBA1hB: 8a@2 8201 8108 af51 99ea aB2h4 c5HF8 bBLS ....... n...%5....

ABBA150: 6aa5 4b32 852c 8abb cd84 e72a 59f2 aef? jJ.K2.,..... =_ ..

00AE160: 71b2 eBdb d2dc 97b4 2c88 abB45 97bd 0372 q....... s--E...r

peae176: 149d fehd dBda c337 78dd 98%a d7d6 eB3h ... H...7x...... | :j
|Poget filtrovanjch Fadki: 7 1,1 2acatek

e 30 82 04 {2
e SEQUENCE
e length 1266B
e 308203 26
e SEQUENCE
e length 806B
e ADO O3

o CONTEXT
SPECIFIC O

e Length 3B

e 020102
o INTEGER: 2

CSCA_CZE.crt
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ASN.1 Editor @ cscA czect |

== ASN.1 Editor - Opening File: CZE_CSCA_20090113.der _olx]

File View Toaols Help

TR ElETE A B E

grak (0, 1 SEQUENCE
2.8 (4,806) SEQUENCE

H-@ (8,3) CONTEXT SFECIFIC (0}
----- {13,1) INTEGER : '8’
-T2 (16,65) SEQUENCE

=T (83,87) SEQUENCE

=8 (85,11) SET

%9 (87,9) SEQUENCE

..... € (59,3 OBJECT IDENTIFIER : countryName : 'Z.5.4.6'
..... (94,2) PRINTABLE STRING : 'CZ'
-8 198,23) 3ET
=-T§ (100,21) SEQUENCE
..... € (102,3) OBJECT IDENTIFIER : organizationName : 'Z.5.4.10°

..... {107,14) PRINTABELE 3TRING : 'Czech Republic'
-8 (123,291 SET

=-%5 (125,27) SEQUENCE

..... € (127,3) OBJECT IDENTIFIER :
..... {132,20) PRINTAELE 3TRING :

=3 (154,16) 3ET

organizationallnitane @ '2.5.4.11!

'Ministry of Interior!

=-%5 (156,14) SEQUENCE
..... £ (158,3) OBJECT IDENTIFIER : commonName : 'Z.5.4.3
..... {163,7) TEl STRING : 'CHCA_CZ'

T (172,30) SEQUENCE

=T (204,57) SEQUENCE

N5 (293,418) SEQUENCE

@@ (715,97) CONTEXT SPECIFIC (3)
H-T5 (514,65) SEQUENCE

Il i581,385) BIT STRING UnusedBits:

< |

0 : '1B4BFRl65526F44B40EL405AE 7252740 TAEYEFEAFAZI33DDZ243FBAFAS 36DATDESFELTTIFAYCGSS4CD0234TEDDEG DL

i

|Fi|e Mame: C:ADocuments and SettingzhddminiztratortPlachabPRINCZE_CSCA_ 2009001 3.der

Size: 1270 [bytesz)
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ASN.1 Grammar

e To understand the structure (what is the
meaning of particular fields) we need ASN.1
grammar

TBSCertList =::= SEQUEHCE ¢
version Uersion OPTIOHAL,
-- if present, HUST be vZ
signature AlgorithmIdentifier,
. . issuer Hame ,
EEFtlFlcatELl?t ::= SEQUEHCE ¢ . thisUpdate Time,
tbsCertiist TBsCertiist, nextUpdate Time OPTIONAL,
signatureflgorithm  Algorithmldentifier, revokedCertificates SEQUENCE OF SEQUENCE ¢
signaturellalue BIT STRING } userCertificate CertificateSerialNumber,
reyocationDate Time,
crlEntryExtensions Extensions OPTIOHAL

-- if present, HUST be wvZ
¥ O0PTIOHAL,
crlExtensions [8] EXPLICIT Extensions OPTIONAL
-- if present, HUST be wv?




ASN.1 — RSA keys

RSAPublicKey ::= SEQUENCE {
modulus INTEGER, - n
publicExponent INTEGER - e
b

-- Representation of RSA private key

with information for the CRT algorithm.

RSAPrivateKey ::= SEQUEHCE {

version Uersion,

modulus INTEGER, - n

publicExponent INTEGER, - e

privateExponent INTEGER, - d

prime1 INTEGER, - p

prime2 INTEGER, - q

exponenti IHTEGER, - d mod (p-1)

eXponent? IHTEGER, - d mod (g-1)

coefficient IHTEGER, -- {inverse of q) mod p

otherPrimeInfos OtherPrimeInfos OPTIODHAL Source:
y :

PKCS#1

RSA key



