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Current Threats1



Current Threats

● User
○ Leaked Credentials
○ (Spear)Phishing
○ “Clicker”
○ USB
○ Insider

● Vulnerability
○ VPN
○ Firewall
○ Exchange

○ RCE
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Attack Vectors



Current Threats

● Money
○ Ransomware (Colonial Pipeline [1], HSE [2],...)
○ *mining (Monero, Bitcoin)

● Strategic Advantage
○ *wiper (NotPetya [3], Russian invasion to Ukraine [4])
○ APT (ICS/SCADA) [5]

● Espionage
○ COVID-19 [6]
○ MFA HU [7]
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Main Focus



Current Threats

● Gangs
○ DarkSide aka BlackMatter
○ REvil aka Sodinokibi
○ CryptoWall
○ LockBit

● State Sponsored
○ Conti aka Ryuk (FSB, APT29)
○ Sandworm (GRU)

● Other
○ NB65
○ Sweed
○ “Miners”

■ Kinsing
■ Wacatac
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Threat Actors
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Leaked Credentials
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Name (email), password, hash,...



Phishing
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CV



Fake Update
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SocGholish



Insider
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Ransomware
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Dark Side
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Ransomware
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Kaseya Supply Chain Attack



Ransomware
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Conti



Are we able to defend?2



       Initial Access       Persistence        Discovery    Lateral Movement         Objective

~ 1 hour

The Challenge
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Sooner, better
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Why?



Until the attacker escalate or get higher privileges it is easier to find him.

Phishing
Most used attack vector that we see. Through Corporate and private e-mail.

Malicious Document
If the attacker is not sending a phishing, he is very likely sending “enhanced” document

Fake Update
Users are aware that updates keep them safe and secure, so they click… but they landed on waterhole (mostly by mistake).

Sooner, better

19

Examples



What if

Living off (The Land Binaries, Scripts, Libraries, Trusted Sites)

Usage of legitimate application, libraries, websites makes defense harder than before [8, 9]

Malware just in Memory

Second Stage won't touch the disc. It will be present just in memory.

Side Note

Kasseya Supply Chain Attack used certutil to decode first stage, second stage was downloaded and executed without 
touching the disc. It happened in July 2021.
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(Incident) Response3



It's all about the context

Behavior

What is the context? We are looking for unusual usage, misuse of legitimate application. How is attacker using their 
tools [10].
Try to learn lesson from previous incidents (not only yours, but others like Colonial Pipeline) and incorporate it into 
your tools, detections, etc.

Machine Learning/AI

Useful for categorization (malware, network traffic) but without context (added by analyst) is useless.

EDR

Find out what happened, without context you won't be able to find a root cause. Interact with affected machine, look 
for Indicators of Compromise. Isolate the host, kill processes, delete malicious files and find out the root cause as 
soon as the alert pop up.
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Signature based Detection is not everything



State of the Art

EDR

EDR is key element of our operations, without that we will be blind on the endpoints (including servers).

Proxy

HTTPs is everywhere, for security purposes you should be able investigate what was inside of the traffic.

SIEM

All (useful) logs in one place with possibilities of correlation is necessary and crucial for detection and response.

SOAR
Automate as much as you can. Playbooks for password reset (successful phishing), isolation (in specific cases of 
malware infection).
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Conclusion4



Conclusion

Attackers are more stealthy
They are using LOLBINs, Trusted sites and other ways how to evade detection.

Just default logs are not enough
Without context from the endpoint - who executed, what was happening around it is very hard to find the rootcause

Cloud is challenging
Publicly exposed hosts, data storages,...

Ransomware as a Service
From mining on hacked server to double/triple extortion - to get money easier

Espionage
It was here (ie. Defense, Pharmacy, MFA) and it will be here
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