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EM against mobile phones
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https://www.sciencedirect.com/science/article/pii/S2214

212623000650

https://www.sciencedirect.com/science/article/pii/S2214212623000650
https://www.sciencedirect.com/science/article/pii/S2214212623000650


EM against mobile phones cont’d
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EM against mobile phones cont’d cont’d
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Cache attacks with low resolution counters
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https://www.usenix.org/system/files/sec23fall-prepub-

501-katzman.pdf

https://www.usenix.org/system/files/sec23fall-prepub-501-katzman.pdf
https://www.usenix.org/system/files/sec23fall-prepub-501-katzman.pdf


SCA using performance counters (example)
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https://www.sciencedirect.com/science/article/pii/S0026

269220305346

https://www.sciencedirect.com/science/article/pii/S0026269220305346
https://www.sciencedirect.com/science/article/pii/S0026269220305346


Homework

• Have you installed?

– Install ChipWhisperer: 

https://chipwhisperer.readthedocs.io/en/latest/linux-

install.html

– Read the website in general. I am using CW in a linux 

VM under Windows but do as you prefer ☺
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https://chipwhisperer.readthedocs.io/en/latest/linux-install.html
https://chipwhisperer.readthedocs.io/en/latest/linux-install.html


Reading

• For interested people

• Side-Channel Analysis – blue book:

– http://dpabook.iaik.tugraz.at/

– The books is available at the uni. 

– Look online

• The Hardware Hacking Handbook: 

– https://nostarch.com/hardwarehacking

– I have an epub version. 

8

http://dpabook.iaik.tugraz.at/
https://nostarch.com/hardwarehacking
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| PA193 - Programming in the presence of side-channels / 

faults

Questions
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