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Agenda

e Software security vulnerabilities
* Life cycle of a vulnerability

* Vulnerabilities in large scale
software systems

 Examples

Generated by Adobe Firefly
Prompt: agenda for software vulnerability presentation



So how many software
vulnerabilities are discovered per
year?
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https://bit.ly/3SmnQrz
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CWE-79 Improper Neutralization of Input During Web Page Generation (Cross-site Scripting)
CWE-787 Out-of-bounds Write

CWE-89 Improper Neutralization of Special Elements used in an SQL Command (SQL Injection)
CWE-125 Out-of-bounds Read

CWE-416 Use After Free

CWE-352 Cross-Site Request Forgery (CSRF)

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (Path Traversal)

CWE-20 Improper Input Validation

CWE-434 Unrestricted Upload of File with Dangerous Type

CWE-77 Improper Neutralization of Special Elements used in a Command (Command Injection)
CWE-287 Improper Authentication

CWE-862 Missing Authorization

CWE-476 NULL Pointer Dereference

CWE-78 Improper Neutralization of Special Elements used in an OS Command (OS5 Command Injection)
CWE-400 Uncontrolled Resource Consumption

CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer

CWE-276 Incorrect Default Permissions

CWE-190 Integer Overflow or Wraparound

CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization (Race Condition)
CWE-918 Server-Side Request Forgery (SSRF)

CWE-94 Improper Control of Generation of Code (Code Injection)

CWE-798 Use of Hard-coded Credentials

CWE-502 Deserialization of Untrusted Data

CWE-306 Missing Authentication for Critical Function

CWE-611 Improper Restriction of XML External Entity Reference

Graphic: Nick Sexton for The Stack. Source: nvd.nvist.gov

https://bit.ly/3SmnQrz
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What are software security
vulnerabilities?

Software bugs affecting:
— Confidentiality

- Integrity

https://bit.ly/3SpTnZF

| — Availability
Terminology

- CVE — Common Vulnerabilities and Exposures
- CVSS — Common Vulnerability Scoring System
- CWE - Common Weakness Enumeration



Life of a security vulnerability
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Reality of large scale software system

v4, v5, v6, ..
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10-1000s 100-10000s

Security Bug Generated by Adobe Firefly

1000-1000000s
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Traceability

2 SPDX

The Software Package Data Exchange

Open Vulnerability and Assessment Language

OML

Generated by Adobe Firefly
Prompt: software list of packages



Dangers of EOLS
—

No-one knows what
bugs are in EOL
software ...

... except for
malicious attackers

Generated by Adobe Firefly
Prompt: unknown; dangerous; end
of life; software; obsolete; old
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Importance of Environmental setup
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Remediation SLA — Service Level
Agreement

Example

Low 300 days
Medium 30 days

High 5 days




Remediation — some of the options




CVE-2023-1355

NULL Pointer Dereference in vim/vim




CVE-2023-4911

Buffer overflow in Id.so leading to privilege escalation

o
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CVE-2021-44228
Log4Shell

Apache Log4j2 JNDI features do not protect against attacker
controlled LDAP and other JNDI related endpoints

Tl
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Links

Elttps://vme.first.org/cvss/calcuIator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:F/AR:H/I\/IAV: N/MAC:

https://www.cve.org/CVERecord?id=CVE-2023-1355
https://nvd.nist.gov/vuln/detail/CVE-2023-1355

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2023-1355&vector=AV:L/AC:L/PR:N/UI:N/S:U/C:
H/I:H/A:H&version=3.0&source=huntr.dev

https://access.redhat.com/security/cve/cve-2023-1355
https://security-tracker.debian.org/tracker/CVE-2023-1355
https://www.cve.org/CVERecord?id=CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://access.redhat.com/security/cve/cve-2023-4911
https://security-tracker.debian.org/tracker/CVE-2023-4911
https://www.cve.org/CVERecord?id=CVE-2021-44228
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://access.redhat.com/security/cve/cve-2021-44228
https://security-tracker.debian.org/tracker/CVE-2021-44228
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https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:F/AR:H/MAV:N/MAC:H
https://www.cve.org/CVERecord?id=CVE-2023-1355
https://nvd.nist.gov/vuln/detail/CVE-2023-1355
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2023-1355&vector=AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H&version=3.0&source=huntr.dev
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2023-1355&vector=AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H&version=3.0&source=huntr.dev
https://access.redhat.com/security/cve/cve-2023-1355
https://security-tracker.debian.org/tracker/CVE-2023-1355
https://www.cve.org/CVERecord?id=CVE-2023-4911
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://access.redhat.com/security/cve/cve-2023-4911
https://security-tracker.debian.org/tracker/CVE-2023-4911
https://www.cve.org/CVERecord?id=CVE-2021-44228
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://access.redhat.com/security/cve/cve-2021-44228
https://security-tracker.debian.org/tracker/CVE-2021-44228
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