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Standardy (normy) a legislativa

* Cil prednasky o standardech a standardizaci - umét odpovedeét na
otazky:
e Co to jsou standardy, normy, doporuceni?
 Jak vznikaji standardy a doporuceni?
* Kdo je kdo ve svété standardu a doporuceni ?
* Které standardy informacni bezpecnosti jsou reprezentativni ?

 Standardizacni organizace a principy jejich ¢innosti a pusobeni
* Upozornéni na hlavni de iure standardy InfoSec



Standard, norma, doporuceni =
dokumentovana umluva 1/3

e Umluva
* O technické specifikaci nebo
* Ojiném podobném presné stanoveném kritériu

e Cil umluvy
* Pravidlo/smérnice definujici charakteristické vlastnosti material(, vyrobkd, procesd,
sluzeb, ...
e Standardy lze pouzit jako méritko pro porovnavani nebo dokonce hodnoceni
 Umoznuje, aby materialy, vyrobky, procesy, sluzby, ... byly takové, jaké se zamysli, ze
maji byt
* Format platebni karty,
* Protokol komunikace,
* Politika poskytovani sluzby,



Standard, norma, doporuceni =
dokumentovana umluva 2/3

e Standard nebo norma?

eV Ceskvu (mimo oblast IT) se tradicne pouziva pojem ,norma“ v oblasti IT
celosvetove prevlada ,standard”

* Doporuceni (recommendation) - termin pouzivany neékterymi organizacemi
vydavajici standardy misto terminu ,standard” (ITU - telekomunikace, ...)

* De facto standard - standard vyvinuty na bazi konsensu jisté komunity,
e Standard vypracovany v ramci jisté komunity, ktera si pred jeho vydanim odsouhlasi,
ze standard odpovida ji stanovenym cilim
* De iure standard- standard ,,podle prava“,

* Umluva schvalena uznavanou instituci poverenou timto poslanim, legislativou,
rozhodnutim statnich autorit, ...



Standard, norma, doporuceni =
dokumentovana umluva 3/3

e Zdvaznost standard
e Zadny standard sdm o sob& nema charakter pravniho pfedpisu
e Pravni predpis muze stanovit povinné vyhovéni standardu

e V tom pripadé se obvykle dava prednost de iure standardiim
* Mezinarodni charakter standardu

* \lyrobci standardizovanych produktl/procest v globalnim prostredi musi
zvolit standard, kterému proces/produkt vyhovuje

* Tudiz je nutné zabranit pfiliSné diverzifikaci prosazovani ,spravnych” technik,

* Mnoho standardi pokroku v technologiich smrt



Vyhovéni standardu vs. certifikace

* Compliance (vyhoveéni) vs. Certification (certifikace)

* Produkt, sluzba, proces, ... muze byt prohlasena za vyhovujici standardu
* Prohlaseni, ze produkt, sluzba, proces, splnuje podminky definované standardem
e Pozadavek vyhovéni mize byt predepsany zdkonem, smlouvou, ...

* Produkt, sluzba, proces, ... muze byt certifikovany, tj. existuje certifikat
potvrzujici, ze je vyhovujici standardu
 Certifikace - neutralni divéryhodna treti strana provéri validitu prohlaseni o vyhovéni
standard a vyda o tom relevantni certifikat
e Standardy definujici napfr. algoritmus, jsou snadno certifikovatelné

» Standardy navodu jak budovat systém/sluzbu jsou spiSe radou a certifikace se
obvykle nepozaduje



Standardizacni organizace

e Mezinarodni

* Evropskeé

 Narodni




Priklady oblasti de facto standardu

* OWASP, The Open Web Application Security Project
* A worldwide free and open community focused on improving the security of application software
* http://www.owasp.org/
e Standard vyvoje bezpecné webovské aplikace
* Standard testovani bezpecné webovské aplikace
» Standard hodnoceni a kritéria zaruk za bezpecnost bezpecné webovské aplikace

* RFC (Request for Comment )
* Ndazev internetovych standard(l, dano historickou souvislosti

* V pozadi plUsobi - Internet Society, ISOC, http://www.isoc.org/
* 150 institucionalnich, 6000 individudlnich ¢lenl z cca 100 zemi
* Internet reprezentuje - Internet Activities Board, IAB
* Rada pro internetovské Cinnosti, manazersky spravuje a fidi provoz Internetu

* Hlavni odpovédnost za vzvoj a posuzovani RFC IAB delegovala na technickou poradni komisi - IETF,
Internet Engineering Task Force

* Konecné rozhodnuti o vydani (prijeti) RFC déla IAB



Firemni, proprietarni standardy

» Kategorie de facto standardu
* Obvykle standardy patentovanych technik

* \\yznamny nastroj pro ,,udrzeni trhu“ silnou spolecnosti
e Pokud silny vyrobce nahradi nezavislé standardy svymi proprietarnimi
standardy, vaze zakazniky na svoji proprietarni funkcionalitu
* Mnohdy hraji velmi silnou roli
* Napr. PKCS (Public-Key Cryptography Standards) publikovany RSA Labs



Hlavni standardy vydané ISO/IEC

* SO (International Organization for Standardization)
* Obvykle pétileta perioda hodnoceni mezinarodniho standardu

» Kdyz se odhali vada standardu (napf. byla podcenéna rychlost rozvoje
technologie), jsou prijimana opatreni, aby standardy byly revidovany i dfive
nez v petiletém hodnoticim cyklu

* V soucasnosti predevsim rodina standardti ISO/IEC 27000
* Vice viz http://www.is027001security.com/html/is027000.html|
* Doporuceni jak fidit informacni bezpecnost, resit zvladani rizik a jak

implementovat opatreni v kontextu celého systému systému rizeni informacni
bezpecnosti

* V soucasnosti celosvétové uznavany zakladni standard zajistovani
informacni bezpecnosti



Osnova

e Rodina standardud ISO/IEC 27000



Rodina standardu ISO/IEC 27000, ISO/IEC
27001:2022

* Information Security Management System - Requirements

* Definuje pozadavky na funkcionalitu a vlastnosti systému spravy (fizeni)
informacni bezpecnosti

* Pozadavky na mozna bezpecnostni opatfeni vymezuje standard ISO/IEC
27002

* ISO/IEC 27001 je plvodné britsky standard BS 7779-2

 Standard je detailnim popisem pozadavkdu, které musi ISMS splnit
(v originale se pouziva must a shall), pokud ISMS chce standardu vyhoveét

* Je nezavisly na technologii, uréeny pro organizace vSech typu, velikosti a
podstat, pusobicich v jakémkoli sektoru (komerce, statni sprava,
neziskovky), kdekoli ve sveté



Rodina standardu ISO/IEC 27000, ISO/IEC
27001:2022

* V dodatku standard 27001 uvadi seznam cilu opatreni definovanych v
ISO/IEC 27002

* ISO/IEC 27002 obsahuje ndvody, jak je implementovat

* Povinnym pozadavkem 27001 je porovnat opatreni zvolena pri zvladani
rizik proti dodatku 27001, aby byla jistota, ze se na nic nezapomnélo

e 27001 narizuje pouzit 27002 jak zdroj navodu pro volbu a implementaci
opatreni, nezakazuje pouziti i dalSich zdroju

* Seznam cilu a opatreni v dodatku 27001 neni chapan jako uplny,
vycerpavajici, podle potreby lze doplnovat dalsi cile a opatreni

* |ISMS organizace lze certifikovat na vyhovéni ISO/IEC 27001



Rodina standardu ISO/IEC 27000, ISO/IEC
27002:2022

* Code of practice for information security management

* Doporuceni jak navrhovat, implementovat, udrzovat a vylepsovat opatreni
r())sazuuu informacni bezpecnost, pouziva slova may, should (muze, mél
y

* POvodné britsky standard BS 7779, poté standard ISO/IEC 17779, nyni
standard ISO/IEC 27002:2013

* Jde o mezinarodne uznavané nejlepsi praktiky rizeni informacni
bezpecnosti

* Je navodem, jak implementovat certifikovatelny ISMS, externi auditor se
muze na 27002 odkazovat

 Standard ISO/IEC 27002 je kodexem, radami pro budovani bezpecného
systému, obvyklé je deklarovat vyhovéni standardu, certifikace vyhovéni

ISO/IEC 27002 se nedéla



Rodina standardu ISO/IEC 27000 v 05.2019

By Gary Hinson, standardy, ktere Uzce souvisi s obsahem predmétu PV017, jsou v tabulce v C¢erveném ramci

ISO/IEC 27000

ISO/IEC 27001

ISO/IEC 27002

ISO/IEC 27003

ISO/IEC 27004

ISO/IEC 27005

2018

Information security
management systems —
Overview and vocabulary

Information security
management systems —
Requirements

Code of practice for
information security controls

Information security
management system
implementation guidance

Information security
management — Measurement

Information security risk
management

Overview/introduction to the 1SO27k
standards
as a whole plus a glossary of terms; FREE!

Formally specifies an ISMS against which
thousands of organizations have been certified
compliant

A reasonably comprehensive suite of
information security control objectives and
generally-accepted good practice security
controls

Sound advice on implementing I1SO27k,
expanding section-by-section on
the main body of ISO/IEC 27001

Much improved second version,
with useful advice on security metrics

Discusses information risk management
principles in general terms without specifying
or mandating particular methods. Major
revision in progress
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http://www.iso27001security.com/html/27000.html
http://www.iso27001security.com/html/27001.html
http://www.iso27001security.com/html/27002.html
http://www.iso27001security.com/html/27003.html
http://www.iso27001security.com/html/27004.html
http://www.iso27001security.com/html/27005.html

Requirements for bodies
providing audit and certification
of information security
management systems
Guidelines for information

Formal guidance for the certification bodies,
with several grammatical errors — needs
revision

ISO/IEC 27006 2015

Auditing the management system

ISO/IEC 27007 2017 security manag'e'ment systems elements of the ISMS
auditing
Guidelines for auditors on Auditing the information security
LIl Wl et 2011 information security controls elements of the ISMS

Sector-specific application of standards (i.e. ISO/IEC JTC1/SC27 — an
ISO/IEC 27001 - requirements internal committee standing document
really)

Sharing information on information security
between industry sectors and/or nations,
particularly those affecting “critical
infrastructure”

ISO/IEC 27009 2016

Information security management
ISO/IEC 27010 2015 for inter-sector and inter-
organisational communications

Information security management
guidelines for telecommunications
organizations based on ISO/IEC
27002

Information security controls
for the telecoms industry;
also called “ITU-T Recommendation x.1051”

ISO/IEC 27011 2016

Guidance on the integrated
ISO/IEC 27013 2015 implementation of ISO/IEC 27001
and ISO/IEC 20000-1

Combining 1ISO27k/ISMS with
IT Service Management/ITIL

Governance of information Governance in the context of information
ISO/IEC 27014 2013 securit security; will also be called “ITU-T
y Recommendation X.1054”

Information security management Economic theory applied to information

ISO/IEC TR 27016 2014 .. . -
- Organizational economics security
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http://www.iso27001security.com/html/27006.html
http://www.iso27001security.com/html/27007.html
http://www.iso27001security.com/html/27008.html
http://www.iso27001security.com/html/27009.html
http://www.iso27001security.com/html/27010.html
http://www.iso27001security.com/html/27011.html
http://www.iso27001security.com/html/27013.html
http://www.iso27001security.com/html/27014.html
http://www.iso27001security.com/html/27016.html

. ISO/IEC 27017

ISO/IEC 27018

ISO/IEC TR 27019

ISO/IEC 27021

ISO/IEC 27023

ISO/IEC 27030

ISO/IEC 27031

ISO/IEC 27032

ISO/IEC 27033

2015

2014

2017

2017

2015

DRAFT

2011

2012

-12015

Code of practice for information
security controls for cloud computing
services based on ISO/IEC 27002

Information security controls for cloud
computing

Code of practice for controls to
protect personally identifiable
information processed in public cloud
computing services
Information security management
guidelines based on ISO/IEC 27002
for process control systems specific to
the energy industry
Competence requirements for
information security management
professionals

Privacy controls for cloud computing

Information security for ICS/SCADA/embedded
systems (not just used in the energy industry!),
excluding the nuclear industry

Guidance on the skills and knowledge
necessary to work in this field

Mapping the revised editions of Belated advice for those updating their ISMSs
ISO/IEC 27001 and ISO/IEC 27002 from the 2005 to 2013 versions
Guidelines for security and privacy in A standard about the information risk,
Internet of Things (loT) security and privacy aspects of loT
Guidelines for information and Continuity (i.e. resilience, incident management
communications technology and disaster recovery) for ICT, supporting general
readiness for business continuity business continuity

Ignore the vague title: this standard
actually concerns Internet security
Network security overview and Various aspects of network security,

concepts updating and replacing ISO/IEC 18028

Guidelines for cybersecurity
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http://www.iso27001security.com/html/27017.html
http://www.iso27001security.com/html/27018.html
http://www.iso27001security.com/html/27019.html
http://www.iso27001security.com/html/27021.html
http://www.iso27001security.com/html/27023.html
http://www.iso27001security.com/html/27030.html
http://www.iso27001security.com/html/27031.html
http://www.iso27001security.com/html/27032.html
http://www.iso27001security.com/html/27033.html

ISO/IEC 27033

ISO/IEC 27034

-22012

-3 2010

-4 2014

-52013

-6 2016

-12011

-2 2015

-3 2018

-4 DRAFT

-5 2017

-5-12018

-6 2016

-7 2018

Guidelines for the design and
implementation of network security

Reference networking scenarios - threats,

design techniques and control issues . .
Various aspects of network security,

Securing communications between updating and replacing ISO/IEC 18028
networks using security gateways

Securing communications across networks
using Virtual Private Networks (VPNs)

Securing wireless IP network access

Application security — Overview and
concepts

Organization normative framework

Application security management process Multi-part application security
standard

Application security validation

Protocols and application security control
data structure Promotes the concept of a reusable
library of information security control
Protocols and application security control functions, formally specified, designed
data structure, XML schemas and tested

Case studies

Application security assurance prediction
framework

19


http://www.iso27001security.com/html/27033.html
http://www.iso27001security.com/html/27034.html

nformation security incid
management — Principles of
incident management

Replaced ISO TR 18044

Actually concerns incidents affecting

ISO/IEC 27035 22016 - GUIde|I.nE§ to plan and prepare IT systems and networks, specifically
for incident response
-3 DRAET — Guidelines for incident response Part 3 drafting restarted — due out in 2019 or

operations?? 2020

nformation security for supplier

-12014 relationships — Overview and
concepts (FREE!)
-22014 — Common requirements Information security aspects of
ISO/IEC 27036 oy e . . .
.32013 — Guidelines for ICT supply chain ICT outsourcing and services
security
42016 — Guidelines for security of cloud

services
Guidelines for identification,
ISO/IEC 27037 2012 collection, acquisition, and One of several IT forensics standards
preservation of digital evidence
pecification for digital redaction
Selection, deployment and

documents

ISO/IEC 27039 2015 operations of intrusion detection IDS/IPS
and prevention systems (IDPS)
ISO/IEC 27040 2015 Storage security IT security for stored data
Guidelines on assuring suitability . . s
1SO/IEC 27041 2015 i e ey @l ia Assurance of the integrity of forensic evidence

. . is absolutely vital
investigative methods y
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http://www.iso27001security.com/html/27035.html
http://www.iso27001security.com/html/27036.html
http://www.iso27001security.com/html/27037.html
http://www.iso27001security.com/html/27038.html
http://www.iso27001security.com/html/27039.html
http://www.iso27001security.com/html/27040.html
http://www.iso27001security.com/html/27041.html

- ISO/IEC 27042

ISO/IEC 27043

ISO/IEC 27050

ISO/IEC 27070
ISO/IEC 27099

ISO/IEC 27100

ISO/IEC 27101

ISO/IEC 27102

ISO/IEC TR 27103

2015

2015

-12016

-22018

-3 2017

-4 DRAFT

DRAFT

DRAFT

DRAFT

DRAFT

DRAFT

2018

Guidelines for the analysis and
interpretation of digital evidence
Incident investigation principles and
processes
Electronic discovery — overview and
concepts

Guidance for governance and
management of electronic discovery

Code of practice for electronic
discovery

ICT readiness for electronic discovery

Security requirements for
establishing virtualized roots of trust

Public key infrastructure - practices
and policy framework

Cybersecurity — overview and
concepts

Cybersecurity framework
development guidelines
Information security management
guidelines for cyber insurance

Cybersecurity and ISO and IEC
standards

IT forensics analytical methods
The basic principles of eForensics
More eForensics advice

Advice on treating the risks relating to
eForensics

A how-to-do-it guide to eDiscovery

Guidance on eDiscovery technology
(tools, systems and processes)

Concerns trusted cloud computing

Infosec management requirements for
Certification Authorities

Perhaps this standard will clarify, once and for

all, what ‘cybersecurity’ actually is. Perhaps not.

Given the above, we can barely guess what this

might turn out to be
Advice on obtaining insurance to reduce
the costs of cyber incidents
Explains how ISO27k and other ISO and IEC
standards relate to ‘cybersecurity’ (without
actually defining the term!)
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http://www.iso27001security.com/html/27042.html
http://www.iso27001security.com/html/27043.html
http://www.iso27001security.com/html/27050.html
http://www.iso27001security.com/html/27070.html
http://www.iso27001security.com/html/27099.html
http://www.iso27001security.com/html/27100.html
http://www.iso27001security.com/html/27101.html
http://www.iso27001security.com/html/27102.html
http://www.iso27001security.com/html/27103.html

- ISO/IEC 27550

ISO/IEC 27551

ISO/IEC 27552

ISO/IEC 27553

ISO/IEC 27554

ISO/IEC 27555

I1SO 27799

DRAFT

DRAFT

DRAFT

DRAFT

DRAFT

DRAFT

2016

Privacy engineering

Requirements for attribute-based
unlinkable entity authentication
Extension to ISO/IEC 27001 and to
ISO/IEC 27002 for privacy
management — Requirements and
guidelines
Security requirements for
authentication using biometrics on
mobile devices
Application of ISO 31000 for
assessment of identity
management-related risk
Establishing a Pll deletion concept
in organizations
Health informatics — Information
security management in health
using ISO/IEC 27002

How to address privacy throughout
the lifecycle of IT systems
Seems more like an authentication standard
than ISO27k ... scope creep?

Explains extensions to an 1SO27k ISMS
for privacy management

High-level requirements attempting to
standardize the use of biometrics on mobile
devices

About applying the ISO 31000 risk
management process to identity management

A conceptual framework, of all things, for
deleting personal information

Infosec management advice
for the health industry
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http://www.iso27001security.com/html/27550.html
http://www.iso27001security.com/html/27551.html
http://www.iso27001security.com/html/27552.html
http://www.iso27001security.com/html/27553.html
http://www.iso27001security.com/html/27554.html
http://www.iso27001security.com/html/27555.html
http://www.iso27001security.com/html/27799.html
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NIST Special Publications (SP)

* http://csrc.nist.gov/publications/PubsSPs.html

e SP 800, Computer Security (December 1990-present):

* NIST's primary mode of publishing computer/cyber/information security
guidelines, recommendations and reference materials

e SP 1800, NIST Cybersecurity Practice Guides (2015-present):

 Complement the SP 800s; targets specific cybersecurity challenges in the
public and private sectors; practical, user-friendly guides to facilitate adoption
of standards-based approaches to cybersecurity

e SP 500, Computer Systems Technology (January 1977-present):

* A general IT subseries used more broadly by NIST's Information Technology
Laboratory (ITL)



Standard NIST, rodina SP 800, priklady (SP
Special Publication)

e SP 800-12: An Introduction to Information Security

e SP 800-30: Guide for Conducting Risk Assessments

e SP 800-45: Guidelines on Electronic Mail Security

e SP 800-50: Building a Cybersecurity and Privacy Learning Program

e SP 800-63: Digital Identity Guidelines

e SP 800-94: Guide to Intrusion Detection and Prevention Systems (IDPS)
e SP 800-95: Guide to Secure Web Services

e SP 800-100: Information Security Handbook: A Guide for Managers

e SP 800-184: Guide for Cybersecurity Event Recovery
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Certifikace ISO/IEC 27001

* [SO/IEC 27001 - standard normalu ISMS, o jehoz dosazeni Ize ziskat
certifikat
* |SMS - prostredi pro navrh, implementaci, rizeni, udrzby a systematické a
konzistentni prosazovani procesl a nastroju zajistujicich informacni
bezpecnost v celé organizaci

 Standard ISO/IEC 27001 respektuje nastroje definované standardem
ISO/IEC 27002
 ISO/IEC 27001 obsahuje seznam nastrojt dle ISO/IEC 27002 jako menu
* Organizace pfrijimajici ISO/IEC 27001 si z menu potfebné néstroje vybira
* \lybér musi vychazet z vysledkl analyzy rizik
» Skala opatfeni mlze byt adekvatné rozdifena v(i¢i ISO/IEC 27002



Ramcovy prubéh certifikace

* Pfiprava - zvolte si svého Sampiona, podpora managementu a gap analyza (muze zahrnout i
prioritizovany plan doporucenych akci)

. Usta)novenl' kontextu, rozsahu a cilt (v€. nakladl a casového ramce, potreba externiho dodavatele
atp.

* \/vtvoreni ramce fizeni (odpovédnosti, harmonogram, audity, ...)

. ,(Anal ')za rizik — vznik povinnych dokumentl (Prohlaseni o pouzitelnosti (SoA) a plan osSetreni rizik
RTP

* Implementace bezpecénostnich opatreni — akceptace/transfer/mitigace/odstranéni rizika
« Skoleni — zvy$ovani bezpeénostniho povédomi zaméstnanc(i

* Revize a update relevantni dokumentace — bezpecCnostni politika a dalsi (standard vyzaduje
urcitou minimalni mnozinu dokumentu (15))

 Méreni, monitorovani, kontrola
* Pravidelny interni audit
» Registracni/certifikacni audit
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Implementation and Certification process 2022, I1SO27k Implementation Forum. https://www.iso27001security.com/
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