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PhD research project 
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Smart Parking Solution 
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Motivation Scenario 

An expert group aims to update the business processes and systems  

to ensure information security and privacy 

of a collaborative data exchange  

as a part of a smart solution (e.g., smart parking).  

 

The expert group consists of:  

• a data protection officer (DPO), 

• a chief information security officer (CISO),  

• a business analyst,  

• a security architect 
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How to support an expert group  

in ensuring information security and privacy 

of cross-organisational data exchange  

for a smart solution? 
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Frameworks and models for information security and privacy are too abstract and aim to guide 
info. sec. mgmt activities, not depict the state 

- Objective 1: develop a framework for information security and privacy management 
                 to enable defining the static current state 

 

High-level requirements guiding the need for privacy analysis and assurance w.r.t. GDPR & 
ISO/IEC 27001 

- Objective 2: develop a method for privacy analysis of collaborative business processes 
                 to enable defining and fulfilling local data protection regulations 

 

Emerging alternative trust and identity models are not researched for the organisational context 

- Objective 3: develop a method for trust and identity model selection 

 

Open Problems 
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Results (1/4) 

The final method for information security and privacy management of cross-organisational 
collaboration 
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Results (2/4) 
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Results (2/4): FISP-ProCOP  

Step 1 

Framework for Information Security and 
Privacy Management -- FISP-ProCOP -- for 
depicting the static view of information 
security and privacy management in 
organisations 

 

The usability of FISP-ProCOP has been 
validated with respect to: 

• a tool for current InfoSec & Privacy 
management state definition  

• a tool for cross-validating the usage of 
measures within the organisation 

• a tool for comparing InfoSec & Privacy 
management states 

 

[1] Mariia Bakhtina, Raimundas Matulevičius, and Lukaš Malina. “Information Security and Privacy 
Management in Intelligent Transportation Systems”.  13 



FISP-ProCOP  

Validation: 

• Literature review of measures (24 papers) -> Targeted state (To-Be) 

• Survey of organisations  (15 organisations) -> Current state (As-Is) 

 

[1] Mariia Bakhtina, Raimundas Matulevičius, and Lukaš Malina. “Information Security and Privacy 
Management in Intelligent Transportation Systems”.  13 



FISP-ProCOP  

 

• a tool for cross-
validating the usage of 
measures within the 
organisation 

• a tool for comparing 
InfoSec & Privacy 
management states -
As-Is vs To-Be (e.g., 
from standard) 

 

[1] Mariia Bakhtina, Raimundas Matulevičius, and Lukaš Malina. “Information Security and Privacy 
Management in Intelligent Transportation Systems”.  13 



Results (3/4) 
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Results (3/4) 

Step 2 

The tool-supported privacy analysis method proved 
to: 

• support the elicitation of requirements to the 
information system to comply with GDPR 

• support the selection of technical measures 
for privacy assurance 

 

[2] Mariia Bakhtina, Raimundas Matulevičius, and Mari Seeba. “Tool-supported method for privacy analysis of a business 
process model”.  

[6] Sander Truu. 2024. “Tool-Supported Privacy Analysis of Smart Parking”. BSc thesis.  15 



Tool-supported privacy analysis 

Validation: 

• Scenario 1: Autonomous Vehicle usage for ride-hailing 

• Scenario 2: Smart parking 

 

[2] Mariia Bakhtina, Raimundas Matulevičius, and Mari Seeba. “Tool-supported method for privacy analysis of a business 
process model”.  

[6] Sander Truu. 2024. “Tool-Supported Privacy Analysis of Smart Parking”. BSc thesis.  15 



Results (4/4) 

 
 

16 



Results (4/4) 

Step 3 

Comparison of 3 identity management models in the 
selected data exchange systems 

• The selection of trust and identity models is defined 
by the business objectives and the required IdM 
system qualities 

 

[3] Bakhtina et al. "On the Shift to Decentralised Identity Management in Distributed Data Exchange Systems."  
[4] Mariia Bakhtina et al. “A Decentralised Public Key Infrastructure for X-Road”.  
[5] Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity 

Through Distributed Key Management”. 17 



Results (4/4) 

Comparison of 3 identity management models in the selected 
data exchange systems (X-Road) 

• All the three analysed IdM systems have its pros & 
cons 

• DPKI-based IdM system is not feasible for the 
organisational context 

• PKI-based IdM system with distributed key 
management is a more feasible alternative to DPKI-
based, enabling zero trust (partial trustlessness & 
decentralization) 

 

[3] Bakhtina et al. "On the Shift to Decentralised Identity Management in Distributed Data Exchange Systems."  
[4] Mariia Bakhtina et al. “A Decentralised Public Key Infrastructure for X-Road”.  
[5] Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity 

Through Distributed Key Management”. 17 



Main contribution 

A method for information security and privacy management of cross-organisational collaboration 
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Future Work 
 
 
• Development of a supplementary tool for analysing data extracted through FISP-ProCOP 

• Extension of privacy analysis method with commercial tools 

• Extension of the GDPR reference model and the update of the used compliance analysis tool 

• The guideline/decision tree for the identity management model selection 
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