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Module Objectives

Module Title: WLAN Concepts

Module Objective: Explain how WLANSs enable network connectivity.

Topic Title

Topic Objective

Introduction to Wireless Describe WLAN technology and standards.
Components of WLANs Describe the components of a WLAN infrastructure.

WLAN Operation Explain how wireless technology enables WLAN operation.
CAPWAP Operation Explain how a WLC uses CAPWAP to manage multiple APs.

Channel Management Describe channel management in a WLAN.

WLAN Threats Describe threats to WLANS.

Secure WLANSs Describe WLAN security mechanisms.



12.1 Introduction to Wireless



Benefits of Wireless

« AWireless LAN (WLAN) is a type of
wireless network that is commonly used
in homes, offices, and campus
environments.

«  WLANs make mobility possible within
the home and business environments.

« Wireless infrastructures adapt to rapidly
changing needs and technologies.




Types of Wireless Networks

- Wireless Personal-Area Network (WPAN) — Low power and short-range (20-30ft
or 6-9 meters). Based on IEEE 802.15 standard and 2.4 GHz frequency. Bluetooth
and Zigbee are WPAN examples.

- Wireless LAN (WLAN) — Medium sized networks up to about 300 feet. Based on
IEEE 802.11 standard and 2.4 or 5.0 GHz frequency.

- Wireless MAN (WMAN) — Large geographic area such as city or district. Uses
specific licensed frequencies.

- Wireless WAN (WWAN) — Extensive geographic area for national or global
communication. Uses specific licensed frequencies.



Wireless Technologies

Bluetooth — IEEE WPAN standard used for
device pairing at up to 300ft (100m)
distance.

 Bluetooth Low Energy (BLE) — Supports mesh
topology to large scale network devices.

- Bluetooth Basic Rate/Enhanced Rate
(BR/EDR) — Supports point-to-point topologies
and is optimized for audio streaming.

WIMAX (Worldwide Interoperability for
Microwave Access) — Alternative
broadband wired internet connections.
IEEE 802.16 WLAN standard for up 30
miles (50 km).




Wireless Technologies (Cont.)

Cellular Broadband — Carry both voice and
data. Used by phones, automobiles, tablets,
and laptops.

« Global System of Mobile (GSM) — Internationally
recognized

« Code Division Multiple Access (CDMA) —
Primarily used on the US.

Satellite Broadband — Uses directional
satellite dish (talif, miska) aligned with
satellite in geostationary orbit. Needs clear
line of site. Typically used in rural locations
where cable and DSL are unavailable.




802.11 Standards

802.11 WLAN standards define how radio frequencies are used for wireless links.

802.11
802.11a

802.11b

802.11g

802.11n

802.11ac

802.11ax

2.4 GHz
5 GHz

2.4 GHz

2.4 GHz

2.4 and 5 GHz

5 GHz

2.4 and 5 GHz

Data rates up to 2 Mb/s

Data rates up to 54 Mb/s
Not interoperable with 802.11b or 802.11g

Data rates up to 11 Mb/s
Longer range than 802.11a and better able to penetrate building
structures

Data rates up to 54 Mb/s
Backward compatible with 802.11b

Data rates 150 — 600 Mb/s
Require multiple antennas with MIMO technology

Data rates 450 Mb/s — 1.3 Gb/s
Supports up to eight antennas

High-Efficiency Wireless (HEW)
Capable of using 1 GHz and 7 GHz frequencies



Radio Frequencies

All wireless devices operate in the range of the electromagnetic spectrum. WLAN
networks operate in the 2.4 and 5 GHz frequency bands.

- 2.4 GHz (UHF) — 802.11b/g/n/ax
- 5 GHz (SHF) — 802.11a/n/ac/ax
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Wireless Standards Organizations

Standards ensure interoperability between devices that are made by different
manufacturers. Internationally, the three organizations influencing WLAN standards:

- International Telecommunication Union (ITU) — Regulates the allocation of
radio spectrum and satellite orbits.

- Institute of Electrical and Electronics Engineers (IEEE) — Specifies how a
radio frequency is modulated to carry information. Maintains the standards for
local and metropolitan area networks (MAN) with the IEEE 802 LAN/MAN family
of standards.

- Wi-Fi Alliance — Promotes the growth and acceptance of WLANS. It is an
association of vendors whose objective is to improve the interoperability of
products that are based on the 802.11 standard



12.2 WLAN Components



Video — WLAN Components

This video will cover the following:

- Antennas

- Wireless Router

« Internet Port

«  Wireless Access Point

- Autonomous and controller-based access points



Wireless NICs

To communicate wirelessly, laptops, tablets,
smart phones, and even the latest
automobiles include integrated wireless
NICs that incorporate a radio
transmitter/receiver.

If a device does not have an integrated
wireless NIC, then a USB wireless adapter
can be used.




Wireless Home Router

A home user typically interconnects wireless
devices using a small, wireless router.

Wireless routers serve as the following:
- Access point — To provide wires access
- Switch — To interconnect wired devices

- Router - To provide a default gateway to other
networks and the Internet




Wireless Access Point

Wireless clients use their wireless NIC to
discover nearby access points (APs).

Clients then attempt to associate and
authenticate with an AP.

After being authenticated, wireless users
have access to network resources.

Cisco Meraki Go access
points



AP Categories

APs can be categorized as either
autonomous APs or controller-based APs.

Autonomous APs — Standalone
devices configured through a command
line interface or GUI. Each autonomous
AP acts independently of the others and
is configured and managed manually by
an administrator.

Controller-based APs — Also known as
lightweight APs (LAPs). Use Lightweight
Access Point Protocol (LWAPP) to
communicate with a LWAN controller
(WLC). Each LAP is automatically
configured and managed by the WLC.




Wireless Antennas

Types of external antennas:

Omnidirectional — Provide 360-degree
coverage. Ideal in houses and office areas.

Directional — Focus the radio signal in a
specific direction. Examples are the Yagi
and parabolic dish.

Multiple Input Multiple Output (MIMO) —
Uses multiple antennas (Up to eight) to
increase bandwidth.




12.3 WLAN Operation



Video — WLAN Operation

This video will cover the following:

* Infrastructure Mode

« Ad hoc Mode

- Tethering

- Basic Service Set (BSS)

- Extended Service Set (ESS)

- 802.11 Frame Structure

« Carrier Sense Multiple Access Collision Avoidance (CSMA/CA)
«  Wireless Client AP Association

- Passive and Active Delivery Mode



802.11 Wireless Topology Modes

Ad hoc mode - Used to connect clients
in peer-to-peer manner without an AP.

Infrastructure mode - Used to connect
clients to the network using an AP.

Tethering - Variation of the ad hoc
topology is when a smart phone or
tablet with cellular data access is
enabled to create a personal hotspot.

Distribution System



BSS and ESS

Infrastructure mode defines two ; ;

topology blocks: ;
Basic Service Set (BSS) . M %
» Uses single AP to interconnect all associated e 0000k 0
wireless clients.
 Clients in different BSSs cannot
communicate. Extended Service Area (ESA)

BSA

Extended Service Set (ESS) J= B4

e A union of two or more BSSs interconnected
by a wired distribution system.

* Clients in each BSS can communication -
through the ESS. O00: 007

\ B3SID

DHStribution posn afdp.eod:
System



802.11 Frame Structure

The 802.11 frame format is similar to the Ethernet frame format, except that
it contains more fields.

Header Payload FCS

Sequence

Frame Control Duration Address1 Address? Address3 Control

Address4
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zeni ramce 802.11

2 2 6 6 6 2 6 0-2,312 4 bytes
Frame [Duration Address 1 Address 2 Address 3 seqr Address 4 Frame FCS
Control|  ID ctl Body

2 2 4 1 1 1 1 1 —1 1 1 hits
I I I I I To |From | More Pwr | More

Protocol Type Sub type DS | DS |Frag Retry Mgmt| Data WEP | Order

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15




Logical Link Control (LLC)

Logical Link Control (LLC) je podvrstva, ktera obecné poskytuje logiku pro datové spojeni, protoze fidi
synchronizaci, multiplexovani, fFizeni toku a dokonce i funkce pro kontrolu chyb DLL (vrstva datového
spojeni). DLL je rozdélena na dvé podvrstvy, tj. Podvrstvu LLC a podvrstvu MAC (Medium Access
Control).Zakladni model protokolt LLC je modelovan podle HDLC (High-Level Data Link Control). Tyto
protokoly jsou nepotvrzena sluzba bez pfipojeni, sluzba orientovana na pfipojeni a potvrzena sluzba

bez pfipojeni. VSechny tyto protokoly pouzivaji stejny format PDU (Protocol Data Unit):

—

Bits
-« g o B o Borié > Variable —»
DSAP Control Information

(User Data)

PDU Format




Funkce vrstvy LLC

= Je zodpovédny za spravu a zajisténi integrity datovych pfenosu.
= Poskytuji logiku pro datove spojeni.

= Ridi také funkce synchronizace, multiplexovani, kontroly chyb nebo oprav,
rizeni toku knihovny DLL.

= Umoznuje take vicebodovou komunikaci v celé rade pocitaCovych siti.



Mechanismy vrstvy LLC

Toto pole identifikuje a uruje konkrétni PDU a také urcuje rtzné fidici funkce. Jedna se 0 8
nebo 16bitové pole, obvykle v zavislosti na identité PDU. PouZziva se pro fizeni toku a feSeni
chyb. V zasade existuji tfi typy PDU. Kazdy PDU ma jiny format ovladaciho pole.

- Information (l)

Obecné obsahuje 7bitové poradoveé Cislo (N (Send)) a také poradové Cislo (N (Received)).
Slouzi k pfenosu dat nebo informaci.

- Supervisory (S)

Obecné obsahuje poradové Cislo potvrzeni (N (R)) a také 2bitové pole S pro tfi rizné
formaty PDU, tj. RNR (Receive Not Ready), RR (Receive Ready) a REJ (Reject). Obvykle
se pouziva pro fizeni toku a chyb.

- Unnumbered (U)

Obvykle se jedna o Sbitovy bit M, ktery se pouziva k oznaceni typu PDU. Pouziva se pro
rizné protokoly PDU.



Problém near/far

Protokol 802.11 MAC je svym konceptem podobny 802.3 v tom, Ze je navrzen
tak, aby podporoval vice uZivatell na sdileném médiu tim, Ze odesilatel pred
pristupem k médiu detekuje, zda nevysila n€jaka jina stanice.

U 802.3 ethernetové sité LAN protokol protokoll vicenasobného pfistupu s
detekci kolizi (CSMA/CD) reguluje, jak ethernetové stanice vytvareji pristup k
siti a jak detekuji a zpracovavaiji kolize, ke kterym dochazi, kdyz se dvé nebo
vice zarizeni pokousi soucasné komunikovat pres LAN . V siti WLAN 802.11
neni detekce kolizi mozna kvuli problému near/far.

Problém near/far zpusobuje ucinek silného signalu ze zdroje blizkého signalu,
ktery ztéZuje pfijimaci slabsi signal z dalSiho zdroje v dusledku ruseni
sousedniho kanalu, ruSeni druhého kanalu, zkresleni (distorze), zachyceni
efekt, omezeni dynamického rozsahu nebo podobné.



CSMA/CA

WLANSs are half-duplex and a client cannot “hear” while it is sending, making it
impossible to detect a collision.

WLANSs use carrier sense multiple access with collision avoidance (CSMA/CA) to
determine how and when to send data. A wireless client does the following:

1.

Listens to the channel to see if it is idle, i.e. no other traffic currently on the
channel.

Sends a ready to send (RTS) message the AP to request dedicated access to
the network.

Receives a clear to send (CTS) message from the AP granting access to send.

Waits a random amount of time before restarting the process if no CTS message
received.

Transmits the data.

Acknowledges all transmissions. If a wireless client does not receive an
acknowledgment, it assumes a collision occurred and restarts the process
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802.11n
MIMO (Multiple Input Multiple Output)

Klicovymi vlastnostmi standardu 802.11n jsou

\

» MIMO technologie (Multiple-Input Multiple-/ =
Output)
 40MHz kanal na fyzické vrstvé
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Agregace ramcu

MSDU MsDU MSDU
AC MAC AC
eader Msbu Header MsDu eader MsDu
(MPDU #1) (MPDU #2) ({MPDU #3)

-

Aggregate MAC Protocol Data Unit (A-MPDU)

PLCP MAC MAC MAC
Header | Header Msbu Header Mmspu Header Mspu

Problém: Realna rychlost neni 300 Mb/s, ale cca 130, proc?



IEEE 802.11ac (WiGig)
(navrat k pasmu 5 GHz)




Porovnani 802.11n a 802.11ac

Published Year 2013 2009
Channel Width 20,40, 80 MHz (160 Optional) 20, 40 MHz
Frequency Band 5 GHz Only 2.5 GHz and 5 GHz
MIMO Multiple user Single User
Modulation 256 QAM 64 OAM
Maximum Antennas | 8 * 8 MIMO 4 * 4 MIMO
Max Speed 7 Gbps 600 Mbps
Max Range 50 M 100 M
Spatial Streams 34 3

laal, Power consumption | 25+ W 13w




802.11ad: vyssi frekvence, ale mensi dosah — co
s tim?

]
cisco



Souhrn parametru WiFi siti

PaSMO Maximalni
Standard Rok vydani [GHZ] ryt:h_lnst
[Mbit/s]
puvodni IEEE 802.11 1997 2,4 2
IEEE 802.11a 1999 5 54
IEEE 802.11b 1999 2,4 11
IEEE 802.11g 2003 2,4 54
IEEE 802.11n 2009 2,4 nebo 5 600
|[EEE 802.11y 2008 3,7 54
IEEE 802.11ac 2013 5 1000

IEEE 802.11ad 2014 24,5,60 7000



Nalezte 10 rozdilu

]
cisco

Feature

Radio Bands

Multi-User Operation

Max. Spatial Streams

Beamforming

Channel Widths

Subcarrier Spacing

OFDM FFT Sizes

OFDM Symbol Duration

OFDM Cyclic Prefix(Guard Interval)

Dynamic Bandwidth Allocation

Non-Adjacent Channel Bonding

Max. Modulation

Max. Data Rate

802.11ac Wave 2

5GHz

Downlink MU-MIMO

Explicit Sounding

20, 40, 80, 80+80, 160 MHz

312.5kHz

64,128, 256, 512

3.2 ps

0.8, 04 yps

Yes

Yes

256 QAM

6.933 Ghps

802.1Max

2.4 GHz and 5 GHz

Downlink MU-MIMOUplink MU-MIMOMU-OFDMA

Explicit Sounding

20, 40, 80, B0+80, 160 MHz

78.125 kHz

256,512, 1024, 2048

12.8 us

0.8,1.6,3.2ps

Yes

Yes

1024 QAM

9.607 Gbps



Wi-Fi 6 (drive |IEEE 802.11ax) v kostce

= QOrtogonalni frekvencni déleni s vicenasobnym
pristupem (OFDMA - Orthogonal frequency division
multiple access).

= Viceuzivatelsky vicenasobny vstup vicenasobny vystup
(MU-MIMO - Multi-user multiple input multiple output).

= Kanaly 160 MHz
= Cilova doba probuzeni (TWT - Target wake time).

» Rezim kvadraturni amplitudové modulace 1024 (1024-
QAM - 1024 quadrature amplitude modulation mode).

beamforming.

]
cisco



OFDMA

» Ortogonalni frekvencni déleni s vicenasobnym
pristupem (OFDMA - Orthogonal frequency division
multiple access): ucinné sdili kanaly pro zvyseni
ucinnosti site a nizsi latence pro downlink i uplink
provoz v prostredi s vysokou poptavkou.

]
cisco



Rozdil OFDM a OFDMA

Frequellta_y

Channel
Width ™|

A

OFDM

OFDMA rozdéluje kanaly na mensSi ,Resource Units® (RU)
preddefinovaného poctu subnosnych a poté prifazuje RU
vice klientskym uzivatelim.

vl
cisco

t_4

WLAN Transmission

Time

Frequency

rRU-

A

OFDMA

:

¢4

WLAN Transmission

Time



Uzsi subkanaly
(nazyvaji se jako RU (Resouce Unit))

802.11a/g/n/ac subcarriers

312.5 kHz

802.11ax subcarriers

78.125 kHz

vl
cisco



MU-MIMO

= Viceuzivatelsky vicenasobny vstup vicenasobny vystup
(MU-MIMO — Multi-user multiple input multiple output):
umoznuje prenos vice downlinkovych dat najednou a

umoznuje pristupovému bodu prenaset data soucasné
na vetsi pocCet zarizeni souCasne

]
cisco



Kanaly 160 MHz

= Kanaly 160 MHz: zvétSuje Sirku pasma a poskytuje
vySSi vykon pfri nizkeé latenci.

DU A
cisco



TWT

= Cilova doba probuzeni (TWT — Target wake time):
vyrazne zlepsuje vydrz baterie v zafizenich Wi-Fi, jako
je napf. internet véci (loT).

DU A
cisco



1024-QAM - 1024

» Rezim kvadraturni amplitudové modulace 1024 (1024-
QAM — 1024 — quadrature amplitude modulation mode):
zvySuje propustnost v zafizenich Wi-Fi kddovanim vice
dat ve stejném mnozstvi spektra.

DU A
cisco



Beamforming

= Beamforming sleduje diky soustavé antén
umisteni bezdratovych zarizeni v siti a
smeruje WiFi signal vzdy pfimo na tato
zarizeni. Neustale kontroluje a zohlednuje
také pohyb mobilnich zarizeni, jako jsou
mobilni telefony a tablety.

= Tato chytra distribuce signalu cilené zesiluje
bezdratovy signal a poskytuje vysoce stabilni
il zajistujicim napr. prenos hlasu a videa ve
vysokém rozliseni.



Beamforming podrobneji

= Pokud je signal ziskan ze dvou sméru a v pfesné stejné
fazi, tak se seCtou a vysledkem je podstatné lepSi
prijem. Beamforming opozdi signal z druhé antény tak,
Ze i po zapocteni jiné (delsi) drahy dorazi k pfijimaci ve
stejny okamzik — tzn. jejich sila se secte. Vysledkem je
kvalitngjsi prijem.

= AP a klient se vzajemné kalibruji pro kazdy subcarrier
(takze kazdy ze 108 subkanalu v ramci jednoho 40 MHz
kanalu muze mit odliSny vypocet a fazovy posun).

» Beamforming ve stfednich vzdalenostech umozni udrzet
256-QAM a 64-QAM, tedy zvysit rychlost (a tim snizit
I, Cas obsazenosti kanalu a tim tedy celkovou kapacitu).

el
cisco



Airtime Fairness

= Airtime Fairness (volné prelozeno: spravedlive
pfifazovani vysilaciho Casu) s cilem vyvazit naroky
jednotlivych zarizeni na rychlost a presnost.

= Kalibrované zpusoby méfeni a algoritmy urcuiji,
jakym zpUsobem bude router pfidélovat své
vysilaci kapacity a distribuovat vyClenéné Wi-Fi
streamy kazdému zarizeni, aby se plytvalo silami v
boji o Sifku pasma.

]
cisco



Kanaly v rozmezi 2,412 - 2,484 GHz podle CTU
GL-12/R/2000

Kanal Kmitocet (GHz)
2412
2417
2,422
2427
2,432
2,437
2,442
2,447
2,452
2,457
2,462
2,467
2472
2,484

PO oo ©O~NDO AR wN

U WiFi pouzivaji USA: 11, Evropa: 13, Japonsko: 14 kanal(

cisco



Kanaly by se nemely prekryvat

3to1 (2,4 GHz, kanaly 20 MHz)

7to1 (5 GHz, kanaly 20 MHz)

Schéma



Anteny: smerova, sektorova, vsesmerova a YAGI

'
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NejCastejsi priciny ruseni signalu
= betonové konstrukce a silné zdi
= ocelové vyztuze a armatury v konstrukcich
= elektrické motory
= vysokonapétové rozvody
= mikrovinné trouby

=  monitory
= zafizeni pracujici v pasmu 2,4 GHz

Co vSe pracuje v pasmu 2,4 GHz?

]
cisco



Co vSe pracuje v pasmu 2,4 GHz"?
A proc?
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Co vSe pracuje v pasmu 2,4 GHz

CCCCC



Nakladova stranka: priklad

Xirrus XS16 48-Port Ethernet
Wi-Fi Array Workgroup Switch
Users 48 mobile 48 static
Mobility Yes No
Uplinks 2GE 2GE
Managed Yes Yes
VLANSs 802.1Q,p 802.1Q,p
Routing Static Static
Range 100 meters 100 meters
Firewall Yes No
Power 60Watts 180Watts
ACLs Yes Yes
List Price $9,999 $7,995
Cabling Cost 5500 $12,000
Total Cost $10,499 $19,995
Cost Per User 5219 $416




Bezpecnostni pravidla
firemni WiFi site
V Access Pointu (AP)zavedte tabulku povolenych MAC adres

Zapnéte WPA (Wi-Fi Protected Access), pokud uz musite mit WEP, (Wired Equivalent
Privacy) tak se 128bitovym klicem

Pravidelné klice ménte (napfr. 1x za mésic)

Nepovolujte DHCP a adresy pridélujte rucné

Pokud je to mozné, nastavte také tabulku povolenych IP adres

Zakazte SSID Broadcast (rozhlasovani)

Znemoznéte fyzicky pfistup uzivateld k AP (aspon ho dat ke stropu)

Pravidelné kontroluje sit i logy z AP

Omezte vykon tak, aby sit zbyte¢né nepresahovala prostory vasi firmy

Pokud chcete opravdu zajistit bezpecnost, pouzivejte VPN (Virtualni privatni sit)



Wireshark Most Common 802.11 Filters v1.1 Filter 802.11 Management Frames Filter 802.11 Data Frames
Filter Addresses Description Description

o 802.11 Data Frames are mainly used to carry data (tupe = 2)
Addresses used for 802.11 communications There is a total of 15 802.11 [?m Framen: | F

- Data (subtype 0x0)

802.11 Management Frames are used by stations to join and leave a BSS
There is a total of 12 802.11 Management Frames:

- Beacon (subtype 0x8)
- ATIM (subtype 0x9)
- Disassaciation (subtype Oxa)

Up to 4 different MAC addresses can be used in an IEEE 802.11 frame:
- The transmitter MAC address or TA
- The receiver MAC address or RA
- The source MAC address ar SA

- Association request (subtype 0x0)

- Assaciation response (subtype 0x1)

- Reassociation request (subtype 0x2)

- Reassociation response (subtype 0x3)

- QoS Data (subtype 0x8)
- Data+CF-Ack (subtype Ox1) - QoS Data+CF-Ack (subtype 0x9)
- Data+CF-Poll (subtype 0x2) - QoS Data+CF-Poll (subtype Oxa)

- The destination MAC address or DA
Filters

Filter for a specific client by MAC address: wlan.addr == MAC_address
Ex: wlan.addr == 00:11:22:33:44:55

Filter by the transmitter address (TA):
Ex: wlan.ta == 00:11:22:33:44:55

wlan.ta == MAC_address

Filter by the receiver address (RA):
Ex: wlan.ra == 00:11:22:33:44:55

wlan.ra == MAC_address

Filter by the source address (SA):
Ex: wlan.sa == 00:11:22:33:44:55

wlan.sa == MAC_address

Filter by the destination address (DA):
Ex: wlan.da == 00:11:22:33:44:55

wlan.da == MAC_address

Filter Wi-Fi Networks

BSSID vs SSID

BSSID is the MAC address of the radio transmitting in the AP
The BSSID is specific to 1 AP

S50 is the name of the global Wi-Fi network
The SSID can be used by multiple APs in a WLAN infrastructure

Filters

Filter by BSSID (by AP): wian.besid == AP_radio_ MAC_address
Ex: wlan.bssid == 00:11:22:33:44:55

Filter by SSID:
Ex: wlan_mgt.ssid == “SemFia”

wlan_mgt.ssid == “your_S55ID"

- Probe request (subtype Ox4)
- Prebe response (subtype 0x5)

Filters

Filter for all management frames:
Filter for Association Requests:
Filter for Association Responses:
Filter for Reassociation Requests:

Filter for Resssociation Responses:

Filter for Probe Requests:
Filter for Probe Responses:
Filter for Beacons:

Filtar for ATIMs:

Filter for Disassociations:
Filter for Authentications:
Filter for Deauthentications:
Filter for Actions:

Description

- Authentication (subtype Oxb)
- Deauthentication (subtype Oxc)
- Action (subtype Oxd)

wlan.fe.type == 0
wlan.fc.type subtype ==0
wlan.fe.type subtype ==
wlan.fe.type subtype ==2
wlan.fe.type_subtype ==
wlan.fe.type subtype ==4
wlan.fe.type_subtype ==5
wlan.fe.type_subtype ==
wlan.fe.type subtype ==9
wlan.fc.type_subtype == 10
wlan.fe.type_subtype == 11
wlan.fe.type_subtype == 12
wlan.fe.type subtype == 13

Filter 802.11 Control Frames

802.11 Contral Frames assist with the delivery of data frames (type = 1)
There is a total of 8 802.11 Contral Frames:

- Block ACK request (subtype 0x8)
- Block ACK (subtype 0x9)

- P5-Pall (subtype Oxa)

- Ready To Send (subtype Oxb)

Filters

Filter for all control frames:
Filter for Block ACK Requests:
Filter for Black ACKs:

Filter for PS-Polls:

Filter for Ready To Sends:
Filter for Clear To Sends:
Filter for ACKs:

Filter for CF-Ends:

Filter for CF-Ends/CF-Acks:

- Clear To Send (subtype Oxc)
- ACK (subtype Oxd)

- CF-End (subtype Oxe)

- CF-End/CF-Ack (subtype Oxf)

wlan.fe.type == 1
wilan.fc.type_subtype == 24
wlan.fe.type_subtype == 25
wilan.fe.type subtype =
wilan.fc.type_subtype =
wlan.fe.type_subtype =
wilan.fe.type_subtype =
wilan.fe.type_subtype =
wlan.fe.type_subtype =

- Data+CF-Ack+CF-Poll {subtype 0x3) - QoS Data+CF-Ack+CF-Poll (0xb)
- Mull (subtype Ox4) - QoS Mull (subtype Oxc)

- CF-Ack (subtype 0x5) - Qas CF-Pell (subtype Oxe)

- CF-Pall (subtype Oxé) - QoS CF-Ack+CF-Poll (subt. Oxf)
- CF-Ack+CF-Poll (subtype 0x7)

Filters

Filter for all data frames:

Filter for Data:

Filter for Data+CF-Ack:

Filter for Data+CF-Poll:

Filter for Data+CF-Ack+CF-Pall:
Filter for Mull:

Filter for CF-Ack:

Filtar for CF-Poll:

Filter for CF-Ack+CF-Poll:

Filter for QoS Data:

Filtar for QoS Data+CF-Ack:
Filter for QoS Data+CF-Poll:
Filter for QoS Data+CF-Ack+CF-Poll:
Filtar for QoS Null:

Filter for QoS CF-Poll:

Filter for QoS CF-Ack+CF-Poll:

wilan.fctype == 2
wilan.fe.type_subtype == 32
wian.fe.type_subtype == 33
wilan.fe.type_subtype == 34
wilan.fe.type_subtype == 35
wian.fe.type subtype == 36
wilan.fe.type_subtype == 37
wian.fe.type subtype == 38
wian.fe.type_subtype == 39
wilan.fe.type_subtype == 40
wilan.fe.type_subtype == 41
wian.fc.type_subtype == 42
wilan.fe.type_subtype == 43
wilan.fe.type subtype == 44
wilan.fe.type_subtype ==
wilan.fe.type_subtype == 47

adioTap Header Information

Description

RadioTap Headers provide additional information (channel frequency, data
rate, signal strength...) to any B02.11 frame when capturing frames.

Filters

Filter a specific channel: radiotap.channel.freq == frequency
Ex: radiotap.channel.freq == 5240

Filter a specific data rate:

radiotap.datarate == rate_in_Mbps
Ex: radiotap.datarate <= &

Filter by signal strength (RSS1):  radiotap.dbm_antsignal == rate_in_dBm
Ex: radiotap.dbm_antsignal >= -60



Wireless Client and AP Association

For wireless devices to

communicate over a network, they
must first associate with an AP or Wireless Client "
wireless router.

Wireless devices complete the

following three stage process: Discover AP >
 Discover a wireless AP
- Authenticate with the AP < >

* Associate with the AP

Associate




Wireless Client and AP Association (Cont.)

To achieve successful association, a wireless client and an AP must agree
on specific parameters:

SSID - The client needs to know the name of the network to connect.
Password — This is required for the client to authenticate to the AP.
Network mode — The 802.11 standard in use.

Security mode — The security parameter settings, i.e. WEP, WPA, or WPA2.
Channel settings — The frequency bands in use.



Passive and Active Discover Mode

Wireless clients connect to the AP using a
passive or active scanning (probing)
process.

Passive mode — AP openly
advertises its service by periodically
sending broadcast beacon (majak)
frames containing the SSID,
supported standards, and security
settings.

Active mode — Wireless clients must
know the name of the SSID. The
wireless client initiates the process by
broadcasting a probe request frame
on multiple channels.

Wireless Client

AP

gf‘a;"\,-"‘\.f\;’ 0000000000 '-\@

—
—
—_—

Wireless Client

Probe Request

= S5ID
= Supported standards

_—mm

A——

Beacon

* SEID

+ Supported standards
* Security settings
Beacon

» 551D

» Supported standards
= Security setfings
Beacon

= 551D

= Supported standards
» Security settings

AP

e

Probe Response
» SSID

# Security settings

= Supported standards

Passive
mode

Active
mode



12.4 CAPWAP Operation



Video — CAPWAP

This video will cover the following:

« Control and Provisioning of Wireless Access Points (CAPWAP) function
- Split Media Access Control (MAC) Architecture

- DTLS Encryption

«  Flex Connect Aps

= RFC 4564 defines the objectives for the CAPWAP protocol.
= RFC 5418 covers the threat analysis for IEEE 802.11 deployments.
= RFC 5415 defines the actual CAPWAP protocol specifications.



Introduction to CAPWAP

- CAPWAP is an IEEE standard protocol that
enables a WLC to manage multiple APs and
WLAN:S.

- Based on LWAPP but adds additional
security with Datagram Transport Layer
Security (DLTS).

- Encapsulates and forwards WLAN client 'F’;‘* Drlkaﬁ
traffic between an AP and a WLC over etwor
tunnels using UDP ports 5246 and 5247.

- Operates over both IPv4 and IPv6. IPv4
uses IP protocol 17 and IPv6 uses IP
protocol 136.




Vymeéna zprav DTLS

DTLS DTLS
Client Server
ClientHello -
>
HelloVerifyRequest
"‘ (contains cookie)
ClientHello v
(with cookie) —
................................................. >

ServerHello

Certificate (Optional)
ServerKeyExchange (Optional)
CertificateRequest (Optional)

] ServerHelloDone
o
Certificate (Optional) N
ClientKeyExchange
CertificateVerify (Optional)
ChangeCipherSpec
Finished
ChangeCipherSpec

I:I. ......................................... Finished




Split MAC Architecture

The CAPWAP split MAC concept does all

the functions normally performed by AP MAC Functions | WLC MAC Functions

individual APs and distributes them Beacons and probe  Authentication
between two functional components: responses
. AP MAC Functions Packet Association and re-
_ acknowledgements association of roaming
- WLC MAC Functions and retransmissions  clients

Frame queueing and Frame translation to
packet prioritization other protocols

MAC layer data Termination of 802.11
encryption and traffic on a wired
decryption interface



DTLS Encryption

- DTLS provides security between the AP
and the WLC.

- It is enabled by default to secure the
CAPWAP control channel and encrypt
all management and control traffic
between AP and WLC.

CAPWAP Encapsulation
- CAPWAP Control
DTLS Encryption {enabled by defaIl

. CAPWAF Data
DTLS Encryption {disabled by default)

- Data encryption is disabled by default
and requires a DTLS license to be
installed on the WLC before it can be
enabled on the AP.



Flex Connect APs

FlexConnect enables the configuration and control of Aps over a WAN link.

There are two modes of option for the FlexConnect AP:

« Connected mode — The WLC is reachable. The FlexConnect AP has CAPWAP connectivity
with the WLC through the CAPWAP tunnel. The WLC performs all CAPWAP functions.

- Standalone mode — The WLC is unreachable. The FlexConnect AP has lost CAPWAP
connectivity with the WLC. The FlexConnect AP can assume some of the WLC functions such
as switching client data traffic locally and performing client authentication locally.

Branch Office Corporate Office

( Internet
=/ < )

2 Network

2

FlexConnect AP WLC
_ CAPWAP




12.5 Channel Management



Frequency Channel Saturation

If the demand for a specific wireless channel is too high, the channel may become
oversaturated, degrading the quality of the communication.

Channel saturation can be mitigated using techniques that use the channels more efficiently.

- Direct-Sequence Spread Spectrum (DSSS) - A modulation technique designed to
spread a signal over a larger frequency band. Used by 802.11b devices to avoid
interference from other devices using the same 2.4 GHz frequency.

- Frequency-Hopping Spread Spectrum (FHSS) - Transmits radio signals by rapidly
switching a carrier signal among many frequency channels. Sender and receiver must be
synchronized to “know” which channel to jump to. Used by the original 802.11 standard.

- Orthogonal Frequency-Division Multiplexing (OFDM) - A subset of frequency division
multiplexing in which a single channel uses multiple sub-channels on adjacent
frequencies. OFDM is used by a number of communication systems including
802.11a/g/n/ac.



Zacneme od Adama: Co je FDM
(frequency-division multiplexing)

» Frekvencni multiplexovani (FDM) je technika
multiplexovani, coz znamena kombinovani vice nez
jednoho signalu na sdileném mediu. Ve FDM jsou
kombinovany signaly raznych frekvenci pro soubézny
prenos.

= KmitoCtoveé spektrum kazdého vstupniho signalu je
posunuto do jiného kmitoCtového pasma; prenasi se
sloucené signaly, které jsou na prijimaci strané od
sebe oddeéleny pomoci pasmovych propusti a posunuty
do pavodniho kmito¢tového pasma.



Mixovani tfi signalu V ramci FDM

Signal 1

Signal 2

Signal 3
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OFDM
(Orthogonal Frequency Division Multiplexing)

= OFDM (anglicky Orthogonal Frequency Division
Multiplexing, ortogonalni multiplex s frekven¢nim
délenim) je Sirokopasmova modulace vyuzivajici
frekvencni déleni kanalu.

» Pracuje s tzv. rozprostienym spektrem, kdy je signal
vysilan na vice vzajemné ortogonalnich frekvencich ,
které jsou oznacCovany jako subnosne.



Podkanaly v OFDM

i | = aUbcarrier spacin Frequency




Channel Selection

- The 2.4 GHz band is subdivided into multiple channels each allotted 22 MHz bandwidth
and separated from the next channel by 5 MHz.

« A best practice for 802.11b/g/n WLANSs requiring multiple APs is to use non-overlapping
channels such as 1, 6, and 11.

| Channels ]
22GHz 4 2 :I*, 4 5 6 r ela 9 1|o 1I1 2.5 GHz
| l l | | L 1 | |
_l 1 I | | T




Channel Selection (Cont.)

- For the 5GHz standards 802.11a/n/ac, there are 24 channels. Each channel is
separated from the next channel by 20 MHz.

« Non-overlapping channels are 36, 48, and 60.

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
| |
1 I

20 MHz



U 802.11n/ac je podkanalu 64
(Kazdy OFDM subcarrier je 312.5 KHz)

64 subcarriers per 20 MHz channel
~~.._ (52 data subcarriers, 4 pilot subcarriers,
Teel 8 unused subcarriers)

CIsC



Nasledovalo zrychleni OFDM z 20 na 40 MHz a
zvySeni pocCtu subkanalu

DU A
cisco



Plan a WLAN Deployment

The number of users supported by a
WLAN depends on the following:

- The geographical layout of the facility

« The number of bodies and devices
that can fit in a space

« The data rates users expect

- The use of non-overlapping channels
by multiple APs and transmit power
settings

When planning the location of APs, the
approximate circular coverage area is
important.

Exit
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|
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|
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12.6 WLAN Threats



Video — WLAN Threats

This video will cover the following:
 Interception of Data

- Wireless Intruders

- Denial of Service (DoS) Attacks
- Rogue APs



Wireless Security Overview

A WLAN is open to anyone within range of an AP and the appropriate credentials to
associate to it.

Attacks can be generated by outsiders, disgruntled employees, and even
unintentionally by employees. Wireless networks are specifically susceptible to
several threats, including the following:

- Interception of data

- Wireless intruders

« Denial of Service (DoS) Attacks
*  Rogue APs



DoS Attacks

Wireless DoS attacks can be the result of the following:

« Improperly configured devices

- A malicious user intentionally interfering with the wireless communication
- Accidental interference

To minimize the risk of a DoS attack due to improperly configured devices and
malicious attacks, harden all devices, keep passwords secure, create backups, and
ensure that all configuration changes are incorporated off-hours.



Rogue Access Points

- Arogue (darebackeé) AP is an AP or wireless router that has been connected to a
corporate network without explicit authorization and against corporate policy.

- Once connected, the rogue AP can be used by an attacker to capture MAC
addresses, capture data packets, gain access to network resources, or launch a
man-in-the-middle attack.

- A personal network hotspot could also be used as a rogue AP. For example, a user
with secure network access enables their authorized Windows host to become a
Wi-Fi AP.

- To prevent the installation of rogue APs, organizations must configure WLCs with
rogue AP policies and use monitoring software to actively monitor the radio
spectrum for unauthorized APs.



Cisco Rogue Management

Detekce - skenovani pomoci spravy
radiovych zdroji (RRM) se pouziva k
detekci pfitomnosti nepoctivych zafizeni.
Klasifikace - Rogue Location Discovery
Protocol (RLDP), identifikace, zda je
nepoctivé zarizeni pfipojeno ke kabelové
siti.

Zmirnéni - Uzavfeni portl pfepinace,
nepoctivé umisténi a nepoctivé zadrzeni
se pouzivaji ke sledovani jeho fyzického
umisténi a zruseni hrozby nepoctivého
zarizeni.

Switchpon Tracing E‘a Network
EQ-EB Core

Prime Infrastructure
Wireless _ufal Distribution

LAN o e
Controller

Access

Rogue Rogue

Rogue i :
" _I'.'Iﬂtttor AP

AP 1.-imhunzed"‘u_ Fy AP

............................
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Zpracovani hlaseni o Rogue AP

1. Radié (controller) ovéfi, zda je neznamy AP v seznamu Friendly MAC. Pokud ano,
radiC klasifikuje pfistupovy bod jako Friendly.

2. Pokud neznamy pristupovy bod neni v seznamu Friendly MAC, zaCne radiC pouzivat
pravidla klasifikace pro ty Rogue.

3. Pokud je darebak jiz klasifikovan jako skodlivy, vystrazny nebo pratelsky, interni nebo
externi, radi€ jej automaticky neklasifikuje. Pokud je darebak klasifikovan odliSne,
radiC jej automaticky preklasifikuje, pouze pokud je darebak ve stavu vystrahy.

4. Ridici jednotka pouzije prvni pravidlo na zakladé priority.

5. Pokud darebacky pristupovy bod neodpovida zadnému z nakonfigurovanych pravidel,
radiC klasifikuje darebaka jako nezarazeného.

6. Radi¢ opakuje predchozi kroky pro vdechny nepoctivé pfistupové body.



Jiny klasifikacni algoritmus




Man-in-the-Middle Attack

In a man-in-the-middle (MITM) attack, the hacker is positioned in between
two legitimate entities in order to read or modify the data that passes
between the two parties. A popular wireless MITM attack is called the “evil
twin AP” attack, where an attacker introduces a rogue AP and configures it
with the same SSID as a legitimate AP.

Defeating a MITM attack begins with identifying legitimate devices on the
WLAN. To do this, users must be authenticated. After all of the legitimate
devices are known, the network can be monitored for abnormal devices or

traffic.



12.7 Secure WLANS



Video — Secure WLANS

This video will cover the following:
SSID Cloaking
MAC Address Filtering

Authentication and Encryption Systems (Open Authentication and Shared
Key Authentication)



SSID Cloaking and MAC Address Filtering

To address the threats of keeping wireless intruders out and protecting data, two early
security features were used and are still available on most routers and APs:

SSID Cloaking

- APs and some wireless routers allow the SSID beacon frame to be disabled.

Wireless clients must be manually configured with the SSID to connect to the
network.

MAC Address Filtering

« An administrator can manually permit or deny clients wireless access based on
their physical MAC hardware address. In the figure, the router is configured to
permit two MAC addresses. Devices with different MAC addresses will not be able
to join the 2.4GHz WLAN.



802.11 Original Authentication Methods

The best way to secure a wireless network is to use authentication and encryption
systems. Two types of authentication were introduced with the original 802.11
standard:

Open system authentication

« No password required. Typically used to provide free internet access in public
areas like cafes, airports, and hotels.

- Client is responsible for providing security such as through a VPN.
Shared key authentication

«  Provides mechanisms, such as WEP, WPA, WPA2, and WPA3 to authenticate and
encrypt data between a wireless client and AP. However, the password must be
pre-shared between both parties to connect.



Shared Key Authentication Methods

There are currently four shared key authentication techniques available, as shown in the table.

Authentication Method

Wired Equivalent Privacy
(WEP)

Wi-Fi Protected Access
(WPA)

WPA2

WPA3

The original 802.11 specification designed to secure the data using
the Rivest Cipher 4 (RC4) encryption method with a static key.
WEP is no longer recommended and should never be used.

A Wi-Fi Alliance standard that uses WEP but secures the data with
the much stronger Temporal Key Integrity Protocol (TKIP)
encryption algorithm. TKIP changes the key for each packet,
making it much more difficult to hack.

It uses the Advanced Encryption Standard (AES) for encryption.
AES is currently considered the strongest encryption protocol.

This is the next generation of Wi-Fi security. All WPA3-enabled
devices use the latest security methods, disallow outdated legacy
protocols, and require the use of Protected Management Frames
(PMF).



Authenticating a Home User

Home routers typically have two choices for
authentication: WPA and WPA2, with WPA 2
having two authentication methods.

Personal — Intended for home or small office
networks, users authenticate using a pre-
shared key (PSK). Wireless clients
authenticate with the wireless router using a
pre-shared password. No special
authentication server is required.

Enterprise — Intended for enterprise
networks. Requires a Remote Authentication
Dial-In User Service (RADIUS) authentication
server. The device must be authenticated by
the RADIUS server and then users must
authenticate using 802.1X standard, which
uses the Extensible Authentication Protocol
(EAP) for authentication.




Encryption Methods

Wireless Tri-Band Home Router HomeRouter-PT-AC

Applications
B Gaming

Administration Status

WPA and WPAZ2 include two encryption
protocols:

- Temporal Key Integrity Protocol
(TKIP) — Used by WPA and provides
support for legacy WLAN equipment.
Makes use of WEP but encrypts the
Layer 2 payload using TKIP.

- Advanced Encryption Standard (AES)
— Used by WPA2 and uses the Counter
Cipher Mode with Block Chaining
Message Authentication Code Protocol
(CCMP) that allows destination hosts to
recognize if the encrypted and non-
encrypted bits have been altered.




Authentication in the Enterprise

Enterprise security mode choice requires
an Authentication, Authorization, and
Accounting (AAA) RADIUS server.

There pieces of information are required:

-  RADIUS server IP address — IP
address of the server.

«  UDP port numbers —UDP ports 1812
for RADIUS Authentication, and 1813
for RADIUS Accounting, but can also
operate using UDP ports 1645 and
1646.

- Shared key — Used to authenticate
the AP with the RADIUS server.

Access
Restrictions

eeeee | [10

Shared Secret: |J#A}.33Xan5Ks.IT

Note: User authentication and authorization is
handled by the 802.1X standard, which provides
a centralized, server-based authentication of
end users.



WPA 3

Because WPAZ2 is no longer considered secure, WPA3 is recommended when
available. WPA3 Includes four features:

WPA3 - Personal : Thwarts brute force attacks by using Simultaneous
Authentication of Equals (SAE).

WPA3 — Enterprise : Uses 802.1X/EAP authentication. However, it requires the

use of a 192-bit cryptographic suite and eliminates the mixing of security protocols
for previous 802.11 standards.

Open Networks : Does not use any authentication. However, uses Opportunistic
Wireless Encryption (OWE) to encrypt all wireless traffic.

loT Onboarding : Uses Device Provisioning Protocol (DPP) to quickly onboard
loT devices.



12.8 Module Practice and Quiz



Module 12: Osveédcené postupy

Téma 12.1
* Vysvétlete rozdily mezi WPAN, WLAN, WMAN a WWAN.
* Proc si myslite, Ze existuje tolik standardd 802.117?

Téma 12.2
« Kdy by bylo vhodné pouzit autonomni AP a AP zalozZzené na fadici?
 Diskutujte o situaci, kdy je potfeba bezdratovy adaptér USB.

Téma 12.3
« Kdy by byly vhodné rezimy ad hoc a rezimy infrastruktury?
« Jaky je rozdil mezi BSS a ESS?
 Diskutujte o parametrech vyjednanych mezi AP a bezdratovym klientem pro uspésné pridruzeni.

Téma 12.4
* Pro€ by organizace pouzivala CAPWAP?
« Jaké moznosti poskytuje FlexConnect?



Module 12: Osveédcené postupy

Téma 12.5
« Jaké je feSeni pro nasyceni frekvencniho kanalu?
Téma 12.6
+ Diskutujte o béznych utocich proti bezdratovym sitim.
- Jakeé jsou zpUsoby, jak zmirnit tyto utoky?
Téma 12.7

 Diskutujte o silnych a slabych strankach riiznych metod ovéfovani pomoci sdileného klice.
« Pokud je to mozné, zobrazte nastaveni zabezpecCeni bezdratové sité na pristupovém bodu.



Module Practice and Quiz

What did | learn in this module?

« A Wireless LANs (WLANSs) are based on IEEE standards and can be classified into four main types:
WPAN, WLAN, WMAN, and WWAN.

«  Wireless technology uses the unlicensed radio spectrum to send and receive data. Examples of this
technology are Bluetooth, WiMAX, Cellular Broadband, and Satellite Broadband.

«  WLAN networks operate in the 2.4 GHz frequency band and the 5 GHz band.

The three organizations influencing WLAN standards are the ITU-R, the IEEE, and the Wi-Fi Alliance.

CAPWAP is an IEEE standard protocol that enables a WLC to manage multiple APs and WLANSs.

DTLS is a protocol provides security between the AP and the WLC.

Wireless LAN devices have transmitters and receivers tuned to specific frequencies of radio waves to
communicate. Ranges are then split into smaller ranges called channels: DSSS, FHSS, and OFDM.

«  The 802.11b/g/n standards operate in the 2.4 GHz to 2.5GHz spectrum. The 2.4 GHz band is subdivided
into multiple channels. Each channel is allotted 22 MHz bandwidth and is separated from the next channel
by 5 MHz.

«  Wireless networks are susceptible to threats, including: data interception, wireless intruders, DoS attacks,
and rogue APs.

- To keep wireless intruders out and protect data, two early security features are still available on most
routers and APs: SSID cloaking and MAC address filtering.

« There are four shared key authentication techniques available: WEP, WPA, WPA2, and WPAS.
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