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CYBERSPACE

POPULATION: 1,700,000,000 AND GROWING




Kdo byl napaden?

Q

0&16I...:'I,'Data Breache .
Finan&ni sektor — JP Morgan Chase, Multi-Bank Cyberheist, I 202E6F61 rﬁﬁ“ 320408
Global Payments, iranské banky, American Business Hack, Citigroup

Telco — Vodafone, T-Mobile, AT&T

IT — Adobe, Apple, HP, Kaspersky Lab, RSA, HBGary

Web/e-commerce — AshleyMadison, CarPhone, Living Social, Linkedin, Twitter, Ebay,
SnapChat

Zdravotni organizace — Anthem, CareFirst, Premera

HAVE BEEN

Armada — US Military, Stratfor, US Army

HACKEDR

Obchod — UPS, Target, Home Depot, Starbucks

Vladni organizace — US OPM, Turecko, Syrie, Australie, Jizni Afrika

Praimysl & infrastruktura — Israel Power Plant (éerv Stuxnet), Ukraine Energy Grid



y For pity’s sake.
Kdo a proc? ) lonne it ons

critics plllorying her welght loss

Daily . Mail

O Typy utocnikd a jejich motivace %VA[[E(Y]F%EE];{HE;&%I}
*  White Hat Hacker — ,good guys” A PHONE GIANT’

Smufaslgglemﬂﬂleﬁ
TalkTalk suspect, 15, |
Bviolerrtviueugme
. v s e addict who rarely
 Black Hat Hacker - financ¢ni zisk leavesTE hedegam

T by o L ke By i e g ||

e Script kiddie — zvédavost, slava
» Hacktivista - politicky/spolecensky/nabozensky zajem, odplata

e Statem podporovany hacker —,,control cyberspace®, armadni cile
« Spiodn - konkurenéni boj

* Kyberterorista — Sifeni strachu a paniky




Kdo a proc?

 Dfive Utoky jednotlivct za ucelem osobni slavy
L Dnes specializované a velmi motivované

skupiny utocnikd, ktefi maji dostatek zdroj
(penéz, znalosti, ¢asu)

O (ne)legalni business - hacking na zakazku
(445 miliard dolart rocné)

1 Malware-kitv. botnetv. exploit — komodita

HackedTeam

Hacking Team’s clients are the governments and security

services of Azerbaijan, Kazakhstan, Uzbekistan, Russia,
Bahrain, Saudi Arabia and the UAE, many of whom have

-
Russia

The couniry has a robust
cybemncrime black market, valued at
approdimaely LISS2 balllon per year, and
hoses as many as 20 highly capabie
cybercrime groups. Russia is also nown
for siale-sponsored hacking.

-t
Eastern Europe

A lzast 30 groups operate in this
reqgion, notably in Ukraine, Betarus and
Poland. Cybercrime groups ane
commanly linked b organised orime
groups and thelr methods. include
disiributed denial of sernvice aSacks, as
wiell 35 e Seployment of matvare,
boineis and ransomwane.

i
Migeria
Thez: courtry continues o be one o
e primary arigins of scam and
phishing ermails. However, in addfon o
fhese scams, growps of young,
aisenchanted, unemeioyed and reatively
fech-cawy indiacuais spend signifcant
amoures of fime esiablishing online
fraud schemes.

South Korea

The couniry recored high levels of
cybencrime and hacking in 2014 This
WIS party cus 50 the Comparatieely
Dutdaied fechnology used tor onling
banking in South Forea Cyber criminals
have aiso launched inlemational
altacks, mainly angeting the US.

i
Romania

w
China
Approcimatety 30 percent of all
oyber-aitacks worldwide are launched
from China. The country has been
DCCURGD of PEPETAING Slant-So0nsored
attacks agains! foreign governmenis and
businesses. China has ane of the
largest milltary groups of cyber
Eiperts in e workd

)
Brazil

The oouniry is home: 10 a2 numbes of
cybercime organisations that ane
suspecied of fangeing elecironic

payment sysiems. In 2014, fwo such

atiacks led 1o losses of USSE million {in
am attack targeting individuals) and
UIS5250 millon (in an afack on
financial institutions ).

A rumber of CybeTINme groups
opemie within Braz and conduct
attacks haofh within e couniry and
iniemationally. Erazilan oybercrime
groups have adapéed fools and
fechniques from Easiem Eurcpean
iacker QIOURS and ofen use Righly
compiex Russian-made software
In Their atfacis.

Vietnam

MNetwork-inrusion afiacks originating
from Wietnam increassd signibcantly in
2014. Such atiacks ane used o sieal
information which can be sold or used for
financial gain. This inoiuded the e of
acprosmately 200 milkon personal
records from the US and Ewope.

Indonesia

Thee numissr ol oyber-afacis being
launched from Indonesia has increased
oormiderably, with approsmately 38
parcent of al INCioens worldeioe in 2014
being launched from Indonesia. The
oouniry also has ome of the highest
rates of boinel activity in South East
Asla.

United States

A high number of oyber-atacks
originaie fom the US and are
perpetraled both by cimimails 2
governmencal organisations. These ane
aimed al various couninies.
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2. Prohledani sité spolecnosti — hledani dalsich zranitelnych prvk.

3. Kompromitace jednotlivych systémU — zajisténi kontinudlniho pokracovani
utoku v pripadé odhaleni jednoho z bodd.

4. Uplna kompromitace sité (privilege escalation) — ziskani pfistupovych udajli k
serverim, sluzbam, aplikacim a nakonec i k u¢tim doménovych administrator.

5. Sbér a exfiltrace citlivych dat.

6. Zahlazeni stop — odstranéni vsech stop, které byly zanechany. Sit vSak z(stava
kompromitovana, aby se mohl utocnik vratit zpét.



Nejcastejsi vektory utoku

O Softwarové zranitelnosti — 0-day

ZERODIUM Payout Ranges *

a0

Antivirus

Chrome
wio SBX

RCE

a0m

IP-Suite IP.Board

RCE
* All payout amounts are chosen at the discretion of ZERODIUM and are subject to change or cancellation without notice.

LPE: Local Privilege Escalation
MTB: Mitigation Bypass

RCE: Remote Code Execution
RIB: Remote Jailbreak

5BX: Sandbox Escape

VME: Virtual Machine Escape

Office Windows
Word/Excel Reader App

RCE
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WordPress

RACE RCE
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Apple 05
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Windows
Phone

Android
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Adobe PDF Flash Player Chrome
Reader with SBX with SBX

RCE+SHEX RCE+5SBX RCE+58X
2003 Ml 2004 2005 A

|E / Edge Safari Flash Player
with SBX with SBX SBX

RCE+SHEX

RCE
206/01 © zerodium.com



Nejcastejsi vektory utoku

L Chyby ve webovych nebo mobilnich aplikacich — SQL Injection, XSS, chybna autentizace
QSpatna konfigurace — nedostateéné autentizaéni metody, slaba uZivatelska hesla!!

OMalware
* vir, Cery, trojsky kan, rootkit, spyware, backdoor, keylogger
* ransomware
* malwaretising

WSocidlni inZenyrstvi
* emailovy — phishing
» telefonicky
e fyzicky
e socialni sité

Qinside job




Malware

Jak Se brénit? Analysis &

Threat Intel

O Bezpecnostni (penetracni) testy
O Bezpecnostni hardening systému

O Technologie
* Firewall, Antimalware, AntiSpam, ...

e Security Information and Event Management
* Vulnerability Management Systems

*  Web Application Firewall

* Data Loss Prevention

* Network Behavior Analysis
* Mobile Endpoint Protection

O Vzdélavani koncovych uZivatel( v oblasti aktudlnich bezpecnostnich hrozeb

d Dudkladna kontrola zaméstnancl



Budoucnost a trendy

Internet of Things — |ékarské pfristroje, smart cars, smart home
Mobilni zafizeni - hlavni nastroj pro praci & zabavu
Cilem budou i mensi spolecnosti a jiné oblasti trhu (napfr. Skolstvi)

Vice utokd s jinym cilem nez je finanéni zisk — destrukce/vandalismus a politicky/ideologicky
zajem

OO000

L

Vznik novych zakonu, vyhlasek, regulaci



WE NEED YOU



Dékuji za pozornost

Otazky?

Lukas.Blaha@aec.cz

DATA SECURITY




