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Agrese online

e Zdanlivé vsude

* Bézna zkusenost uzivatell

e Vzajemné utoky (napr. SNS)

* Informace a materialy podnécujici agresi




Agrese

Siroky pojem

 ..."“any form of behavior directed toward the goal of harming or injuring
another living being who is motivated to avoid such treatment” (Baron &
Richardson, 2004, p.7)

MuazZeme rozlisit vice podob

* Pfima/neprima

* Verbalni/fyzicka/sexualni---
* Orientovana na sebe/druhé
* Interpersondlni/skupinova
o Atd.

Online/offline - Online prostredi: mlZe ovliviiovat pribéh agresivnich utoku



Agrese online

» Kybersikana, online obtézovani, cyberhate, cyberstalking,
cyberterrorism, cybermobbing,...

e RUzné typy
* Podobné jako u offline agrese

* V mnoha pripadech spojena s offline situaci
* Prolinani online a offline Zivota



Agrese online (Pyzalski, 2012)

= Electronic peer aggression (possible cyberbullying)
= Electronic aggression against school staff

= Electronic aggression against the vulnerable

= Electronic aggression against random victims

= Electronic aggression against groups

= Electronic aggression against celebrities



Cyberbullying and cyberthreads (Willard,
2007)

* Flaming — , heated, short lived argument that occurs between two or more
protagonists (....), include offensive, rude, vulgar language, insults, threats

(p.5)
* Harrassement — includes repetititon

* Denigration — harmful, untrue, or crue speach bout target, indirect, directed
to others

* Impersonation

e Outing and trickery — ,,publicly posting, sending, or forwarding personal
communication or images” (p.9.);, highly personal and embarassing; trickery
jakou soucast outing

e Exclusion

* Cyberstalking — repeatedly sending of harmful messages, threats of harm,
intimidating and offensive, extortion; tries to denigrate, to destroy
reputation; often linked to (onlin/offline) sexual relationshisp

* Cyberthreads — direct threats and distressing material



Online agrese - dimenze

* Pfima vs neprima
* Soukroma vs verejna
* Komunikovana obéti vs ostatnim

* Aspekty vazané na technologie?

* Drive — pres internet a mobilni telefon (dnes?)
 Jeden kanal a multiplicitni utoky

* Specifické prostredi (komunity, hry) a socialni média



Vysvetleni online agrese

* Online disinhibice (Suler, 2004)
* Hostilita
* Anonymity, invisibility, asynchronicity, solipstic
introjection, dissociative imagination, minimization of
status and authority



Vysvetleni online agrese

* SIDE model

* Role socialni identity (Tajfel, Turner)

*Vnimana anonymita vs. Identifikovatelnost

* Mensi anonymita — snizeni agresivnich komentart v diskusich (Cho &
Kwon, 2015)



Teorie socialni identity
(Tajfel, 2010; Turner & Reynolds, 2001)

* Vnimame se v ramci skupinovych kategorii
 Socialni identita (a personadlni identita)

 Skupina ovliviiuje nase normy, postoje a chovani

 Vlyraznost socialni identity
* Definujeme se vice v ramci skupinové pfrislusnosti
* Vliv na postoje i chovani — disinhibované chovani, ,,nasledky pro skupinu“

 Skupinova a meziskupinova interakce
* Konformita, stereotypizace diskriminace...



SIDE model (Reicher, Spears, & Postmes,
1995)

* Social identity model of deindividuation effects
* Role socialni identity
* Vnimana anonymita a identifikovatelnost

* Deindividuace? V podminkach anonymity vyssi identifikace se
skupinou

* Nejsou pritomny (viditelné) individualni znaky
* Naopak ¢asto pritomnost téch skupinovych

 Zvysuje se vyraznost socialni identity



Social context
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Moral disengagement

Bandura: Morality — normy, socialni a internalizované sankce

» Sebe-monitorovani, evaluace, regulace (afektivni)

* Moral disengagement: cognitive restructuring of inhumane conduct into a
benign or worthy one

1. moral justification, sanitizing language, and advantageous comparison;

2. disavowal of a sense of personal agency by diffusion or displacement of
responsibility;

3. disregarding or minimizing the injurious effects of one 's actions

4. attribution of blame to, and dehumanization of those who are victimized.

* Bandura, A. (1999). Moral disengagement in the perpetration of inhumanities.
Personality and social psychology review, 3(3), 193-209.
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Kybersikana a online obtézovani

e Kybersikana — znate termin?

* Hodné medializovana
» Casto v rozporu s empirickymi daty

.E;herhullymg

P never takes
avacation

TEEN SUICIDE TRAGEDIES

DEADLY BULLYING
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Kybersikana a online obtézovani

-

\

Kowalski et al. (2014):

10% - 40%
Also 3% - 70%

~

Table 18: Ways in which children have been bullied in
past 12 months, by age

Age
% 9-10 | 1112 | 13-14 | 1516

In person face-to- 13 13 12 15
face

On the intemet 3 5 6 8
By mobile phone

calls, texts or
image/video texts

1 2 3 6
Has been bullied
at all, online or 17 21 19
offline

16



Kybersikana a online obtézovani

ylntentional and aggressive act carried out through electronic media, which
may be repetitive in nature” (Nocentini et al., 2010; Tokunaga, 2010)

“the use of Information and Communication Technologies (ICTs) to support
deliberate, repeated, and hostile behaviour by an individual or group, that is
intended to harm others” (Belsey, 2005, p. 8)

RGzné formy(obdobné jako offline)

 Verbalni utoky, nadavky, vyhrizky

« Siteni osobnich informaci (nechté&né), publikovani ublizujicich materiald
* Kradez identity

* Socialni exkluze



Kybersikana a online obtézovani

Definice odvozena ze skolni Sikany (Olweus, 1991)

O kybersikané mluvime pokud jsou utoky:

* Provadény skrze internet ¢i mobil

* Jsou umyslné zranujici

* Jsou opakované

* Mocenska nerovnovdha — obét se nemuUze ucinné branit

e ....pokud tato kritéria nejsou naplnéna — online obtézovani



Kybersikana a online obtézovani

Nutno rozliSovat kybersikanu a online obtézovani!

Rozdily v prevalenci a dusledcich
Kyberikana: méné casta, vice zavazna

[ JIMK: 79% bez viktimizace

p
21%
L obtézovani

" 6% obéti }

http://irtis.fss.muni.cz/wp-
content/uploads/2013/06/COST CZ report Il
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http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf
http://irtis.fss.muni.cz/wp-content/uploads/2013/06/COST_CZ_report_II_CJ.pdf

Kybersikana a online obtézovani

,New bottle, old wine“?
What is ,new”?

Casoprostorova neomezenost — nemoznost utéct
Distance

Siroké publikum (potencialné)

Siteni materidl{i, dostupnost, trvanlivost

- Casto neni ucinna kontrola

Muze byt skryta



Kybersikana a online obtézovani

Dlsledky — podobné jako u offline Sikany

* Internalizace, externalizace

* Deprese, uzkostnost, sebevrazedné myslenky, bezmocnost
* Socialni problémy

* Problémy ve Skole

 Atd.



Kybersikana a online obtézovani

Dulsledky zavisi na zavaznosti
Nutno rozliSovat kybersikanu a online obtézovani!

Obdobné zavazna jako offline — nékdy i horsi
Zvlasté pokud jsou pouzity audio/vizualni materidly (Sticca & Perren, 2013)

Propojenost online a offline Sikany
Obéti a agresofri

Zalezi i na zvladani - copingu

Machackova, H., Cerna, A., Sevcikova, A., Dedkova, L., & Daneback, K. (2013). Effectiveness of
coping strategies for victims of cyberbullying. Cyberpsychology: Journal of Psychosocial Research on
Cyberspace, 7(3), article 5. doi: 10.5817/CP2013-3-5



Kybersikana a online obtézovani

Zalezi na kontextu
Vcetné reakci ostatnich — publika, prihlizejicich

ZkuSenost prihlizejicich castéjsi (53% v JMK)



Kybersikana a online obtézovani

Co mohou délat (online i offline)?

* Pomoci obéti: emocné, poradit jak se zachovat, konfrontovat
agresora...

* Podpofrit agresora: pridat se, re-postovat, shareovat, lajkovat,
komentovat...

 Zustat ,,pasivni“ - nejcastéjsi

Proc ztistdvame pasivni?



Kybersikana a online obtézovani

Reakce — role osobnostnich charakteristik

* Empatie, prosociadlni tendence, vztah k aktérdm, sebe-ucinnost, pojimani
agrese — a Sikany a kybersikany, socialni status...

Role kontextu — online prostredi
Co se muze podilet na vnimani situace?



Specifika online prostredi

* Asynchronni komunikace
* Chybi mnoho voditek

* Distance, anonymita, neviditelnost....
* Siroké publikum
* Materialy a informace — sdileni, lajkovani

* Metadata — ,views”



Kybersikana a online obtézovani

Latané & Darley
(1970)

|

sume
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responsibility
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Intervene

No intervention/no help is given
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Vsimneme si incidentu?

* Experiment s distraktory (Dillon & Bushman, 2015)

* The majority of participants in each condition reported noticing the
cyberbullying in the chatroom

* 75% (n = 30) participants who had no distractions
* 64% (n = 32) of those with pop-up advertisements
* 53% (n = 18) of those listening to music

* 77% (n = 30) of those under a presumed timed constraint



Cyberhate

e Jiny typ agrese online

* Meziskupinova agrese




Cyberhate

Koreny v offline podminkach

* Nazory a postoje

 Socialni normy

e Skupinové identité —in a out group

* Predsudcich



