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RIZIKOVA KOMUNIKACE
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MEETING ONLINE STRANGERS

= interakce s neznamymi lidmi na internetu
Pouze na internetu (online friends, virtual friends)
S transferem do reality

U dospélych - spise ,seznamovani se na internetu” (online dating)

Fokus prednasky: déti a dospivajici



CASTE OBAVY: OBLAST]

Sexualita

Na internetu: sexualni pobidky (sexual solicitations), sexting, shlizeni sexualné
explicitnich nebo pornografickych materiald

Pfi pfenosu komunikace offline: sexualni zneuziti

Agresivita
Na internetu: agresivni projevy (obtézovani, kybersikana)
Pfi prenosu komunikace offline: fyzické ublizeni

Lhani a manipulace
Na internetu: usnadnéné lhani diky anonymité a neviditelnosti

Soukromi
Na internetu: sdileni osobnich udaji v (polo)vefejném prostoru



OBAVY JSOU CASTO ,V JEDNOM
BALICKU*

Prototyp online darebaka (ve vztahu k ditéti):

predstira, ze je ve véku ditéte, sbira informace o ditéti, aby jej
snadnéji presveéddil (zmanipuloval/vydiral) k osobnimu setkani s
umyslem jej zneuzit



OBAVY JSOU CASTO ,V JEDNOM
BALICKU*

Prototyp online darebaka (ve vztahu k ditéti):

predstira, ze je ve véku ditéte, sbira informace o ditéti, aby jej
snadnéji presveéddil (zmanipuloval/vydiral) k osobnimu setkani s
umyslem jej zneuzit

Takoveé popisy slysime od déti, kdyz se jich zeptame na to, pro¢ by se
na internetu nemély bavit s neznamymi lidmi (EUKO III)
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ONLINE PEDOPHILE, ONLINE

PREDATOR, ONLINE PERVERT,
CYBERGOOMER: DETI

Age (and presentation)

Fat and old
They're 20 plus...obviously

This may be very rude but | always imagine them to be like mainly

old...something like 50 years old
Old farts, not 70, more like 40
Creepy old man — starey eyes
Old but lives with their parents

Older than us...and then when hear about them they're not like you imagine

Unattractive appearance

Bearded

Bald

Sweaty

Slimy

Someone wearing big thick glasses
Disgusting people

Like those pictures, mug shots, like those people that have gone into prison

Really scarey — look scarey
Geeks with big old beer guts

Unstable personality

A sick person

A weirdo

Mentally disturbed

They're crazy

Psychopaths

They must be drunk
They're not right in the head

Relationship

They're people we don'’t know
Maybe foreign people who'd ask me out

Sex offenders (generic)

Webster, S., Davidson, J., Bifulco, A., Gottschalk, P., Caretti, V., Pham, T., ... & Craparo, G.
(2012). European Online Grooming Project: Final report. NatCen: London. Retrieved from:

They are child molesters
They are child profiteers
They're paedophiles
Perverts

Rapists

httpb://wWww.eurobeanonlinearoominaproiect.com/
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Murumaa-Mengel, M. (2015). Drawing the Threat A Study on Perceptions of
the Online Pervert among Estonian High School Students. Young, 23(1), 1-18.


http://www.europeanonlinegroomingproject.com/

NICMENE...

... pokud se déti zeptame obecnéji na to, co je ne internetu pro né
potencialné nepfijemné, pak ¢astéji zminuji jiné veci

Polovina déti popisuje ,content risks” (shlizeni pornografie, nasilného obsahu)
Pétina déti zminuje ,conduct risks” (Sikana, hacking)

14% déti zminuje néktery z ,contact risks” (pfedstirani, lhani, setkavani se s lidmi z
internetu, sexualni obtézovani)

Samy se totiz s ,online predatory” a podobnymi prototypickymi
darebaky nepotkavaji, ¢astéji zazivaji jiné negativni situace

Livingstone, S., Kirwil, L., Ponte, C., & Staksrud, E. (2014) In their own words: What bothers children online? European Journal of
Communication, 29(3), 271-288. doi: 10.1177/0267323114521045.



m % Ever gone on to meet anyone face to face that you first

11% déti, které se s nékym met on the internet
Se§|y, FEI(IO, Ze setkani % Ever had contact w ith someone you have not met face
bylo ,,bOthering“ to face before
Polovina z nich v dalsi otazce Girls
na to, jak moc byli ,upset”, Boys
odpovédéla, ze viibec nebo jen
trochu 9-10yrs
| v ramci negativnich setkani 11-12yrs
byla vétsina s vrstevnikem 3 1avrs
nebo &lovékem jen o par let Y
mladsim/starsim 15-16 yrs
Low SES
V jinych vyzkumech je Medium SES
podil negativnich High SES

zkusenosti jesté nizsi Al chidren

. 0 20 40 60 80 100
Livingstone, S., Haddon, L., Gorzig, A., & Olafsson, K. (2011).
Risk and safety on the Internet: The perspective of European

children. Full findings. LSE, London: EU Kids Online.



ONLINE PREDATORI V USA

National Juvenile Online Victimization survey

Vzorek sexualnich kriminalnich pripadd dospély x nezletily, kde
se obét a pachatel setkali na internetu

Zamérili se na porovnani stereotypnich predstav a toho, co na
vzorku zjistili:
Pachatelé nejsou pedofilové (spisSe hebefilni)
Nelzou o véku, vzhledu ani o svych motivech (mit s dotyénym sexualni vztah)
Nebyvaji impulzivni
Obéti jsou dospivajici, ne déti
Polovina obéti byla zamilovana, s pachatelem se potkavali opakované

Wolak, J., Finkelhor, D., Mitchell, K. & Ybarra, M.L. (2008). Online “Predators” and Their
Victims: Myths, Realities, and Implications for Prevention and Treatment. American
Psychologist. Vol. 63, No. 2, 111-128.



OHROZENA POPULACE

Divky a chlapci s homosexualni nebo zatim nejistou orientaci (75 %
obéti jsou divky, z 25 % chlapcl je vétsina s muzi)

Slabé vztahy s rodici, konflikty s rodici, rodi¢e nesleduji, co déti délaji
Depresivni, osaméli, problémy se soc. interakci

Obéti offline fyzického nebo sexualniho zneuziti



RIZIKOVOST KOMUNIKACE
POUZE NA INTERNETU

Adolescenti 10-17 let (N=1501)

S kym se bavi online - jak dobfe dané lidi znaji
3 skupiny:

Opatrni - jen RL znami
Zprostiredkovani prateli

Neomezeni - ti dale déleni na high - low risk podle poctu potencialné
rizikovych aktivit

Agresivni sexualni obtéZzovani online - nevyzadané sex.navrhy
zahrnujici pokus o setkani nebo skute¢né setkani offline

Wolak, J., Finkelhor, D., & Mitchell, K. (2008). Is talking online to unknown people
always risky? Distinguishing online interaction styles in a national sample of youth
Internet users. CyberPsychology & Behavior, 11(3), 340-343.



PODIL RIZIKOVE KOMUNIKACE

%

Sexualni navrhy
%

Neomezeni - high risk 17 15
Neomezeni - low risk 21 6
Zprostredkovani 10 4
Opatrni 51 1
CELKEM 5




High risk
castéji teenagefi (13-17 x
10-12);
vice pouzivaji internet a
zapojuji se do
interaktivnich aktivit
online;
castéji jsou obétmi offline
obtézovani (rvacek, sikany);
maji vyssi miru depresivity

'E KOMUNIKACE

%

Sexualni navrhy
%

~ ,vulnernalgmés PrithGsk 17 15
Neomezeni - low risk 21 6
Zprostredkovani 10 4
Opatrni 51 1
CELKEM 5




Friendly meeting

Face-to-face

/' meeting

- .
o) Pleasant communication
e Exchanging pleasant content
g Learning something Stranger's
16 . . appearence &
bt Communication behavior
c
;: / Receiving unpleasant content Boredom
O Insulting and being insulted Dissapointment
- Accept/send friend Sexual/bothersome content Embarassment
'5; request/message Nervousness
c cnp g Fear
[T, Initiation of
= ﬂnger
= b contact Disgust
- Shock
PLg Refuse friend Despair
request/message Remorse

Playing online games
Reading content on SNS
Non-verbal

Interaction STOP INTERACTING

Hacked account/profile

Cernikova, M, Dedkova, L., & Smahel, D. (2018). Youth interaction with online strangers: Experiences and reactions to
unknown people on the Internet. Information, Communication & Society, 21, 94-110.

Dedkova, L., Cerna, A., Janasova, K., & Daneback, K. (2014). Meeting online strangers offline: The nature of upsetting
experiences for adolescent girls. Communications. European Journal of Communication Research, 39, 327-346

Zkusenosti déti s
neznamymi lidmi
podle miry interakce,
ke které v kazdeé fazi
dochazi



TAKE HOME MESSAGE

Online predatofi tak, jak byvaji popisovani v médiich a jak si je samy
déti a dospivajici predstavuji, jsou pouze marginalni problém

(i kdyz i to se mUze stat)

Pro¢ bychom méli chtit zménit povédomi o tom, co je na internetu
opravdu problémoveé?

Edukativni programy a preventivni a legislativni opatfeni proti ,neexistujicimu
nepfiteli“ nejsou ucinna - nepomahaji détem v tom, co skuteé¢né zazivaji, a odvadéji
pozornost odborné i laické vefejnosti jinam

Davejte si sami pozor na svoje stereotypni predstavy



