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Cyber aggression / agrese

Opakovani z minulych témat: co je to kyberagrese?

Definice vychazi z tradiCni offline agrese

Kyberagresi muzeme definovat jako umysiné jednani zpusobujici
ujmu jiné osobé nebo osobam pomoci pocitacu, telefont nebo jinych
elektronickych zafizeni, a které je obéti vnimano s averzi. (Schoffstall
& Cohen, 2011).

Rlizné typy kyberagrese: cyberhate,
cyberharassment, cyberstalking, cyberterrorism, fl




Cyberhate / kybernenavist

Hate speech / nenavistné projevy spadaji do skupiny tzv. hate crimes

Protipravni cCiny proti lidem, majetku nebo organizaci na zaklade
toho, Ze je k temto objektum deliktni ¢innosti prifcena kolektivni
identita a jsou kvuli teto identité nenavistné napadeni. (Mares;.2011)
- Kolektivni identita — prislusnost ke skupinég,

sdileni urc€itych znaku
- Priklady kolektivni identity?
« Etnicita, narodnost, nabozenstvi, sexualni

orientace, gender, postizeni, trida, politicka
orientace, vék, ...




Cyberhate

Hate speech

VSechny formy projevu, které Sifi, podnécuji, propagull nebo ospravedinuji
rasovou nenavist, xenofobii, antisemitismus nebo jiné formy nenavisti zalozené na
netoleranci. (Evropska rada, 2013)

Hate speech is defined as bias-motivated, hostile, malicious speech aimed at a
person or a group of people because of some of their actual or perceived innate
characteristics. It expresses discriminatory, intimidating, disapproving,
antagonistic, and/or prejudicial attitudes towards those characteristics, which
include gender, race, religion, ethnicity, color, national origin, disability or sexual
orientation. Hate speech is intended to injure, dehumanize, harass, intimidate,
debase, degrade and victimize the targeted groups, and to foment insensitivity and
brutality against them. (Cohen-Amalgor, 2011).




Cyberhate

Cyberhate

Jakekoliv pouZziti informacné
komunikacCnich technologii k Sireni
antisemitskych, rasistickych,
bigotnich, extrémistickych a
teroristickych obsahtu a informaci.
(Anti-Defamation League, 2010).

Podoba se kybersikane, ale utoCi na
kolektivni identitu spise nez na osobni
identitu. (Hawdon et al., 2015)

Obéti muze byt jedinec i skupinal




Cyberhate

Cyberhate ma koreny v_offline podminkach a offline extremismu; znamy
fenomén v ,novém” prostredi

Specifika online prostredi — jak mohou ovliviovat cyberhate?

Disinhibice — chovani se snizenymi zabranami (Suler, 2(,i\+ 2+ 28 =
. , . , B () g

Negativni / pozitivni

Anonymita, neviditelnost, asynchronicita, solipsistické introjekce,
disociativni imaginace, minimalizovani autorit

Jednoducha tvorba obsahu, SirSi dosah, jednodussi organizace a mobilizace,
horsi regulace, ...

Intertextualita, multimedialita, ...

Douglas (2010) — hlavni cile online hate skupin: propojovat, vzdélavat,
rekrutovat.




Multimedialita — priklady cyberhate v extremistickych online
skupinach
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Teorie socialni identity,
uncertainty identity theory

A1 i UNCERTAINTY IDENTITY

TEORIE SOCIALNI IDENTITY THEORY

Tajfel, 2010 Hogg, 2000

Osobni a socialni/kolektivni identita Snizeni pocitu proiivan"é

Clenstvi v urdité skuping spoleCenské/osobni nejistoty pomoci:
Soudast naseho sebepojeti; sdilené normy, Sebekategorizace a identifikace se
hodnoty; ovlivhuje jednani skupinou

Skupinové a meziskupinova interakce Predepsané normy a hodnoty skupiny

e . e (pro intraskupinove i interskupinove

In-group favoritism, in-group bias (pozitivni interakce)

nahlizeni na vlastni skupinu)

Entitativita skupin — jasné ohranicCeni,
vymezenost, vnitrni homogenita,
spolecny cil

Hategroups — vysoce entitativni




Hate sites and hate groups

Online komunity — Na zakladé €éeho muzeme hate skupiny vnimat jako
online komunity?

Sdilena identita, zajmy, cile

Vzajemna podpora €lenu, pocit sounalezitosti, podpora sebe-exprese
Posilovani postoju

Potladeni nesouhlasnych nazoru

Diskurz — Jakych komunikacnich strategii hate groups vyuzivaji?
Jen zridka primo vybizi k nasili a agresi nebo je obhajuji

Racionalizace predsudku, ospravedlfiovani svého postoje, snaha o
,objektivitu®
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. The Holocaust is according to politically correct history a deliberate genocide by MNational Socialist Germany in which approximately six million Jews were killed. In addition, some non-Jewish groups claimed to have been killed by similar

Ma ) ) L . . . ) Commun

= cor methods are sometimes included. Holocaust revisionists dispute that this deliberate gencocide occurred.

: ::' Very briefly, most Holocaust revisionists argue that Jews were for several different reasons deported to concentration camps and used for forced labor, suffered many hardships and deaths during the war, but that there was no plan or attempt to

u Rar genocide Jews, no homicidal gas chambers, and that the number of deaths is greatly exaggerated. The deportation is argued to have been seen as a temporary wartime measure, with a permanent Jewish expulsion from Europe to occur after the

= Hel war. A primary cause of the politically correct view is argued to be wartime Allied psychological warfare, which was continued into the postwar period, in part due to this being beneficial for various parties (both non-Jewish and Jewish), in part due to Go to..

| self-perpetuating processes similar to those occurring during witch-hunts.
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Related issues include argued continued exploitation of the Holocaust, argued Holocaust unigueness, argued religious aspects, and the status of the official Holocaust version as an official "Truth” that is in an increasing number of Western
countries by law forbidden to be discussed and researched freely and with powerful lobby groups demanding that worldwide censorship on free speech and research must be implemented.

The politically correct view on the Holocaust can be found in numerous easily available sources. This article will mainly briefly outline some of the less often mentioned arguments regarding the Holocaust, which are discussed in more detail in :;mhsm:”;
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Priklad hate site diskurzu — Anti-
imigrantske diskuzni forum a

ngsﬁﬁ (2016). “It is just SICKENING”: Emotions and discourse in
an anti-immigrant discussion forum.

Americans for Legal Immigration Political Action Committee (ALIPAC)

Role emoci ve vytvareni moralni skupinové identity (neutralizace
rasistickeho stigmatu)

Analyza diskuznich pfispévku na strance ALIPAC — 3 hlavni role emoci v
diskurzu:

LEG iL II\IMI(JRATION PAC
Leading the Fight Against lllegal Immigration & Amnesty! - ‘ AL_IPAC




Anti-imigrantske diskuzni forum a
emoce

1. Clenstvi ve skupiné a kolektivni moralni identita zakotvena v
patriotismu

Sounalezitost, komunita, ,safe space”
Moralni superiorita

Patriotismus

| promise you will feel very good about yourself when you join in the fight, and we welcome all people who
are concerned for their country, If you are ‘racist”’ this is not the forum for you but if you are a
“Protectionist” and your concern is protecting our great nation, one of what use to be a Nation of Law and
Order and is quickly turning into chaos and anarchy, Please get involved and encourage others to do the

same. ‘BE A PROTECTIONIST AND JOIN IN BECAUSE YOU ARE A PATRIOT AND YOU LOVE YOUR
OUNTRY!I”

LE(TAL II\IMI(JRATION PAC
Leading the Fight Against lllegal Immigration & Amnesty! - ‘ .A_I;IPAC




Anti-imigrantske diskuzni forum a
emoce

2. Neutralizace rasistického stigmatu
Konstrukce sebe jako obéeti, jejichz moralka je nepravem zpochybnovana

Reverzni rasismus

The REAL truth, anti-WHITE racism is JUST as IMMORAL and WRONG as anti-NON-white racism. It is
just SICKENING to hear racism against non-whites described as a hate crime when racism against
whites is NOT similarly denounced.

They know they don’t have a “leg to stand on” and try to use the only card they have, racist. What a joke,
you are the racist here, not American citizens who are fighting for THEIR country.

LE(TAL II\IMI(JRATION PAC
Leading the Fight Against lllegal Immigration & Amnesty! - ‘ .A_I;IPAC




Anti-imigrantske diskuzni forum a
emoce

3. Racionalni emoce zakotvené ve faktech
Prekonani dichotomie racionality a iracionality/emocionality
Odkazy na statistiky, zpravy, novinove Clanky apod. — ,moralni Soky"
Imigranti jako nasilnici, zlo€inci
Vytvareni empirické kredibility

If you want to be able to ask your politicians: “In tolerating illegal immigration, EXACTLY how many
Americans is it acceptable with you to be molested, raped, seriously injured, killed, and murdered to
save ten cents on a head of lettuce?” you had better know the actual numbers so that you can nail their
PC correct excuse and their sorry asse to the wall with the facts.

LE(TAL II\IMI(JRATION PAC -
Leading the Fight Against lllegal Immigration & Amnesty! - ‘ .A_I;IPAC




| y y
Moral disengagement / moraini
y y y
vyvazani
Albert Bandura, 1999
Seberegulace (socialni sankce a internalizované sebesankce jako kontrolni mechanismy)
Moralni vyvazani — vypojeni téchto seberegulacnich mechanismi (postupné vyvazani)

Mechanismy:
Moralni ospravedInéni (napf. dosazeni vyssiho cile)
Eufemistické oznaCovani (napf. ,boj za svobodu® misto zabijeni)
Vyhodné srovnavani (vlastni jednani se jevi méné zavazné proti jinému)
Preneseni odpovédnosti (napf. pfisouzeni odpovédnosti autorité)

Rcc)lzp,ty,l)enl’ odpovédnosti (zastira pfimy vztah mezi jednanim a duasledky; napf. kolektivni
jednani

Nevsimavost k dusledkum nebo jejich zkresleni
Dehumanizace obéti (napf. ,uprchlik®, ,migrant®, ,cizinec")

Atribu)ce viny (agresor vnima své nasili jako vynucené provokaci, obéti si za to mohou
samy




Priklad hate site diskurzu — KKK
ha internetu

Rachel Schmitz (2016). Intersections of hate: Exploring
the transecting dimensions of race, religion, gender,
and family in Ku Klux Klan Web sites.

11 pridruzenych stranek
Analyza textualnich i vizualnich obsahu

Intersekcionalni pristup (feminismus) —
multidimenzionalita socialni reality

Intersectionality incorporates all dimensions of social é é
statuses in lieu of selectively choosing which

characteristics to highlight.
Intersekce rasy, genderu, rodiny a nabozenstvi / \




KKK na internetu We o e

We just Oﬂ\3 \ove

4 temata: ouk
’

Bila solidarita

Kult arijskeho krestanstvi

Arijska klanova maskulinita

Heteronormativni hodnoty nuklearni rodiny
Impression management, snaha dekonstruova

negativni stereotypy (cili tak na potencialné Sirs
Clenskou zakladnu)

Jen malo stranek primo obhajuje nasili nebo k
nému vybizi




THE GOAL

The goal of the United Northern and Southern Knights of the Ku Klux Klan is to unite White Christians through the bond of brotherhood and aid their awareness of the
problems facing our country. We will show you how and when to take action {in a non violent way). The United Northern and Southern Knights of the Ku Klux Klan is a
patriotic, fraternal and law abiding organization. We uphold Christian values this country was founded on. We protect these values from those who seek to remove them
from our society. Our ideclogy is simple, self preservation and the advancement of White Christian America. \We hope that you take time to read through the wealth of
information on this site and decide if membership is right for you. In the event membership is not right for you, we can use your assistance in a variety of support programs. We
are an active world-wide organization striving to protect and preserve White Christian heritage and culture. If yvou want to play an active part in the preservation of the White
race you may submit an application. For God, Race and Nation!

We will show you how and when to take action (in a
non violent way).

... patriotic, fraternal and law abiding organization.

... organization striving to protect and preserve
White Christian heritage and culture.

United Northern and Southern Knights of the Ku Klux Klan
(unskkkk.com)




- -
About Us
What makes us better ?

The Ku Klux Klan, LLC. has been around a good long while, it
was legally incorporated as a Limited Liability Corporation in the
State of Arkansas in 2003. This historic accomplishment was
made possible by deciding to stop following the lead of so many
others who were accomplishing little if anything for White
Christian America. We realized several important things:

1. There is no more time for foolishness America is in a
desperate hour, our National sovereignty is at risk, the future of
our children is at risk. No fraternal club, or violent gang has any

real chance to make positive change.

2. The struggle will not be won with mob violence in the streets.
We cannot persuade our white Christian brethren by standing
on courthouse steps screaming racial epithets.

3. The struggle will be met in the courts and legislatures of our
nation and this is where we must concentrate our efforts if we
hope to accomplish positive change. To do so we must meet
our detractors on a level playing field, we must have the same

recognition as those groups we are in opposition to.

The Ku Klux Klan, LLC. (www.kukluxklan.bz)

No fraternal club, or violent
gang has any real chance to
make positive change.

The struggle will not be won
with mob violence in the
streets.

The struggle will be met in the
k courts and legislatures...




‘German philosopher
April 22, 1724

A Warning About Jewish Tactics

There is something else to know about the Jews. They don't run from groups opposed to them, but try to infiltrate them. No kidding. Then, once they get inside a group, they try to rot it from the inside out either by radicalizing it until good people
are appalled by it, by moderating it until it becomes meaningless, or by sowing the seeds of internal confusion, disagreement and chaos. So, keeping Jews out of pro-White groups is a full time job. As a result, it's tough to trust anybody - most
"Blacks" on Stormfront are probably Jews and there are many Jews here who pretend they are pro-White Gentiles so as to gather information or cause trouble. However, it can be fun trying to "spot the Jew". (Hint: They don't generally like to
acknowledge or talk about the Jewish problem and they often like to spread "hate" and cause arguments in order to drive away decent folks.)

Be aware that Whites have many innate weaknesses that are exploited against us, often by infiltrators posing as one of us. One especially chronically serious weakness of Whites is a tendency toward petty disagreements and
infighting over matters that are relatively trivial compared to the surreal racial crisis we face. Fault lines include religion, nationality, politics, social class and gender. Every White person involved in this cause has a duty to
behave in a professional manner and to try to refrain from infighting. Be aware that Stormfront, and most other pro-White organizations for that matter, have taken an increasingly strict stance against infighting, personal
attacks, acting crazy/like an idiot/jerk, behaving in an excessively negative or defeatist manner, constantly yelling/screaming/carrying-on about this-that-or-the-other, and/or advocating violence or other illegal activities.
Failure to heed this warning can result in banishment, and rightly so. In short, be good!

Learn the importanceof I LIS D S Beit £ Al B il F—y L

e and the World

It's simple:

L woke the e Be aware that Stormfront, and most other pro-White
3. mﬂ?:ﬁ_t:r:: Organizations for that matter, have ta ken an trolled cable TV, surely you can afford a fraction of that to ensure a future for your
vl increasingly strict stance against infighting, personal
attacks, ..., and/or advocating violence or other

illegal activities. ... In short, be good!

If most Whites did 4 o).

Stormfront (www.stormfront.org)




KKK na internetu

1. Bila solidarita

Obrana ,bilych prav®, oslava ,bilé kultury®
(kulturni pluralismus jako hrozba)

Narativy obeti

National Association for the Advancement of
Colored PeOple (NAA CP) Aryan Nations Knights of the Ku Klux Klan

Rekrutovani novych ¢lend (mladi lidé) 2019

Welcome to Stormfront.

WE FEEL THE NEW
ME REFLECTS MORE
ACCURATELY THE GQALS
OF OUR ORGANIZATION..,

We are a community of racial realists and idealists. We are White Nationalists who support true diversity and a homeland for all peoples. Thousands of organizations promote the interests, values and heritage of non-White
minorities. We promote ours.

We are the voice of the new, embattied White minority!

If this is your first visit, be sure to check out the Introduction to Stormfront. You are also welcome to browse our other ten million posts, but you must register before you can post anywhere except the Open Forums.
diversity & ' ~peoplé.Thousand-©
organizations promote the interests, values and heritage of non-White
minorities. We promote ours. We are the voice of the new, embattled White

PRI T |
IARIIAIGINIAYA

Stormfront (www.stormfront.org)




Does the Klan Hate Neqgroes

When talking about the Klan, one of the first things some people think of is that associa So while we believe the Negroes have a natural I’Ight sic
foundation of the Klan they will actually want to join for this very reason. How disappointe . .

¢ i sl “’ a to study black history, our children should not be
forced to do so. Our children should be encouraged

Yes, those who want to associate with the Klan because they believe the Klan will be fert

The Klan attempts to be very careful so the only people who associate are those motivz te"
group. Those anti-White extremists who hate America and our people have given us th I tes
group. to study OUR history and emulate OUR heroes.

The Klan, however is not a hate group, but we are a LOVE group. We are a love group b

The Klan does not believe In slavery and believes the Negro should have the right to se ...we believe you as a White person also has the the
Negro is not being given thi rtunity unless it is in the form of ing the right . . .
egro is not being given this opportunity unless it is in the form of oppressing the rights ¢ nght tO have Whlte Pr|de

The Negroes are unaware that they are merely the pawns in a gigantic "chess game" bei

The Klan, however, also believes in self determination for White People! If, as we are aly not

be continually forced to bow and scrape before the demands of Negroes, Jews, Asians, N L Where |S the U n|ted Whlte Col Iege Fu nd ]

Instead of these "minorities" complaining and demanding more and more, they should get
homeland have none of the benefits they are enjoying here in America. Remember it is you
families while we support them with welfare, food stamps, public housing, Aid to Dependent Children, job quo
much are you willing to pay and for how long?

ginal
eed our
efc. and etc. Yet they are still unhappy, always demanding more and more. How

So while we believe the Negroes have a natural right to study black history, our children should not be forced to do so. Our children should be encouraged to study OUR history and emulate OUR heroes. If
Negroes want to "worship" Martin Luther King as a great black hero, we really couldn't care less. But by what God given right does the federal government have to demand OUR children honor King.

While we believe Negroes have a right to have black pride, we believe you as a White person also has the right to have White Pride! There are Negro colleges supported by the United Negro College Fund which
gets free advertising on TV and radio in an effort to generate contributions from Whites who are suffering some Kind of neurotic White guilt, however, where is the United White College Fund. This is just one
small example.

There are thousands of groups working for the interests of Jews, Asians, Negroes and Mexicans, yet if anyone work s for the interest of Whites they are called "haters," "bigots" and "Neo-Nazi terrorists." Those
slick one-world types know that if they can make a label stick it will place an automatic barrier against open dialogue in the minds of most people. This is why we strive to associate only with those who base their
feelings on LOVE for THEIR racial family not out of hatred for some other racial family.

You and | know that we are not haters, we simply want to preserve our precious heritage. We do have a rich history, one in which we can be very proud and we do not want to lose it!

White people often say, "Why can't White people stick together like Negroes do?

" My friend, this is your opportunity to "stick together” . We don't hate anyone and you can feel good about what you are doing for America's future.




Believe Jesus

KKK na Inte rn etu and you are a Christian.
..f\
2. Kult arijského krestanstvi Do Not believe Jesus
Silna kfestanska doktrina and yoli are Not a Christian.
Citace z Bible a jejich

IF you are a Christian, then

selektivni interpretace HOW CAN YOU NOT BELIEVE
, v N . what Jesus taught
Nabozenska hierarchie bout fhe Jews?

White Camelia Knights of the Ku Klux Klan (www.wckkkk.org)

Mississippi White Knights (mississippiwhiteknights.com)




UNITED NORTHERN AND SOUTHERN KNIGHTS
FORUM APPLICATION

OF THE KU KLUux KLAN HOME ARTICLES REALMS

People call us "racists". We are not racists but we are separatists. We believe God is His infinite wisdom created the races different with different characteristics and each with a
different culture. By race mixing we are really destroying God's own work. We are also eliminating the white race and that is a fact. Whites are not reproducing in the numbers
that others are. They are controlling their birth rates mainly because of financial responsibility. Add to this the fact that many are now engaging in open homosexual relationships
and they do not reproduce, (thankfully) and others are involved in race mixed relationships and they do not reproduce whites either. We also have hundreds of thousands who are
using abortion as a form of birth control, also eliminating more whites. These are all facts. Meanwhile we "reward" minorities by giving them increased welfare assistance for

each child they have.

We are not racists but we are separatists. We believe God in his infinite
wisdom created the races different with different characteristics and each
with a different culture. By race mixing we are really destroying God‘s own

work.

\ /

United Northern and Southern Knights of the Ku Klux Klan
(unskkkk.com)




KKK na internetu

3. Arijska klanova maskulinita
Hegemonni maskulinita

Maskulinizovana terminologie na webech,
marginalizace feminity

We as Klansmen should never entertain the idea of

failure. Failure should be shameful to us. Once a

l:sl%tuat/%n has been undertaken, follow it through to
e end.

Klan members as soldiers engaged in warfare on
the front lines . . . taking the heat while standing up
for White people.

Our women are asking ‘Where are our White Men?
Who will stand for us and our children?’

Women of KKK (1920), mensi online prezence




United Klans -%- OFf America
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WWW.THEUKA.US
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H%ﬂlﬁill} www' mEUM# Vs The United Klans of America

(www.theuka.us)




KKK na internetu

4. Heteronormativni
hodnoty nuklearni
rodiny

Tradiéni rodinné

© Barcroft USA

35. Homosexuality is a crime against Nature. All Nature declares the purpose of
the instinct for sexual union is reproduction and thus, preservation of the species.
The overpowering male sex drive must be channeled toward possession of
females, as well as elements such as territory and power, which are necessary to
keep them.

The United Klans of America
(www.theuka.us)

*x
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Loving our family!




UNITED NORTHERN AND SOUTHERN KNIGHTS

bF THE KU KL.UX Kl_AN HOME ARTICLES REALMS FORUM APPLICATION

Home » Articles » Articles » Archive » Women in the 21st Century Sunday, April 22, 2018

Our mission as women in the 21st century involves the renewal of our spirit and soul to penetrate our hearts, minds, and hands. One that serves as a change agent for social
justice, healing of civil discord, and remedy for the crises that plague us. The renewal of our soul and spirit is not limited. It can become a worldwide phenomenon, with never
ending perspective and potential that can empower actions locally, while planning and preparing for global outreach. As we seek to renew our spirit and soul, this can and will
transform us into the women of substance and purpose that we strive so hard to achieve.

As women of the 21st century, we are able to use our purpose, substance, and mission to transform our community, state, and world. Imagine, a transformed world in the 21st
century, one filled with men and women of faith, good will, common sense, and uncommon decency. A world filled with spirit and love, not hate and crime. We, as women in the
21st century, need to allow our creator to move us beyond the bad and evil of this country and into a new ever changing world that will generate a better future for our children.

We believe in family values. We strive to prepare a better future for our children. Teaching children family values helps them to understand the importance of family, to have

an identity, and to live according to the practices and traditions followed in the family. A family is defined as one who is connected by blood, faith, love, and happiness. Family
values mean culture, tradition, morals, and rituals practiced by the family.

4 : : : : :
r We believe in family values. We strive to prepare a better future for our children.

Teaching children family values helps them to understand the importance of family, to
have an identiy, and to live according to the practices and traditions followed in the
family.

/

to overcome the madness™” The choice Is ours.

United Northern and Southern Knights of the Ku Klux Klan




Statistiky cyberhate
////’!/jf/ 3 typy zkuSenosti:

Expozice — setkani se s
cyberhate

Viktimizace — obet cyberhate

Agrese — produkce
nenavistnych obsahu (hate
stranek, prispévku, komentaru,
zprav, obrazku, videi, ...)




N BNy

Nejcastejsi temata a cile
cyberhate?

In the past three months, have you seen hateful or degrading writings
or speech online, which inappropriately attacked certain groups of
people or individuals?

Hawdon et al. (2015). Online Extremism and Online Hate: Costello et al. (2016). Who views online extremism?
Exposure among Adolescents and Young Adults in Four Individual attributes leading to exposure.
Nations. = USA, data 2015; 15-36 let

= 4 zemé&; data 2013-2014; 15-30 let




N BNy

Nejcastejsi temata a cile
cyberhate?

Prevalence and type of negative material.

Table 2. Target of hate as witnessed by those exposed to hate material (per cent) Seen or heard negative views about a group:
Yes 65.4%
Finland uUs. Germany UK No 35 4%
Sexual Orientation 63 61 50 55 Nesgati"’e material described as: e
Ethnicity 67 60 48 57 tereotyping :

— - Scapegoating for personal problems 27.0%
Political Views 29 48 36 31 Scapegoating for national problems 24.5%
Religious Conviction/Belief 40 45 44 43 Advocated hatred 24.8%
Gender 25 44 20 44 Advocating violence 19.9%
Physical Appearance 44 41 31 39 Called for discrimination 16.6%
Physical Disability 17 13 17 18 Negative material pertained to:

Terrorism 18 22 15 19 Erimucity ar face 260
School Shootings 9 21 6 10 SEX.U::II orlentapop 3305
Misanth G | Hatred of Peopl 03 18 28 18 Religious conviction 27.3%
'santhropy or aeneral Ratred of Feople Nationality or immigrant status 20.7%
Sex/gender 20.6%
Political views 19.4%
Other 1.8%
Hawdon et al. (2015). Online Extremism and Online Hate: Costello et al. (2016). Who views online extremism?
Exposure among Adolescents and Young Adults in Four Individual attributes leading to exposure.
Nations. = USA, data 2015; 15-36 let

= 4 zemé&; data 2013-2014; 15-30 let




N BNy

Nejcastejsi temata a cile
cyberhate’?

Target
Blaya, C. et al. (2016). The . cine
involvement of the young people in
The Roms
cyberhate.
* Francouzska studie The Whites
* Online dotaznik (studenti 11-20) The Asians
« Expozice: 35,2 % Others

The Jewish people

The Blacks

The immigrants

The Arabs

The Muslims




Cyberhate expozice a viktimizace

Nejvyssi rozdily
mezi
Némeckem a
USA?

60

50

40

30

20

10

48

10

Finsko

ﬁ3

\_

16

USA

31

.
Némecko/

~

4

B Expozice mViktimizace

12

UK

Hawdon et al. (2015). Online Extremism and Online Hate: Exposure
among Adolescents and Young Adults in Four Nations; data 2013-
2014; 15-30 let.

Pouze pro
srovnani, jiny
vyzkum: EUKO
2017-2018; 11-
17 let.

Role svobody
projevu a jeho
vyznamu ve
spole¢nosti a
v legislativé
Role rozdilné
historické
zkuSenosti

DalSi duvody?




Cyberhate expozice a
viktimizace — ,,dusledky*

» NizSi socialni duvéra - Nizsi subjektivni pocit stesti a
- Generalizovana (online i offline) ~ spokojenosti se zivotem
- Partikularni (rodina, pratelé, - U expozice i viktimizace
sousedi)

- U expozice

Nasi et al. (2015). Exposure to online hate material and Keipi et al. (2018). Exposure to online hate material and
social trust among Finnish youth. subjective well-being.




Kdo se s cyberhate setkava?

Onlmve akt“{ll,ta i L RAT — Routine Activity
Pocet pouzivanych socialnich s Theory

Cas straveny online
Navstévovani nebezpecnych stranek (nasili,
sebevrazdy, pro-ana apod.)

Agresori cyberhate (viktimizace)

Predchozi viktimizace (online i offline)

Physical convergence in time and space




Kdo se s cyberhate setkava?

Finland us. Germany UK
On“ Facebook 48 63 77 64
P( YouTube 37 48 44 37
v Twitter 4 21 9 26
Cé  Tumbir 3 14 4 13
NE Wikipedia 2 5 4 5
se General message board 41 19 15 15
Newspaper message boards 22 6 14 7
A  Blogs 16 13 8 8 y

P‘Iz Home pages 5 5 6 2

Photosharing sites (e.g., Instagram) 4 7 3 4 sence of a

Online games 5 6 5 4 mIGAr
Instant messengers 2 4 4 4
Pop-up sites 2 6 2 5

—-teand space




Vliv socialnich vazeb?

Obéti online hate Agresori online hate
NizSi vazby na offline komunitu NizSi offline duvéra
(pratele, rodina) Vy$8i online duveéra, pocit
VySSi identifikace s online prinalezitosti k online komunité
komunitou Zijici sami
Keipi et al. (2017). Social Tie Strength and Online Muzi (O 3 % VI'CG)

Victimization.

: Kaakinen et al. (2018). Social capital and online hate
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Agresori cyberhate

60
53
50 48
40 39
31
30
20 16
10 12
10 III 4 4.1 4 09 3.4
0 = = [ -
Finsko USA Némecko UK

B Expozice mViktimizace ™ Agrese

Kaakinen et al. (2018). Social capital and online hate production.

33

EUKO
2018.

2017-




Cyberhate na socialnich mediich
— CR a Nemecko

Hanzelka, Schmidt (2017). Dynamics of Cyber Hate in Social Media: A
Comparative Analysis of Anti-Muslim Movements in the Czech Republic

and Germany.
Uprchlickéa krize; CR (Iniciativa proti Islamu), Némecko (Pegic
Analyza komentaru na Facebookovych strankach (2016)
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Cyberhate na socialnich mediich
— CR a Nemecko

Xﬁorir? meziskupinového kontaktu (intergroup contact theory) — 1954, Gordon
PO

Vznik pfedsudku
Kategorizace a generalizace

4 podminky pro snizeni predsudku:
Stejny status skupin (v momenté kontaktu)
Stejné cile
Spoluprace
Podpora autorit, prava a zvyku

Rozdilna situace v CR a Némecku




Cyberhate na socialnich mediich
— CR a Nemecko

» Cyberhate komentare a jejich cile Pegida Iniciativa proti
Islamu

Imigranti, 58 % 35 %
Iniciativa uprchlici
proti Muslimoveé 6 % 26 %
Islamu
Cyberhate 7 % 20 % Viady 7 % 15 %
komentare Politické elity i 7%
(EU, USA)
pelaiy 2 % 19 PFiznivci* 23 % 13 %
imigrantu

Nasilné 2% 7 % Ostatni 6 % 4 %




Cyberhate na socialnich mediich
— CR a Nemecko

Spoustéci udalosti (trigger events)

Reakce na zlo¢iny a kriminalitu | HORROR N SUBURBIA
Reakce na azylovou politiku MUSI.I M
49 4_~ 1‘1

Reakce na jiné specifické udalosti (pfF. ._f‘ G

zruSeni FB stranky, USA aktivita na CONVER -
Strednim vychode, obzaloba Martina i =
Konvicky, diskuze o svobodé projevu,

)

- T iy PR ey e o
; Jiis
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Socialni a politicky kontext

Table 2
; . Exposure to online hate in general and by different hate categories (frequencies and
Finsko; 15-30let ———
Data sesbirana 2013 a 2015 (jeden 2013 2015
meésic po listopadovych utocich v n % n %
Parizi) Seen online hate 88 46.8 139 73.9
Categories related to uncertainty
Ethnicity or nationality 58 56.9 112 80.6
Religious conviction 33 375 98 70.5
Political views 29 33.0 65 46.8
Terrorism 12 13.6 92 66.2
Categories not related to uncertainty
Sexual orientation 58 56.9 45 324
Appearance 37 42.0 35 252
Gender 22 255 37 26.6
Disability 14 15.9 16 1.5
n 188 188

Kaakinen et al. (2018). Did the risk of exposure to online hate
increase after the November 2015 Paris attacks? A group relations
approach.




ACTIVE HATE GROUPS

inthe United States in 2006

Boj s cyberhate? =«
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Boj s cyberhate?

Legalni kroky? Cohen-Almagor (2011)
Narodni / mezinarodni uroven? Speech vs. Speech
Svoboda projevu? Vzdélavani ve Skolach
Anti-hate aktivismus, Hate Watch S
skupin? (NPO), uzivatelske iniciativy

Obsahoveé filtry, blokovaci software

Poskytovatelé internetu (nejen
mazani, ale také prevence)

Zakony a mezinarodni konvence

Humor?
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