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Klasifikace rizik

o Je jich mnoho, skoro vzdy néeco
nekam nepasuje

o Rychly vyvoj internetu i zarizeni,

brostrednictvim jichz se k nému

dripojujeme




O co se muzeme na internetu bat

o O sebe

své zdravi, svoji
psychickou pohodu

o O sveé vlastnictvi

penize, majetek, osobni
udaje

o O ostatni

jejich zdravi, jejich

psychickou pohodu, jejich
vlastnictvi




O co se muzeme na internetu bat

o O sebe

|
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>
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/> Kyberéikana/online\

Q Zavislost /

obtézovani
Interakce s
neznamymi
Kyberstalking
Zdravotni problémy
spojeneé s
dlouhodobym
pouzivanim PC
Zavadny
(neprijemny)
obsah




O co se muzeme na internetu bat

o O sveé vlastnictvi

|

K PocitaC: Malware \

> Penize: podvodné
emaily, phishing,
pochybné
loterie/vyhry,
nedtvéryhodné
eshopy

> Kradeze identity

> Porusovani
autorskych prav

> (Skryty) marketing
Q Spamy




O co se muzeme na internetu bat
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, » MuUzeme byt svédky
o O ostatni vys$e uvedenych

chovani, ktera

ohrozuji nékoho
jiného

- J




Ruzni lidé Celi ruznym rizikum

o Uvédomit si, kdo je ohrozeniy a ¢im - zavisi na
tom, co kdo na internetu dél3

” e
Déti a
dospivajici

\

2 KRR TET




Ruzni lidé Celi ruznym rizikum

o Uvédomit si, kdo je ohrozenjy a ¢im - zavisi na
tom, co kdo na internetu dél3
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Ruzni lidé Celi ruznym rizikum

o Uvédomit si, kdo je ohrozeniy a ¢im - zavisi na
tom, co kdo na internetu dél3
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Nase role v deni na internetu

o Pasivni pFijemce obsahu
napr. prijemce e-mailu, ¢tenar online
zpravodajstvi
o Ucastnik online interakce s dal$imi
osobami
napr. chaty, diskuzni fora

o Iniciator chovani

napr. hrani her, psani blogu,
stahovani...




Nase role v deni na internetu

o Pasivni pfijemce obsahu
napr. prijemce e-mailu, ¢tenar online

zpravodajstvi
o Ucastnil
OSObav Stejné role mUzeme mit i v oblasti
sEISI# samotnych rizik: muZeme byt pasivnéjsi
Iniciat a pouze Cist Ci sledovat zavadné obsahy,
O 1nicCiato muUZeme se aktivné Glastnit néjaké
(E]Jgll interakce s dalsi osobou a miiZzeme takeé

sami rizikové chovani iniciovat.

staho




Nase role v déni na internetu

o
ahu
.3 O v r v -
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o Iniciator chovani

- napr. hrani her, psani blogu,
stahovani...



Model rizik - EUKO

o Negativni nebo pozitivni zkusenosti
jsou dusledkem interakce mezi
motivacemi chovani a roli (ditéte)

www.eukidsonline.net



Motivace

.

Obsah:
Dité jako adresat

Role ditéte

Kontakt:
Dité jako ucastnik

Chovani:
Dité jako aktér

Vzdelani, studium a
digitalni gramotnost

Vzdelavaci zdroje

Kontakt s ostatnimi, kteri sdili
Zajmy konkrétniho ditéte

Samostatng miciovaneg
nebo Kolaborativni uéeni

informacefrady (napf.
ohledné drog)

presvadiovani

= | Participace a Globalni informace Yymena v ramci zajmovych Konkrétni formy
E obéanska sKUpIn obéanské angafovanost|
= | angaZovanost
Pd
'-'_IJ Kreativita a Rozmanitost zdrojd Dité je vyzvano/Inspirovano, Yytvafenl obsahu
' | sebevyjadreni aby neco vytvorilo, nebo se na uZivatelem
- néfem podilelo
Identita a socialni Rada (osobnifchlednés Sociaini sité, sdileni zkusenosti | Vyjadreni identity
zapojeni Zdravirsexu, atd.) g gstatnimi
Komeréni Reklama, spam, Vyhledavani/sbér osobnich Hazardni hry, nelegaini
Sponzorovani informaci ( harvesling™) stahovani, hackerslvi
Agresivni Masilny/ Sikanovani, harassment Sikanovani nebo
hrliznygs (obléZovani), nebo stalking obtéfovani jinych
. nebezpefné pronasledovani
P nendvistny obsah (nEbezpetnep )
M| Sexualni Pornograficky/Skodivy Setkavani se s cizimi lidmi, Tvoreni/prenaseni
ra sexualni obsah lakani na schiizku poernografického
matenalu do pocitate/na
internet
Hodnotova Rasisticke, zkreslens Sebeposkozovani, neZadouci Poskytovani rad napr.

ohledné sebevrazdy/pro-
anorektickych




Obsah:
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anorektickych




Vulgar content shared with peers
Viruses automatically sending spam emails or
viruses to friends

Advertisements for dating sites (including sexual
or vulgar content)

Seeing inappropriate content without parents’
permission

Untrue information from the Internet used for
school assignments

School problems because of technology (i.e.,
viruses, slow internet)

Commercials with sexual content (Youtube,
games, web, pop-ups, e-mail)

Pornographic material

Sexual pictures or videos on the web (Ask,
Chatroulette)

Watching live pornography

Viruses put pornography on computers or SNS

Hate, vulgar and nasty messages

Bullying by peers or strangers

Creating fake SNS profile about somebody
Exclusion from a group in games

Being killed or cursed in games

Hacked SNS or game profile by peers

Reporting fake romantic relationships

Publishing sexual pictures of previous partner as
“revenge”

Publishing attractive pictures to attract peers
Meeting online strangers for dating purposes

Parent-child conflicts because of the Internet
Parents force child to be offline because of addiction
Posting rude or vulgar comments about parents

Offensive comments about teachers or creating fake
profiles of teachers
School problems after being online too much

Sexual communication, requests, and comments
Bullying with sexual content

Intentional publishing of sexual pictures to attract
peers in order to get likes

Shared revenge porn or virtual sex

Smabhel, D., Wright, M. F., & Cernikova, M. (2014)



Pop-ups or webpages asking for personal data
Viruses automatically sending e-mails, or posting
stuff or messages on Facebook

Overuse or addiction problems, including
headaches, reduced eating, reduced sleeping,
losing friends, eye problems

Seeing pro-anorexia web sites

Preoccupation by nasty/sexual videos or gaming

Racist content

Illegal activities, like downloading programs,
movies, and music

Videos with violence

Finding untrue or false information

Commercials telling you to buy, download, or win
something

Vulgar, nasty, hate websites, images, videos

Stolen / sharing virtual identity (e-mail, SNS profile,
avatar)

Hacked or hijacked account and posting untrue or
private information

Pretending to be someone else (e.g., celebrities,
known people, not existing people)

Lying about personal data

Sharing personal data (e.g., address, phone number,
photos, etc.) or too many private details

Requests for personal information from strangers
Meeting online strangers offline

Emotional problems after bullying or bothering contact
Losing contact with reality

Racist messages

Sharing illegal materials (e.g., programs, movies,
music) in P2P networks

Fake e-mails telling you that you can win something
Commercial e-mails

Smabhel, D., Wright, M. F., & Cernikova, M. (2014)



Klasifikace rizik dle OECD
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The Protection of Children Online: Risks Faced by Children Online and Policies to
Protect Them (Organisation for Economic Co-operation and Development, 2011)



Pojeti online rizik

o Online riziko: v digitalnim prostoru
o Pribuzné terminy:

rizikové chovani: nezadouci fenomén ohrozujici zdravi, pozitivni vyvoj,
pred kterym je potreba chranit (Jessor & Jessor, 1977)

roblémové chovani: poruseni uzakonénych a socialnich norem,
teré doprovazeno sankcemi (Jessor & Jessor, 1977)

antisocialni chovani: vyvojové dysfunkcni chovani (delikvence,
agrese, vandalismus) (Beranova, Jezek, & Sirlcek, 2011)

Riskujici chovani - ,risk-taking behavior": ucast na

takovém chovani, které mtze mit neblahé dusledky a které sou¢asné mdze
prindset néjaké 2|sky (Gullone & More, 2000)

o Riziko a ujma (EU Kids Online)
Co je rizikové?



Riziko X ujma
How upset the child felt after encountering the
risk online

W% ‘ery W% Fairly W% A it % Mot at all

Bullying
Sexual
Images
Sexual

messages
Meeting new
people

EUKO I



EUKO I

(http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx)

o Cil: vytvorit vyzkum zameéreny na
deti a kontext, srovnatelny napric
staty, zabyvajici se zkusenostmi deti
s online riziky

o ftf Setreni déti (9-16 let)
pouZivajicich internet a jejich rodi¢u
ve 25 zemich

o 25 142 déti plus jejich rodice, 2010


http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/Home.aspx

Implicitni provazanost rizik a prilezitosti

How do
children use

the internet?

Where
How
Amount
QO
S
Q
,f_" Skills
]
o
Ny
Q
Etc.

ﬁhat CN
children do

online?

N

Activities

Learn
Create
Play
Meet people
Hang out
Try new things
Bully others

Etc.

What
online factors

shape
experiences?

Opportunity/

Risk Factors

Positive content |

User-generated
content

Sexual content/
messages

Stranger
contact

Bullying

Personal data
misuse

Etc.

Whaw\

outcomes

result for the
child?

Benefits/
Harms

Learning
Self-esteem
Sociality
Values
In/excluded
Coping/resilience
Bothered/upset
Abuse

Etc.

Risks and safety on the internet: The perspective of European children (2011)
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Figure 2: EU children online (%) (Source: Eurobarometer, 2005, 2008)
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Whether child has been bullied online or at all

B3, Been bullied on the intemet

m % Been bullied at all, online or offline
14
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Whether child has met new people online and then met
them offline

B % Ever gone on to meet anyone face to face that you first met
on the internet

B % Ever had contact with someone you have not met face to

face before
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Sexual content
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Child (11-16) has encountered negative user-generated

content or data misuse
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Dalsi rizika v EU

o Stranky z potencialne skodlivym

obsahem
Nenavistné stranky - setkalo se s nimi 12 % déti
(11-16 let)
IPrto-ana stranky — 10 % déti, 20 % z divek 14-16
e

Stranky o sebeposkozovani - 7 %
Drogova fora - 7 %
Stranky o sebevrazdach - 5 %

o Zneuziti osobnich dat

,ukradeni identity (nékdo pouéiIIjef'ich heslo
nebo se za ne vydaval) - 7 % (11-16)

Zneuziti osobnich informaci - 4 %
Financni podvody - 1 %



Rozdily divky x chlapci - rizika

o Chlapci Castéji
hledaji utocné Ci nasilné obsahy
pristupuji k pornografickym obsahum
setkavaji se s nékym z internetu
davaji lidem osobni informace
o Divky éastéji
maji neprijemné pocity_z utocnych, nasilnych a
pornograflckych obsahu
chatuji s cizimi lidmi na internetu
dostavaji nechténé sex.komentare

jsou po nich pozadovany osobni informace, ale
davaji je méné casto

o Chlapci i divky jsou stejne ohrozeni
kybersikanou a obtézovanim



Riziko, uma a ...

o Co nas na rizicich zajima?

Predispozice

seSCCICEOIN. Ti, kteri se s nimi setkavaji x ti, kteri
- Situacni ne

Resilience Ti, kteri po setkani s rizikem zazivaji
Coping ujmu X ti, kteri ne
- K cemu setkani s rizikem (a ujmou)
Dopady

vede?




Jake faktory ovlivnuji vyskyt online rizik?

Usage |[m=) Activities =) (o or
factors

Psychological coping

Demographic
Risk Harm

INDIVIDUAL USER

A A r'y

SOCIAL MEDIATION Child as unit of analysis

& A A A

Cultural values
and attitudes

Education
system

echnical/medi
infrastructure

Socioeconomi
stratification

Regulatory
framework

NATIONAL CONTEXT Country as unit of analysis

Zdroj: Risks and safety on the internet: The perspective of European children (2011)



Prediktory online rizik

o Vek (vyssi)

Pohlavi (chlapci/divky)

o Vzdélani rodi¢u, Socioekonomicky status
(nizsi)

o Osobnostni rysy: sensation seeking, nizsi

sebevedomi (self-esteem), psychické potize,
problémové chovani

o Zpusoby pouzivani internetu: vy$si mnozstvi
pouzivani internetu, rozsah online aktivit,
digitalni schopnosti

O




Vztah mezi online riziky a pouzivanim
internetu

Figure 102: Children who have encountered one or Figure 105: Children who have encountered one or

more online risk factors by children who use the more online risk factors by children’s average number
internet daily, by country of online activities, by country
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Aktivity na internetu




Aktivity na internetu

o Pouzivani internetu ma jisté stupné
(data z UK, 9-19let) - ,, zebrik

prllezitostl“ (Kalmus, Pruulmann-Vergenfeldt,
Runnel, & Siibak, 2009; Livingstone & Helsper, 2007)

o V ruznych zemich ovéem
mohou byt rozdily




Stupen 1 - zaCatecnici

o Vyhledavani informaci

o zahrnuje 1-2 aktivity online,
nejcasteji vyhledavani informaci do
skoly a hrani her




Stupen 2 - Stredné pokrocili
uzivatelé

o Vyhledavani informaci, zabava a
komunikace - kolem 3-5 aktivit

o K prvnim dvéma aktivitam se
pridava email, sledovani videi




Stupen 3 - Siroce zamereni”
uzivatele”

o Pridava se IM, stahovani hudby;
pokracuje vyhledavani informaci,
rozsiruji se aktivity zahrnujici
kontakt s vrstevniky — predevsim
SNS

o Casté je i sledovani zprav onllne

o 6 — 9 aktivit




Stupen 4 — ,all-rounders” —
vSestranni uzivatele

o Hrani her — multiplayer, stahovani
hudby, filmu, publikovani fotografii,
vzkazy v diskuznich forech,
pouzivani webkamery

o Aktivity, ktere vétSinou spadaji pod
,conduct™ - aktivné spoluvytvari
obsah na internetu

o 10 a vice aktivit W W ORLD W




Stupen 5

o 13 a vice aktivit

o Zahrnuji chatovani, pouzivani
strdnek na sdileni soubord,
vytvareni postav, virtualni svéty,
psani blogu

BLOG

il ) B




Table 11: Factor analysis on online activities

_E

Visited a social networking
prifile

How many profiles on social
networking site
Uszed instant messaging

Put photos, videos or music
to share with others

Sentreceived emails
Watched video clips
Downloaded music or films

Mumber of risky online
activities

0.78

0.62

0.61

0.55
0.50
0.46

0.39

034

0359

0.30

0.39

Faktorova analyza online aktivit

Written a blog or online diary
Put a message on a website
Visited a chat room

Uzed file-shanng sites

Used a webcam

0.37

0.69
0.56
0.45
D43
0.36

How often have you played
internet games

Flayed games with other
people on the internet

Spent time in a virtual world

Created a character, petor
avatar

D.45

0.45

0.71

0.70

0.54

0.51

Used the internet for school
work

Fead/waiched the news on
the internet

|
Base: All children who use the intemet

Only loadings ==0.30.

0.74

0.58

Faktor 1 - Komunikace: SNS, IM, emaily —
spolecny rys — jsou prevazné komunikacni
nebo uzce spojené s komunikaci s pratel
(videoklipy, hudba)

Faktor 2 - Kreativita: blog, zpravy, chaty,
webkamera, sdileni souboru - vyzaduiji
urcitou kreativitu

Faktor 3 - Hrani: hrani a pfibuzné aktivity
(avatar, virtualni svéty)

Faktor 4 — Vzdélavani: Skolni prace,
Cteni/sledovani zprav



Metodologicke potize

o Pouzivani internetu

Frekvence, doba
Misto
Aktivity, zpUsob pouzivani stejné véci




averem

o Na internetu existuji rizika, ale i
prilezitosti

o Tim, ze se s nimi setkavame, se s nimi
zaroven ucime zachazet a predchazet
dalsSim podobnym zkusenostem

o Mnozstvi rizik je provazano se
zpusobem pouzivani internetu

o Omezovani a zakazovani internetu
problém s riziky neresi



Literatura

Douglas, M., & Wildavsky. A. (1982). Risk and culture. Berkeley: University of
California Press.

Guan, S.A. & Subrahmanyam, K. (2009) Youth Internet use: risks and opportunities.
Current Opinion in Psychiatry, 22, 351-356.

Hasebrink, U., Gorzig, A., Haddon, L., Kalmus, V. and Livingstone, S. (2011) Patterns
of risk and safety online. In-depth analyses from the EU Kids Online survey of 9-16
year olds and their parents in 25 countries. LSE, London: EU Kids Online.

Hasebrink, U., Livingstone, S., Haddon, L. (2008) Comparing children’s online
opportunities and risks across Europe: Cross-national comparisons for EU Kids Online.
London: EU Kids Online (Deliverable D3.2).

Iki_\éingost?_ne, S. & Haddon, L. (2009). EU Kids Online: Final report. LSE, London: EU

ids Online.

Lobe, B., Livin?stone, S., C')Iafsson, K. and Vodeb, H. (2011) Cross-national comparison
of risks and safety on the internet: Initial analysis from the EU Kids Online survey of
European children, London: EU Kids Online, LSE.

OECD (2011), “The Protection of Children Online: Risks Faced by Children Online and
Policies to Protect Them”, OECD Digital Economy Papers, No. 179, OECD Publishing.
http://dx.doi.org/10.1787/5kgcijf71pl28-en

Smahel, D., Wright, M. F., & Cernikova, M. (2014, in press). Classification of online
problematic situations in the context of youths’ development. Communications:
European Journal of Communication Research.

Valkenburg, P.M. & Soeters, K.E. (2001). Children's Positive and Negative Experiences
With the Internet: An Exploratory Survey. Communication Research, 28, 652-675.



http://dx.doi.org/10.1787/5kgcjf71pl28-en
http://dx.doi.org/10.1787/5kgcjf71pl28-en
http://dx.doi.org/10.1787/5kgcjf71pl28-en

