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OUR OVERALL Y2015
CYBERINTELLIGENCE
BUDGET WAS #8.1 BILLION—

=YET IT WASNT ENOUGH
TO PICK UPON THE FACT
THAT NO ONE ELSE HAS
USED THE PREFIX CYBER-
FOR LIKE A DECADE?




Typy aktéru A ldeclogie
hacktivismus milice

kyberterorismus

Spionaz
<€

jednotlivec sabotaz  stat

financni kriminalita

kradeze identity

zisk
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Priklady akteru A ldeclogie
Anonymous SEA
77?
PLA 61398
<€
jednotlivec Equation
Group
Russian Bussiness
Network, vDOS
zisk

stat
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Priklady utoku A ldeclogie
#OP Payback Estonsko
2007
7
Flame
<€ >
jednotlivec Stuxnet stat
DDoS for hire
,higerijsky princ”
ransomware
zisk




CIA

- confidentiality
- integrity

- availability



Hlavni statni aktivity

Spiondz (https://apt.securelist.com/#secondPage)

- sabotaz (Stuxnet, Shamoon)

- cenzura (Great Firewall of China)

- informacni valka/propaganda (Rusko)

- demonstrace sily a nelibosti (Estonsko 2007)

- podpora konvenénich operaci (Gruzie 2008, Orchard 2007)


https://apt.securelist.com/
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Internet traffic to and from Egypt on January 27 - 28. At
5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

January 27 January 28

—— R ittt

Credit: Arbor Networks
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karsi bir ka\k'\smasidi

karsi sizler sokaga Ve
sahip cikmaya cagiriyorum.
Devletine milletine sanip cik

Recep Tayyip Erdogan




Error 522

mnection timad out

You wwwilocal projecthoneypot.org
Browser CloudFlare Host
Working Working Error

What happened? What can | do?

The initial cannaction butween CloudFlare's netwark and the IF your're 2 isitor of this website:
origen web server tmed out As & result, the web page can not be Please ry agan in a few minutes.
displayed,

If you're the awner of this website:

Contact your hosting provider letting them know your web server
15 not campleting requests. An Error 522 means that the request
wits able to connect to your web server, but that the reguest didnt
finish, The most likely cause ks that something on your server is
hogging resaurces. Additional troubleshooting informatian here

ClouwdFlare Ray 10 0240 30c20020363 + Help + Performance & Secunty by Coudilare
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Demytizace

1. sibirsky plynovod 1982

2. mrtvy mafian

3. Lodz 2008



A CRYPTO NERD'S WHAT WOULD
IMAGINATION * | ACTUALLY HAPPEN:

HIS LAPTOP's ENCRYPTED. HIS LAPTOP'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR. | | DRUG HIM AND HIT HIM WITH

CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL
NO GooD! TS HETBLSUSTHEPASW.
uo% -BIT RSA‘ GOT' T,

EVlL PLPcN
IS FOILED! \E@%




