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KYBERNETICKE HROZBY

Kyberneticka kriminalita

« Trestna cinnost, pro kterou je urcujici vztah k software, k datim, respektive
ulozenym informacim, respektive veskeré aktivity, které vedou k
neautorizovanému c¢teni, nakladani, vymazani, zneuziti, zméné nebo jiné
interpretaci dat

Kyberneticky terorismus

« Kyberterorismus zahrnuje agresivni a excesivni jednani, které je provadéno se zamérem
vyvolat strach ve spolecnosti, a jehoz prostrednictvim je dosahovano politickych,
nabozenskych nebo ideologickych cill. Za vyuziti kyberprostoru a informacnich a
komunikacnich technologii ohrozuje chod statu, jeho Ustavni zrizeni nebo
obranyschopnost mimo jiné cilenim na kritickou informacni infrastrukturu a vyznamné
informacni systémy.

) Kyberneticka spionaz

M « Uziti/zneuziti ICT s cilem ziskat citlivé informace bez souhlasu jeho
drzitele/majitele. Provadi ji statni i nestatni aktéri za Ucelem ziskani strategické,
ekonomické, politické,

nebo vojenske prevahy.

Kyberneticka valka

« Narodni stat (Ci skupiny podporovane statem) cili na sité a systemy jiného statu za
ucelem jejich zmcem Ci naruseni, zpUsobeni Skody, extrakce/zniceni citlivych
informaci, naruseni bOJeschopnosU apod. Utoky provadi predevsim specializované
VOJenske/zpravodaJske jednotky.




Proc je nutna mezinarodni spoluprace?

Relativni nezavislost kyberprostoru na
geografickych/policy hranicich

Vétsina kybernetickych bezpecnostnich incidentl ma
preshranicni/mezinarodni povahu

Problematika vymahani préva v kyberprostoru

GOIII’EBATIIIN



Mezinarodni spoluprace

Mnoho Urovni: preshranicni, regionalni, mezinarodni,

Mnoho dimenzi: kyberkriminalita, kyberterorismus,
incident response, ...

Mnoho druhu: sdileni dat a informaci, memoranda,
konvence, ...

Mnoho aktéru: mezinarodni t OOPERATION...

(’

organizace, vlady/stat, |
soukromy sektor, " %‘

akademie, ... A
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'COOPERATION'EVERYWHERE
5




Historie spoluprace v kybernetické

bezpecnosti: 1988 - Morris worm
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The Morris Internet Worm
source code
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CERT/CSIRT

Dalsi nazvy, s kterymi se muzeme setkat
jsou napr.:

IRT (Incident Response Team),
CIRT (Computer Incident Response Team),
SERT (Security Emergency Response Team),
CIRC (Computer Incident Response Centre)
a dalsi
Vsechny spojuje zvladani a reseni
kybernetickych bezpecnostnich
incidentu - incident handling/response

V kazdém state na vrcholoveé urovni
min. 1 TOP-level CERT/CSIRT

THORIZED
USE CERT



TYPY CERT/CSIRT

Narodni/vladni Produktoveé (Cisco PSIR
(GovCERT.CZ, SingCERT) Adobe PSIRT)

Regionalni (TF-CSIRT, Byznys / Poskytovatele
AfricaCERT) incident handling (Team

Sektorovy (ICS-CERT) Cymru, Nixu, Mandiant)

Akademicky (CESNET-
CERTS)

Vojensky (Centrum CIRC)

Interni (ACTIVE24-CSIRT,
CSOB-Group-CSIRT)

Koordinac¢ni (GovCERT.CZ,
US-CERT)




Constituency

Pole pusobnosti - Soubor subjektu, kvuli kterym byl
CERT/CSIRT vytvoren/komu poskytuje a nabizi sluzby

Constituency muze byt jak neomezena, kdy CERT/CSIR
poskytuje sluzby komukoliv, nebo omezena (ve véetsine
pripadu), kdy poskytuje své sluzby jen vybrané, Uzke
komunité

Muze byt vsak obtizné prehledné a jednoduse definovat
constituency

RFC 2350 standard (zakladni info o moznostech
kontaktovani, odpovednosti a nabizenych sluzbach)




GOVId1AKw4

> verejné instituce a kriticka informacni infrastruktura v
Ceské republice

%) CSIRT.CZ

- celd Ceska republika, tzn. vsichni uzivatelé a viechny
provozované v Ceské republice se nachazi ve sfére
CSIRT.CZ



CSIRT-MU

Constituency bezpecnostniho tymu Masarykovy univerzi
CSIRT-MU muze byt definovana:

yuniverzitni sit Masarykovy univerzity“

skrze domenu ,,*.muni.cz“ (tj. fss.muni.cz;
ff.muni.cz; apod.)

a skrze rozsah IP adres (vsechny IPv4 adresy z rozsah
147.251.0.0/16, vsechny IPv6 adresy z rozsahu
2001:718:801::/48)




CERT/CSIRT - cinnosti a aktivity

Dulezita je kooperace a duvéra se svou constituency a
ostatnimi CERT/CSIRT

Esencialni soucasti zvladani a reseni kybernetickych
bezpecnostnich incidentu + dalsi sluzby (ovlivnuje
financni prostredky, technologické vybaveni a lidsky
kapital)

CERT/CC vytvoril zakladni klasifikaci CERT sluzeb, ktera
by méla slouzit k veétsi konzistenci a srovnatelnosti popis
CERT sluzeb




FIRST

Zalozeno 1990

Forum for Incident Response and
Security Teams

Sdruzuje CERT komunitu na globalni

urovni

Hlavnim cilem: sdileni informaci a

zkusenosti mezi CERT pracovisti a

pomoc pri rozsahlych kybernetickych

bezpecnostnich incidentech
Aktualné stovky clenu

Status: member

nKJi

ecurity Together



FIRST members growth by year*

316
288

252
216
180
144
108

72

36
0

9091 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12 13 1415
W Africa B Asia Central America B Europe B Middle East ® North America

B Oceania South America B The Caribbean B Total

(*) The statistic measurement method and regional breakdown changed in 2007.



Members around the world

l Czech Republic (2 teams)

Search results for: Czech Republic (2 teams)

Team name Official Team name
CSIRT.CZ The Czech Mation T
GovCERT.CZ Government CERT of the Czech Republic

FIRST followes the International Olympic Committee country name listings.
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TI-GEANT

2000 - zalozena evropska komunita
CERT/CSIRT tymu za Ucelem reseni =
spolecnych potreb a budovani \W TF-CSIRT
infrastruktury, ktera by poskytovala Trusted Introducer
dulezitou podporu vsem bezpecnostnim
tymdm, zamérenym na reseni a rizeni 2
bezpecnostnich incidentu GE ANT
Pro akreditované / certifikované tymy

jsou k dispozici sluzby, které jim umozni

efektivnéji spolupracovat a ucinnéji si

vyménovat informace



TI-GEANT

Status:
Listed (splnéni zakladnich pozadavki) \W- TF-CSIRT

Accredited (narocnéjsi proces - Trusted Introducer
standardni stupen)

Certified (pouze mala cast tymu

-~
/ potvrzeni vysoké vyspélosti tymu) GE ANT

TRANSITS / TF-CSIRT meetings

Dalsi regionalni platformy: AfricaCERT,
APNIC, ...




k= Czech Republic
CESNET-CERTS
CSIRT-MU

CSIRTCE
CLMNIC-CSIET

GOWVCERT.CL

Accredited (since 27 Jan 2008)
Certification Candidate (since 26 MNow 2015)
Accredited (since 13 Oct 2011)

Accredited (since 26 Aug 2010)

Accredited (since 21 Aug 2014)




k= Czech Republic
2CCSIET
ACTIVEZA-CSIRT
ALEF-CSIET
CASABLAMCA CZCSIRT
CODT-CERT
CESMNET-CERTS
Zoalhousing CSIRT
CS-CSIRT

CSIRT Merit

CSIRT-MU

CSIRT-VUT

CSIRTCZ

CSO0B-Group-CSIRT

Listed (since 15 Sep 2014)

Listed (since 09 Feb 20132

Accreditation Candidate (since 05 Sep 2016)
Listed (since 08 Mar 2014

Listed (since 16 Jul 2014)

Accredited (since 27 Jan 2008)

Listed (since 17 Sep 2014)

Listed (since 11 Mar 2016)

Listed (since 25 Mar 2015

Cerification Candidate (since 26 Mov 2015)
Listed (since 20 May 2014)

Accredited (since 13 Oct 2011)

Listed (since 29 Oct 2014)

CZMIC-CSIRT

DIAL-CERT

FORPSLCSIRT

GOVCERT.CZ

ISPA CSIET

KAORA-CSIRT

02.cz CERT

SEEBET

SEZMAMCZ-CSIRT

SOCA

TWMZZ CEIRT

WWEB4U-CSIRT

Accredited (since 26 Aug 2010)

Listed (since 16 Dec 2013)

Listed (since 19 Jul 2015)

Accredited (since 21 Aug 2014)

Listed (since 13 Aug 2015)
Listed (since 04 War 2015}
Listed (since 01 Jan 2014)
Listed (since 25 Oct 2014)
Listed (since 18 Oct 2013)
Listed (since 04 May 2016)
Listed (since 08 Aug 2016)

Listed (since 19 Jul 2015)
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Kultura CERT/CSIRT komunity

CERT/CC jako pionyr a prapuvodce komunity

Cela komunita sdili nékolik klicovych principu, ktere

prameni ze spolecného presvedceni, chapani a pohledu

kybernetickou bezpecnost

Dulezitost vzajemné komunikace a predevsim duvéry m

cleny, jako dulezité prerekvizity k ucinné a uspésné

spolupraci

Problém navysovani davéry/spoluprace (,,Hlava 22%):
Nezbytnost - iniciuje kooperaci s moznym pozitivnim vysledke

Trusted introducer - zalozeno na dobrych vztazich mezi clen
(vyuzivano napr. v FIRST, TF-CSIRT)

Prilezitost - vytvari vazby mezi ¢leny / zapojovani se
komunity (napr. vyvoj bezp. nastroji)




edtum: ST medewerker

ANALYZE WRITE PUBLISH CONFIGURATION TOOLS STATISTICS

Categ or). Start date End date

Mark 3s read Mark as important

Timestamp Source Title / desaription

i-Net Solution Matrimonial Script alert.php Cross Site Scripting Vulnerability J e Q
CSecuriyfocs|  5010.07-06 -
I_ r‘:-r:_'-:[: _I I\_JI -
14:04:186 Release of Cacti 0.8.7g Beta 2 and MORE
[ 06-07-2010 Sun Java System Web Server Admin Interface Denial of Service Vulnerability = O Q
13:48:16 OSecuritfocss|  5010-07-06 -
] [webapps] - Pre Multi-Vendor Shopping Malls SQL Injection Vulnerability & ._:_'J‘;. 'y
Auth Bypass Vulnerabilty. R
r 10 @) SecurtyLab H264WebCam NULL Pointer Dereference PoC l_:} 'y
/A Target: H264WebCam 3.7 Impact: Denial of service
[T 06-07-2010 =| ScriptsFeed Auction Software "id" SQL Injection Vulnerabilities 1 Q
131-2R-A5 SeLUnI ] Mnadaratahs ~riticra

LOGOUT

Switch to custom search

| W

06-07-2010 L2 ﬂ Search!

Bulk anahysis Multiple analyses




Sdileni informaci a dat

I'MNOTGOI

I IIIIN | WAN'I' 1 'I'll GET
| AllTISM

iemegenerator.net




Sdileni informaci a dat

Nejruznéjsi informace a data od dalSich CSIRT,
AV spolecnosti, ISP, a dalSich partneru

Feedy/fora:
MalcOde; Malware Domain List; Shadowserver; Zone-H;
Phishtank; Abuse.ch, ...

P S
‘ h PhIShTank Out of the Net, into the Tank.
ABUSE (¢

shsdowETwlEs




shsdowEEaE .

ide || Home

Mission

Introduction

The Shadowserver Foundation is continually seeking to provide timely
and relevant information to the security community at large. We also
seek to increase our level of research and investigation into the activity
we discover. As such, we list our goals and plans for the next six to
twelve months:

Standards and
Guidelines
Organizations

Goals

@ Investigate and contribute to new technologies in botnet control.

@ Develop and deploy new methods for harvesting malware and
studying its behavior.

‘tations @ Develop and utilize additional techniques for gathering and
analyzing botnet data and network flows.

@ Work more closely with ISPs, Hosting and DNS providers in the
identification and mitigation of botnets and malware propagation.

@ Increase our collaboration with other key security organizations
and researchers to share discoveries and analysis.

@ Develop and release whitepapers and reports based on our
research.

@ Further develop our website to provide information and reports to
the interested public.

@ Participate in future security conferences and workgroups.

@ Increase our communication with the public through irc, mailing
lists, and the website.

and Forums




Co se sdili?

Indikatory kompromitace (loCs): virové signatury,
skodlive IP adresy, malware soubory, URL,
doménové jmeéna

Kontextoveé informace napr. o malware
kampanich, informace o modu operandi
utocnikd,

Pripadové studie a reporty o incidentech,

Varovani o moznych ci potencialnich obétech
utoku,

Desifrovaci klice u ransomware Utokd,

Detaily zajmovych Uc¢tu na socialnich sitich a
dalsi




https://www.phishtank.com/



https://www.phishtank.com/

http://www.malwaredomainlist.com/mdl.php



http://www.malwaredomainlist.com/mdl.php

Jak a kolik se toho sdili?




Home

List Events
Add Event
Import From MISP Export

List Attributes

Search Attributes

View Proposals

Events with proposals

Export

Automation

Q My Org

Published Org

,/ CUDESO
v CUDESO
J CUDESO
® CIRCL
»® CIRCL
» CIRCL
v CIRCL
v CIRCL
v CUDESO
v CIRCL

Owner Org

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

ORGNAME

Id

93

91

92

43

44

7

25

MISP

Threat Sharing

Tags

tip:white |

tip:white |

tip:white |

tlp:white

malware_classificatio

malware:

category="Ransomware

#Attr.

70

847

290

92

25

32

Email

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

admin@admin.test

Date

2016-03-23

2016-03-07

2016-03-25

2016-02-13

2016-03-21

2016-03-17

2016-03-17

2016-03-16

2016-03-11

2016-03-16

Threat Level Analysis

Medium

Low

Low

Medium

Low

Low

Low

Completed

Completed

Completed

Completed

Completed

Initial

Initial

Completed

Completed

Initial

Filter

Info

SAMSAM: THE
DOCTOR WILL SEE
YOU, AFTER HE PAYS
THE RANSOM

Ad Serving Platform
Used By PUA Also

Delivers Magnitude
Exploit Kit

PETYA Crypto-
ransomware Overwrites
MBR to Lock Users Out
of Their Computers

OSINT - Turla -
Harnessing SSL
Certificates Using
Infrastructure Chaining

OSINT - STOP
SCANNING MY
MACRO

Potential SpamBots
(2016-03-17)

Malspam (2016-03-17) -
Dridex (122), Locky

OSINT - AceDeceiver:
First iOS Trojan
Exploiting Apple DRM
Design Flaws to Infect
Any iOS Device

PowerSniff Malware
Used in Macro-based
Attacks

Locky (2016-03-16)

Admin X

Distribution

All

Al

All

All

All

Al

Al

All

All

Actions

ol J=|

]

]

i G

i@

@

@

@
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Bp

8




MISP
(3492)10Cs related to Mirai attacks o...

MISP

5.188.232'8

) DSEERpS57fed5de9278

Event 3513 gelc H5 2 a'i.--..._-__ PRABAdefER{ eBa73

o ISP
Organisation: InThreat 4 oCosbpsdrod c6ea2ab1dbé)3)6&992a57 ok voctor — bot
ew viiral attack veclor — bot...
Date: 2016-12-01 X - "lﬂ' 8h845eibeed fi]43dd3567dd026b1d
Analysis: Completed cure SalTere R TP PR AR PRAR AR08 B
Info: New wave of Mirai attacking i\ N < 51)3476b542blikd21b4cbc8e91450d
home routers \ \\ [“ Bjtp:/1.0 EE! SREnosyt
E%I BeIcocalin
1fce697993690d4 1171 GO tO BVBnt FGEn "‘l ape hRe d7f5f22h&ﬁ|§, C hos%@ﬁ%ﬁa&is
°59§9§BE@JFH%§EFREE§€ ; .
A L \ http://l.ocalhost.host/5
0466583 - 34Pe808 65866204 2pRes R B 9E0- o)
' MISP
afAses 1 iEbfEbeatine (3522) Mirai update 02/12

E irai

99f9e7c6d
be110d55
MISP

49b3acal Giifieddetian seAaRpRIHedaItealeec  (3569) OSINT - Now Mirai Has DGA Featu...

MISP

(349R) Mirai 30/11

(3496) New Mirai scanning port 7547 - ...




Problémy sdileni informaci a vzajemné duveéry

Otazka odpoveédnosti / poskozeni reputace / duvery
constituency

Vnitrostatni pravni predpisy (napr. zakony o datove
lokalizaci, GDPR)

Cina, Vietnam, iran, Rusko X Australie, Kanada
Ruzné duvody/politicke cile:

od zajisténi ochrany osobnich Udaju svych obcanu

az k ochrané statni suverenity

Ci podpore rustu domaci digitalni ekonomiky




Stat vs. CERT/kyberneticka bezpecnost

V poslednich nékolika letech
tema kyberneticke bezpecnosti
katapultovano z uzavreneho
prostredi technickych expertu
az na politické vysluni

W‘q.«-
\ :
‘ S
L T T e T e e R R i < e

Vertikalni/horizontalni

rreeeeet

Virus Stuxnet / narust
kyberkriminality/
kyberspionazni kampané /
Estonsko 2007 / 11. zari 2001
— Politizace / sekuritizace
tématu




ICS/SCADA
cyber security
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THE AMOUNT OF INSECURE
g IBS/SCH"IM\

ICS/SCADA
cyber security

memecraamran 0

Ted

2011
OMG
STUXNET

<2011




\
KYBERNETICKA BEZPECNOST STATU
]

Plsobeni zpravodajskych sluzeb

Kyberneticka obrana

L
CRit ~ . Vé . . .
ol Kyberneticka kriminalita

1

Kyberneticky
bezpecnostni incident

proaktivni oblast i I " reaktivni oblast

A




Narodni CERT vs. zpravodajské sluzby a policie

Spolecny cil: zabezpeceni kyberprostoru
Rozdilna mise / mandat / uroven expertizy / pohled na

Narodni/vladni CERT: hlavni priorita - ochrana IS a
KS/infrastruktury pred zranitelnostmi/utoky

LE/IA: hlavni priorita - redukovat pocet
hrozeb/fokus na aktéry; vnimani
kybernetické bezpecnosti

jako zalezitost fyzické a narodni
bezpecnosti



Narodni CERT vs. zpravodajské sluzby a policie

- Redeni incidentu vs. vyuziti incidentu
- Problematicky vztah nékterych LE/IA s nékterymi vendory
- Blizky vztah CERT a LE/IA muze podryt divéru CERT

- Spory prameni z nepochopeni poslani a kultury CERT komunity

- Jak nalozit se 0-day zranitelnostmi?




Komercionalizace kybernetické bezpecnosti

Komodifikace a kumulace zranitelnosti (zero-days vulnerabilities)
Zdroj financi napr. pro soukromé firmy (nakup/vyhledavani)

Podporuje konkurencni prostredi (paradoxné nenavysuje
kyberbezp.)

Pripad NSA / statem kupované zranitelnosti?

Negativné pusobi na spolupraci v CERT komunité

ADOBE READER $5,000-$30,000
MAC OSX $20,000-%$50,000
ANDROID $30,000-$60,000
FLASH OR JAVA BROWSER PLUG-INS $40,000-$100,000
MICROSOFT WORD $50,000-$100,000
WINDOWS $60,000-$120,000
FIREFOX OR SAFARI $60,000-$150,000
CHROME OR INTERNET EXPLORER $80,000-$200,000

10S $100,000-$250,000



S o (U) Stealthy Techniques Can Crack Some of SIGINT’s
Hardest Targets
oad

4

By: (U/FOUO) | I, Chicf, Access and Target Development (§3261)

(TS//SI//NF) Not all SIGINT tradecraft involves accessing signals and
networks from thousands of miles away... In fact. sometimes it is very

hands-on (literally!). Here’s how it works: shipments of computer network \ [
devices (servers, routers, etc.) being delivered to our targets throughout the world are
infercepted. Next, they are redirected to a secret location where Tailored Access
Opcrations/Access Operations (AO — S326) employecs, with the support of the Remote
Operations Center (S321), enable the installation of beacon implants directly into our
targets’ clectronic devices, These devices are then re-packaged and placed back into
transit to the original destination. All of this happens with the support of Intelligence
Community partners and the technical wizards in TAO.

(TS//SI//NF) Such operations involving supply-chain interdiction are some ol the most
productive operations in T'AQO, because they pre-position acecss points into hard target
networks around the world.

(TS//SI//NF) Left: Intercepted packages arc opened carcfully; Right: A “load station”
implants a beacon




Pripad FBI (FOIA) - posouzeni obecné kybernetické bezpecnos
zabezpeceni informaci, rozvédné a kontrarozvédné aktivity, vyma
prava, vojenské ofenzivni operace a ochrana kritické infrastruktu

Federal Bureau of Investigation
Science and Technology Branch
Operational Technology Division

. SECBE igmu"‘-_jRN‘[._

FBI Equity Discussion
April 24, 2014

Use of Zero-Days & Policy |

Commercial & Government Information Technology and
Industrial Control Product or System

Vulnerability Equity Policy & Process




Narodni CERT vs. zpravodajské sluzby a policie

Vyhody spoluprace:
Efektivnéjsi reseni a koordinace incidentu
Kontextualizace kybernetickych utoku / incidentu
Odstraseni nepratel / utocniku

GIIIIPEBATIIIN




Narodni CERT vs. vojenské slozky

Drive neexistence enormni nutnosti spoluprace
(civilniho a vojenskeho sektoru)

Omezeno na spolupraci v CERT komunitée

NATO summit 2014, 2016 + nardstajici 4%; =
zavislost na kyberprostoru - L

a kriticnost jeho NATO | Warsaw

Selhéni 8-9 VII 2016




Narodni CERT vs. vojenské slozky

Vnéjsi vs. vnitrni bezpecnost

Kyberneticka obrana vs. bezpecnost NSTALEDIKATILINUN

Atribuce?
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KOMUNALNI VOLBY VOLBY V KRAISKYCH MESTECH  SENATNIVOLBY DOMACI Y38 RE

Nizozemsko vini Rusy z pokusu o
hackersky utok na Organizaci pro
zakaz chemickych zbrani

¥ aktuauzovAno Pred hodinou

Nizozemsko ve ¢tvrtek obvinilo Ruskou federaci z pokusu o hackersky tGtok
na Organizaci pro zakaz chemickych zbrani (OPCW). Ministryné obrany
Ank Bijleveldova uvedla, Ze jeji zemé po rozkryti operace na svém tzemi
vyhostila ¢tyfi ruské agenty. Ti byli zadrZeni 13. dubna, fekl podle agentury
Reuters $éf nizozemské vojenské rozvédky Onno Eichelsheim. Ministryné
zaroven oznamila, Ze Nizozemsko si predvolalo ruského velvyslance.
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Narodni CERT vs. vojenské slozky

Role CSIRT/CERT?

Situace
Mirovy stav
. . .| Kybernetickésitové
Technika kybernetické Aktivni kyberneticka | Defenzivni kybernetic
operace [ nasazeni
obrany obrana / hack back obrana / fortifi
kybernetickych zbrani
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Narodni CERT vs. vojenské slozky

Role CSIRT/CERT?

- Zajistovani kybernetické bezpecnosti Centrum-CIRC
vojenskych systému a siti FR-MIL-CERT
- Detekce a reseni incidentd spolu
s kontinualnim navysovani robustnosti a

odolnosti vojenské infrastruktury

- Zajistovani kybernetické obrany statu USCYBERCOM
- Nasazovani ofenzivnich kapacit Defense Cyber

v kyberprostoru k defenzivnim i ofenzivnim Command (DCC)

ucelim




Narodni CERT vs. vojenské slozky

Valceni je stale povazovano za exkluzivni vojenskou
zalezitost X velka zavislost na civilnim sektoru

,Vabeni“ tradicniho mysleni / aplikace na
kyberprostor problematicka (role doktrin?)

Spoluprace pri defenzivni a ofenzivni casti
kybernetické obrany?

Zapojeni do CERT komunity? (CSIRT.MIL.SK)




jak ubranime nase sité




Mezinarodni spoluprace: CR

x * s

* *

. enisa
European Network

x 4 and Information
4 Security Agency

CCDCOE

Cooperative Cyber Defence
Centre o f Excellence
Tallinn, Estonia
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Mezinarodni spoluprace: CR

Strategicti partneri
o U.S. - Federal Bureau of Investigation,
US Department of Homeland Security,

Department of Defense, Microsoft, Cisco
Systems a dalsi

o South Korea - intelligence community
o lIsrael - Ministry of Defense Security Authority
(MalMab), National Cyber Bureau, CyberGym

Cyber attache - US, (Israel), Brussels
(EU/NATO)
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Mezinarodni spoluprace: CR

Cyber attaches

o Prohlubovani vztahu a bilateralni spoluprace se strategicky
partnery - the U.S. and Israel

o Zisk lepsiho prehledu o diskuzi v otazkach kyberneticke
bezpecnosti - NATO/EU instituce

o Snadnéjsi prosazovani narodnich priorit v zahranici a lepsi
koordinace aktivit jednotlivych Uradu/resortu v lyberneticke
bezpecnosti a spjatych oblastech




Priklad spoluprace s USA

o Pravidelné sdileni analytickych vystupu / informaci a
dat s vybranymi subjekty/agenturami

o Provadéni TTX pro USCYBERCOM, NATO ACT, Norfolk
and U. S. academia and think tanks

o Pravidelnée navstévy a bilateralni jednani s vybranymi
subjekty/agenturami

o Lekce: napr. George C. Marshall Center - European
Center for Security Studies (Program on Cyber Security
Studies - PCSS), U.S. Congress
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Poslani a Constituency

Poslani: Prispivat k navysovani ochrany a zabezpecen
a statnich organu, respektive pomoci jim uc¢inné celit
bezpecnostnim vyzvam, reagovat na incidenty,
koordinovat kroky k jejich reseni a ucinné jim
predchazet.

Constituency: verejny sektor a kriticka informacni
infrastruktura

Typ: Vladni/Koordinacni tym (nejedna se o interni typ




Detekce incidentu

Nasazeni sitovych sond
Nasazeni honeypotu

Analyza indikatoru kompromitace a
dalsich verejné dostupnych dat
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Zdroje informaci / spoluprace

Novinky, studie, diskuzni fora / OSINT

Analyzy AV spolecnosti, CERT tymu a dalSich
partneru

Microsoft‘s Cyber Threat Intelligence Program
Strojove zpracovavane zdroje (loC)

Shadowserver, Phishtank, MalwareDomainList, ...

Zejména identifikace infekce / spatné konfigurace

Sondy, honeypoty




Sdileni informaci

o Informace o zranitelnostech

> Informace o moznych hrozbach

> Shrnuti nedavnych utokl a hrozeb

- Agregovana strojové zpracovavana data, zranitelnosti
- Ad-hoc analyzy v pripadé potreby

o Komunitni webovy portal

- Agregovany report z dostupnych zdroju (Shadowserver,
Microsoft, atd.)

- Informace o probihajicich Utocich, incidentech

o Privatni forum pro bezpecnostni tymy a dalsi zainteresované
organizace




Oficidlnim zdrojem informaci [sou stranky G C E RT CZ
The official source of information is website OV .

GovCERT.CZ

@GOVCERT_CZ

National Cyber Security Center (NCSC) /
National Cyber and Information Security
Agency (NCISA) / e-mail contact:
nckb@nukib.cz

@ Brno
& govcert.cz

Joined November 2014

Tweets

381

Following Followers Likes

142 1,156 27 Follow

Tweets  Tweets & replies Media

GovCERT.CZ @GOVCERT_CZ - 23h v
Do cviceni #cy/ zech zbyva 14 dnf. Pfipravy jsou v pIném proudu. Autenti¢nost
nesmi byt podcefiena. Dékujeme Hasi¢skému muzeu Kodi za propdjceni exponatad.
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