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DISCLAIMER: Nazory prezentované v této prednééce jso
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HACKERS CAN TURN YOUR
HOME COMPUTER

By RANDY JEFFRIES / Weekly World News

WASHINGTON —

computer hackers have the ability to
turn your home computer into a bomb
and blow you to Kingdom Come — and

Right now,

they can do it anonymously from

thousands of miles away!
Experts say the recent “break-ins”
that paralyzed the Amazon.com,
Buy.com and eBAY websites are tame
compared to what will happen in the

near future.

Computer expert Arnold Yabenson, pres-
ident of the Washington-based consumer
group National CyberCrime Prevention
Foundation (NCPF), says that as far as com-
puter crime is concerned, we've only seen

the tip of the iceberg.

“The eriminals who knocked out those

three major online businesses are

the least of our worries,” Yabenson | how computers work have trouble

told Weekly World News.

“There are brilliant but unscrupu-
lous hackers out there who have
developed technologies that the
average person can't even dream of.
Even people who are familiar with

L Sickos can wreak death
and destruction from

getting their minds around the terri-
ble things that can be done,

“It is already possible for an
assassin to send someone an e-mail
with an innocent-looking attachment
connected to it. When the receiver
downloads the
attachment, the
electrical crrrent
and molecular
structure of the
central pro-
cessing unit is
altered, causing
it to blast apart
like a large

INTO A

.+ o & blow your EE=
family to
smithereens!

“As shocking as this is, it shouldn’t
surprise anyone. It’s just the next step
in an ever-escalating progression of
horrors conceived and instituted by
hackers.”

Yabenson points out that these dan-
gerous sociopaths have already:

® Vandalized FBI and U. S. Army
websites.

® Broken into Chinese military
networks.

® Come within two digits of crack-
ing an 87-digit Russian security code
that would have sent deadly missiles
hurtling toward five of America’s ma-
jor cities.

“As dangerous as this technology is
right now, it’s going to get much

| =

KABOOM! It might not look like it, but an innocent home
computer like this one can be turned into a deadly weapon.

scarier,” Yabenson said.

“Soon it will be seld to terrorists
cults and fanatical religious-fringe
groups.

“Instead of blowing up a single
plane, these groups will be able to
patch into the central computer of a
large airline and blow up hundreds
of planes at once.

“And worse, this e-mail bomb
program will eventually find its way
into the hands of anyone who wants
it

“That means anyone who has a
quarrel with you, holds a grudge
against you or just plain doesn’t like
your looks, can kill vou and never be
found out.”
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KYBERPROSTOR

Zalozeno na technickych
principech

Lidsky element:
nejdulezitéjsi a zaroven
nejslabsi faktor v kyberprostoru

« Uzivatelé, identity
o Zarizeni, IP adresy,

Socialni email Ucty, soc. sité

vrstva

«Data, databaze, webové stranky

« Logicka spojeni mezi sitovymi
Logicka uz[y

vrstva

« Sitova infrastruktura
« Geograficka poloha






http://www.monitis.com/traceroute/

KYBERNETICKA BEZPECNOST
...at’ uz se resi ICS/SCADA,

Linux, Windows, cloudova Confidentiality
uloziste, atd., vzdy lze

uvest tri kategorie, které

definuji kybernetickou {

bezpecnost:

Prevent, detect, respond

People, process, Integrity
technology

Confidentiality, integrity,
availability
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KYBERNETICKE HROZBY

Kyberneticka kriminalita

« Trestna cinnost, pro kterou je urcujici vztah k software, k datim, respektive
ulozenym informacim, respektive veskeré aktivity, které vedou k
neautorizovanému c¢teni, nakladani, vymazani, zneuziti, zméné nebo jiné
interpretaci dat

Kyberneticky terorismus

« Kyberterorismus zahrnuje agresivni a excesivni jednani, které je provadéno se zamérem vyvolat
strach ve spolecnosti, a jehoz prostrednictvim je dosahovano politickych, nabozenskych nebo
ideologickych cilt. Za vyuziti kyberprostoru a informacnich a komunikacnich technologii
ohrozuje chod statu, jeho Ustavni zrizeni nebo obranyschopnost mimo jiné cilenim na kritickou
informacni infrastrukturu a vyznamné informacni systémy.

Kyberneticka spionaz

# .« Uziti/zneuziti ICT s cilem ziskat citlivé informace bez souhlasu jeho

drzitele/majitele. Provadi ji statni i nestatni aktéri za Ucelem ziskani strategické,
ekonomické, politické,
nebo vojenske prevahy.

Kyberneticka valka

« Narodni stat (Ci skupiny podporovane statem) cili na sité a systemy jiného statu za
ucelem jejich zmcem Ci naruseni, zpUsobeni Skody, extrakce/zniceni citlivych
informaci, naruseni bOJeschopnosU apod. Utoky provadi predevsim specializované
VOJenske/zpravodaJske jednotky.
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KYBERNETICKA BEZPECNOSTNI POLITIKA

> Mnoho vyznamu
- Prostredek k dosazeni

kyberneticke bezpecnosti ve
state

Podmnozina bezpecnostni
politiky statu

- Tenze mezi pozadavkem na

funkcionalitu a pozadavky na
bezpecnost je reflektovana
skrze kybernetickou
bezpecnostni politiku

Kybernetick
a
bezpecnost
=1 politika

Bezpecnostni
cile

Relevantni
akteri

Chovani

Kybernetic
ka
bezpecnost



ROLE STATU V ZAJISTOVANI KYBERNETICKE BEZF
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KYBERNETICKA BEZPECNOST STATU
]

Plsobeni zpravodajskych sluzeb

Kyberneticka obrana

L
CRit ~ . Vé . . .
ol Kyberneticka kriminalita

1

Kyberneticky
bezpecnostni incident

proaktivni oblast i I " reaktivni oblast

A




KYBERNETICKA
BEZPECNOST 101




KYBERNETICKA HROZBA

jakekoliv potencialni intencionalni nebo
neintencionalni nebezpeci, ktereé je svazano s
vyuzitim zranitelnosti, coz muze mit za nasledek
poskozeni systéemu a jeho aktiv, napr. zniceni,
nezadouci zpristupnéeni (kompromitaci), modifikaci
dat nebo nedostupnost sluzeb.




KYBERNETICKE RIZIKO

je pravdépodobnost, ze hrozba vyuzije zranitelnosti
aktiva nebo skupiny aktiv, zpusobi organizaci skodu a
ma urcity dopad. Riziko je odvozena zavisla
promeéenna a da se urcit nebo odhadnout tzv.
analyzou rizik. Riziko je reakci na hrozbu, téz na
stav nasi pripravenosti (zranitelnosti) a je spojeno s
rozhodovanim.




ZRANITELNOST

O

- 0-day / forever-day

,,Cyber criminals only have to find one vulnerability, but we
have to patch them all. "

Slabé misto aktiva nebo nedostatek pouzitych
bezpecnostnich opatreni, které mohou byt vyuzity
jednou nebo vice hrozbami. Vyuzita muze byt
software, hardware, proceduralni zranitelnost nebo i
zranitelnost spjata s pochybenim jedince



KYBERNETICKE NARUSENI / INCIDENT /| UTOK

Kybernetické naruseni / cyber disruption

O

Kyberneticky bezpecnostni incident / cyber security incident

O

Kyberneticky utok / cyber attack

O

Je jakakoliv neplanovana udalost, ktera zpusobi, ze se systém,
aplikace nebo sluzba stanou nefunkcni po urcitou, neprijatelnou
dobu.

Je jakakoliv neplanovana udalost, ktera skutecné ci potencialn
ohrozila nebo narusila davérnost, integritu, nebo dostupnost
informacniho systému nebo informaci v systémovych procesec
ulozistich nebo prenosech, a které mohou vyzadovat reaktivni
opatreni na zmirnéni nasledku ci rizika vyskytu

Je jakykoliv zamérny pokus o ziskani neopravnéného pristupu k si
sluzbé ¢i informacim a datim, nebo jakykoliv pokus o kompromi
duvérnosti, integrity nebo dostupnosti systému, pri kterém se
porusuje bezpecnostni politika.



BACKDOOR /| EXPLOIT \

 BACKDOOR
o SW/HW - Umoznuje obejit béznou autentizaci

> Muze slouzit pro legitimni Gcely (servis), ale je také zneuzitelny
jako exploit

o Vznikaji chybou v systému, nebo nakazenim systému (malware)

EXPLOIT

o SW, prikaz Ci postup skrze néhoz se napada bezpecnostni
zranitelnost (napr. vyuziva backdoor).

> Muze slouzit pro legitimni Ucely (poukazani na zranitelnost), ale
je take beznou soucasti malware

> Instalace malware/kradez dat/zapojeni do botnetu...

EXPLOIT KITS

- Angler, Neutrino, Magnitude, Rig, Nuclear, Sundown,
Hunter, Fiesta, ...)

- Cybercrime-as-a-service



Cyber Kill Chain®

Timeline

Reconnaissance
Harvesting email addresses,
conference information, etc
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Weaponization
Coupling exploit with backdoor e
into deliverable payload
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Delivery
Delivering Weaponized
bundle to the victim via
email, web, usb etc.

Exploitation
Exploiting a vulnerability to
execute code on victim’s system

Intrusion

Installation
Installing malware on
the asset

R R R R eecesscsssscssssssssssssssne,

Command & Control (C2)
Command channel for remote
manipulation of victim’s system

Action on Objectives
With ‘Hands on Keyboard’
access, intruders accomplish

Active Breach
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Based on Lockheed Martin's Cyber Kill Chain




Malicious

ad redirect @
> >

I

MALICIOUS AD COMPROMISED ANGLER
WEBSITE WEBPAGE
User visits legitimate The malicious ad Another redirect leads
website redirects the userto a the user to an
compromised website Angler-hosting webpage
e
€ = o €
YOUR PC —
FLASH  JAVA -~
Angler exploits the Angler scans your browser
vulnerability and drops for security holes

malware on the system (i.e. outdated software)




KYBERNETICKE UTOKY

NECILENE: CILENE:

> PHISHING o SPEAR-PHISHING

> WATER HOLING - BOTNET DEPLOYING

~ RANSOMWARE (DDoS attacks)

_ SCANNING o gl:IiYﬁRTING THE SUP
o APT

> EXTERNAL/INSIDER THREAT



PHISHING
i Here you have. ;0] - Meszage [Plain Text] =] k4

File Edit Wiew Inserk Format Tools Actions Help

£y Reply | %4 Reply ko Al | W& Forward | =k | (3% -
- % - A0

From: Darth Sidious Senk: Sak 2)1z2/00 03:09 PM
[Sidious@Sith, Mek]

To! Sidous

i

Subject:  Here wou have, ;o)

Hi: =
Check This!
Annak.ournik. ..

[2K.B]




Man Arrested For "Nigerian Prince” Email Scam Is Not
Nigerian

He's neither Nigerian nor royalty

Image posted on Facebook by Slidell Police Department
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@ Important Hessage From Flonan Femweh

Ge X woeevmEy ]

L5510 Flonan Fernweh [26293E6) e
0T Dienstag, 300 Marz 1999 17:46
1% Florian_Fermweh{@gmx.de

T Important Message From Florian Fermweh

Here is that document you asked for ... don't show anyone else -)

%

list.doc (41, 0KB) ATTO0011 txt (156
Byte)

= '
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1999 - Melissa

& Important Message From Flornan Fernweh

Datei Bearbeiten Ansicht Exttas Verfassen 2

},\'QI%IXIW :.g|4. v]-l@

L5 Flonan Fermweh [262936)
3101 Dienstag, 30. Marz 1393 17:46
1 Flonan_Fernweh@gmx.de

T A I mportant Message From Flonian f




David L. Smith







I LOVE YOU

JEiIe Edit “Wjew Insert Format Tools Actions Table Help

JE& Reply | %54 Reply to Al | W& Forward | =h | . A

From; John Doe Sent; Tho 54000 11:29 AM
To John Doe
i

Subject:  ILOVEYOL

LI

kindly check the attached LOVELETTER

2

LOWE-LETTER-FOR-Y
corming from me. OLLTHT whs

[Elz|=]=] |

L
wlo|w |4




I LOVE YOU

® |ILOVEYOU - Mezzage [Rich Text] =]

JEiIe Edit Wjew Insert Format Tools Actions Table Help

J £ Reply | %4 Reply to Al | W8 Forward | =
@,

From; John Dioe Sent; Thu 5i4
To John Dioe
i

Subject:  ILOWEYOU

LI

OWVELETTER

2

LOWE-LETTER-FOR-Y
ing from me. OU.TAT.wbs

w
“lo]n ]

|§||3|E||::—-|4| |




ONEL de GUZMAN
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i YOUCANT BREAK THE LAW

giF THERE ARE NO LAWS
"y .




DoS/DDoS utoky

Attacker

Zombies



DoS/DDoS utoky

o 2013 (CZE) - Gbps (XY Botnets / computers)
o 2016 - 1.x Tbps (Mirai botnet / loT)







MALWARE | WORM / VIRUS [TROJAN...

DANGER!!!

INTERNET!



BEWARE OF

UIRUS!

MALicious softWARE

Program zavisly na
hostitelskeém souboru a
spusténi uzivatelem

Sebepropagace - idealni
pro distribuci dalsich
druht infiltraci

,Legitimni“ program

Napr. spustitelny soubor
.exe

Sifeni skrze sit’, napr.
pres zranitelnosti v
sitovych aplikacich.

Napr. vyuzivani
socialniho inzenyrstvi

Pomalé sireni: PC to PC

Velmi rychlé sireni

Pomalé sireni

Modifikace, poskozeni,
odcizeni, nebo ztrata
dat...

Zatéz na servery,
zpomaleni ¢innosti
pocitace, deaktivace
nékterych programdl...

Backdoor do systému,
kradeze dat,
Spehovani...

*mnoho variant a typu




SQL Slammer \

- 25. leden 2003, 05:30 UTC - Behem 10 minut 75000
obéti

o W32.SQLExp.Worm, DDOS.SQLP1434.A, Sapphire Worm
SQL_HEL, W32/SQLSlammer a Helkern

> Vyuziva SW zranitelnost v SQL Serveru

> Vyustil v DoS nekterych internetovych sluzeb
/ zpomalil celkovy internetovy provoz

-~ Skodlivost?










EVOLUCE MALWARE - od lulz k $$$

Type "Happy Birthday Joshi' t
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old days of cyberattacks are gone
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WANTED

BY THE FBI

EVGENIY MIKHAILOVICH
BOGACHEV

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate
the Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and
Assumption Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud;
Wire Fraud; Money Laundering; Conspiracy to Commit Bank Fraud

“1\
t.'

DESCRIPTION
Aliases: Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachev, "lucky12345", "slavik", "Pollingsoon"
Date(s) of Birth Used: October 28, 1983 Hair: Brown (usually shaves his head)
Eyes: Brown Height: Approximately 5'9"
Weight: Approximately 180 pounds Sex: Male
Race: White Occupation: Bogachev works in the Information Technology field.
NCIC: W890989955

REWARD

The United States Department of State’s Transnational Organized Crime Rewards Program is offering a reward of up to $3
million for information leading to the arrest and/or conviction of Evgeniy Mikhailovich Bogachev.

REMARKS

Bogachev was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel to locations along the Black Sea in his boat.
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IT:S ALLABOUT THE MONEY, MONEY
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599

Financéni malware:
Carbanak, Dyre, Dridex, Rovnix, Shifu,

Ransomware:
Cryptolocker, Teslacrypt, Popcorn, Cryptowall,

Prumyslova Spionaz

Ruzné formy vydirani:
DDoS utoky, internetova historie,



l.would like to present my client’s'intern\gt search

an, history from that’evening. A

d

?.I'

ather just c,c.'iﬁ'féss to the murder.



599

Financéni malware:
Carbanak, Dyre, Dridex, Rovnix, Shifu,

Ransomware:
Cryptolocker, Teslacrypt, Popcorn, Cryptowall,

Prumyslova Spionaz

Ruzné formy vydirani:
DDoS utoky, internetova historie,




RANSOMWARE: Was ist das?

- Ransom + malware = vyderacsky malware
o 2016 - nejvydelecnéjsi malware
- Jednoduchy a ucinny ,,business model“
= prima generace prijmu
- Vzrustajici popularita a neustala inovace

> Prumérné vykupné: cca 300 USD
Napr. Cryptowall: 18 mil USD v 2015

> 2 hlavni druhy:

o Locker (computer locker) ransomware
o Crypto (data locker)

(n.) when cyber criminals screw
you over for money




Klicové charakteristiky

- Okamzita ztrata dat Ci kontroly
> Pristup ke vsem druhum dat

o Zobrazeni zpravy / casovy limit
- Platba vetsinou v bitcoinech

o Evazivni techniky

- Rozsireni do dalsich stanic v siti o
S or your 4atq
o Geograficke cilen1 / jazyk

o Nékdy exfiltracni schopnost
/ zapojeni do botnetu







Locker ransomware

'Sluiba Kriminalni Policie a VySetrovani
Utvar pro Boj proti Kyberkriminality}

8 paysafecsid (kash

Zemé: Czech Republic PIN Kod Hodnota
Oblast: =

20
Mésto: Prague 2000 Lv

VAROVANI! Vas prohlize¢ je uzaméen z bezpeénostnich duvodu z
nasledujicich duvodu.
Vsechny cinnosti tohoto pocitace byly zaznamenany.
Vsechny vase soubory jsou zasifrovany.

Kde mohu ziskat penézni poukazku

Jste obvinén z prohlizeni/skladovani a/nebo distribuce pornografickych materiald zakazano obsahu PaySafeCard?
(détskd pornografie/Zviteckost atd.). Ze jste porufil Vieobecnou deklaraci o boji proti ¥ifent :
détské pornografie a obvinén z trestného &inu podle &ldnku 161 trestniho zakoniku Ceské republiky. PaySafeCard muzes naprosto bezpedné zakoupit ve tvé

blizkosti, v Ceské republice napf. v fadé novinovych
stankd a trafik v uvedenych &asech. PaySafeCard je k
Clanek 161 trestniho zakoniku Ceské republiky stanovi jako trest odnéti svobody v trvani 5-11 dostdni v mnoha supermarketech, na Zerpacich
roku. stanicich. Prehled prodejcd: Tipsport, RoBIN OIL,



Crypto ransomware

Private key will be (’(‘ﬂtr-‘»"md on
9/24/2013
6:21 PM

Time left

54:15:15

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents. etc. Here is a complete list of encrypted files, and you can personally
verify this

Encryption was produced using 3 unique public key RSA-2048 generated for ths
computer. To decrypt filesyou need to obtain the private key

The single copy of the private key. which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme
spechied in this window. After that, nobody and never will be able 1o restore files,

To obtain the privata key for this computer, which will automatically decrypt files
you need to pay 100 USD / 100 EUR / similar amount in another currency

Click <Next> to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by the server,




HISTORIE

1989 - AIDS Trojan (neuspéesny)

Iear Customer:

It iz time to pay for your =oftware leaze from PC Cyborg Covporation.

Complete the INUDICE and attach payment For the lease option of your choice,
T Lo don't use the printed INVOICE, then be sure to refer to the important

reference numbers below in all corrvespondence. In return you will receive:

- & renewal software package with Hﬂﬁu—tn—ru]]uu, complete instructions:
- an automatic, self-installing dizkette that anyone can apply in minutes.

Important reference numbers: ASS99Y96-2695577-

The price of 365 user applications is US5189. The price of a lease for the
lifetime of your hard disk 1% HHSH?H. You mast enclose a hankers dralt,
cazhier’'s check or international money order payable to PC CYBORG CORPORATION
for the full amount of 5189 or 5378 with your order. Include your name,
Compani, address, nitu, state, uuuﬂtru, zip or postal code, Mail your order
to PC Cyborg Corporation, P.0. Box BY-17-44, Panama 7, Panama.

Fress ENTEH Lo continoae




LockDraid
CryploApp XRTN

. i | Encryptor Raas | |Vau|tCrypt |
Ransomware Discoveries — oerent
Coirvault Tox Enixmcrypt

Lo

|Gponder| | Reveton | | lJrausy | | Mymairm | EI'e&IaCrypt

| CTB-Locker/Citron | \Virlock| | Pacman| | Mabouia 0SX POC |
Synolocker @ |]P<|:wer Worm | | || |LeChiffre |
' Threat Finder | |DMA—L0cker.] ﬁﬂﬁ
Hidden Tear | | | Gomasom Ginx

| ORX-Locker | | Chimera-Locker




Ransomware jako seriozni business

o Franchising / Ransomware-as-a-service (Raa$)

o Zlepsovani ,,zakaznického servisu“ (napr. Cerber
- Zakaznicka podpora
- Slevy (prumérné 30%)
> Po dohodé - posunuti deadline / forma placeni
o Free trials

- OphionLocker - ,,seriozni“ ransomware



[N ¢2982778434438cce87e6/43493d63ce.exe Properties B3

Geneial | Compatitdty | Secuity  Details | Previous Versions |

_Property Value
Description

File description  Cockblocker
Type Application
File verson 1.000
Product name  Cockblocker
Product version 1.000

Copyright Copymght @ 2016
Size 32 KB

Date modfied 25112016 2005
Language Language Neutral

Ongind hlename Cockblocker exe

, Hansoowwaee Dosglay

Yo file's been encrypted nigga
Pays me a bitcoin and I unencrypt them fam

Ercrypied Flos

V.Spyware.com

\ 68



| THIS IS THE DONALD TRUMP FANSCMWARE

HWID: ICC 2F04CFIAA 78550 DBCY78251B19EDCS

Encrypted Ffes: 8

Unlock Files

“sers
“sers
Mlsers
Mlsers
Msers
Msers
“Users
MUsers

QOO0 00n0

“Sarah“\Desltop \encrypt \Chrysanthemum jpg
“Sarah'

"Sarah’

WDesktopencrypttDesert jpg

“DesltopencryptHydrangeas jpg
“SarahDesldop encrypt*Jelhfish jpg
“Sarah®

“Sarah®

[Desltopencrypt™Koala jpg

vWDesldophencrypt’ Lighthouse jpg
"Sarah®
"Sarah’

yWDesldoptencrpt  Penguins jpg
“Desldop*encrypt™ Tulips jpg
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Voldermort ransomware

w
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This 1s the Hitler-Ransonware

Yc;ur Fies was encrypted!

Do you decrypt your Files?
Buy a Vodafone Card (25€) and add the code

in the TextBox!

Cash Code(25€):

Your Files delete in:




WARNING!




}’ool

InRansom @)

Your computer has been locked. You can onIy unlock |t wit h 3

! the special unlock code.

go to protonmail.com and create an account.
Send an email to 1_kill_yourself_1@protonmail.com.
We will not respond immediatly. After we reply, you

s must send at least 10 nude pictures of you. After that

we will have to verify that the nudes belong to you.
Once you are verified, we will give you your unlock code §
and sell your nudes on the de_E) web

= 5 " Lmm -q‘a’— _& = -m -qﬂ__’}

Got your ‘unlock code and sent your nudes? 3

Submit your unlock code here

l-'lld(*)’o(/l.l.hW\i F(Ick)’o(/lll ‘ F(ICA’VO(I’.’!- "’W myoo,,, - Fotkyoam - mm’” Yilaes

5% WoN 5% Mo %% W)

)
9
o))
’ o)
)
)
®



C Ol |+.g ur ”H_-J CI ft(-d l \v'","l‘: Nndows LJ p U‘ ates i ' criticalupdate0l.exe Properties

Prewvious Versions

Copyright Copyright Microsoft © 2016

Size

Date modified
1% complete

Do not turn off your computer.




g YOU Suck!
il Pay 1




’
] < YOUR PERSONAL FILES
s
“ ARE ENCRYPTED
lc.~ i . TIME LEFT TO PAY:
S 71:59:02
S
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Cryptojacking
BITGOINERS BE LIKE

THE TEBIINII[OGY




Vysoka
sofistikovano
st

Vysoké
cileni




APT

Advanced persistent threat
Vysoce cilené / sofistikované

Cilem utocnika je zajistit si trvaly
pristup do systéemu

Financné nakladné - vetsinou
statni/statem podporovaneé skupiny
Vyuzivaji doposud neznamych
zranitelnosti

- nizka detekovatelnost

Mohou pusobit nepozorované az
nekolik let




o Zmeéna taktiky APTs:
infiltrate_steal leak

- Hlasovaci systémy
/ zarizeni kandidatu
/ emailové systemy, ...

- Cilem: diskreditace
voleb/oponentu




1 Problem U21vatele

—STOP-CLICKING~

ON E,\J|EH‘VET!HING
- 09
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¢

HOMEWORK

CAUSE SUSPICIOUS LINKS-AND
ADS ARE BAD MKAY )

83



REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS DOWNLOAD

COMPUTERS

Stop Windows 10 from

automatically updating your PC

One of Windows 10's "features" is automatic OS updates. Here's
how to avoid them.

BY SARAH JACOBSSON PUREWAL / MAY 18, 2016 12:20 PM PDT f ' (<) DA .

. FOR A BETTER EXPERIENCE

s ” Watch this: Change these Windows 10 settings for a better experience 213 [

Update, May 15: With the Windows 10 Creators
Update, Microsoft has largely addressed the
forced updates that often resulted in lost work.
And, while the the recent WannaCry ransomware

does not (thus far) appear to affect Windows 10,
you need to make sure your PC is kept up-to-
date with security patches to avoid exactly those
sort of attacks. To that end, consider the
information below to be out of date, with a more




Prevent a Locked-Down Work PC From Sleeping (.imaurcom)
predloZeno pfed 5 mésich uZivatelem Ham_Damnit &
705 komentara sdilet ohlasit




Prevent a Locked-Down Work PC From Sleeping (.imaurcom) \
predloZeno pfed 5 mésich uZivatelem Ham_Damnit &

[-] Verycoldsoup 10.8k bodl pred 5 mésica* )
"The computer goes to sleep after 3 minutas”

"Mot on my watch”
AT 20



Problém: Kazdy muzZe byt
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SQL INJECTION

SQL injection je technika napadeni databazové vrstv
programu vsunutim kédu pres neosetfeny vstup a
vykonani vlastniho pozménujiciho poskozujiciho SQL
pfikazu (dotazu DELETE, UPDATE, ALTER atp.). Toto
nezamysSlené neosetrené chovani vznika pri propojeni
aplikac¢ni vrstvy s databazovou vrstvou a zabranuje se
mu pomoci jednoduchého escapovani potencialné
nebezpeénych znakud (nejc¢astéji apostrofu).

V klasickém pripadé se jedna o Gatok na internetové
stranky provadény pres neosetreny formula¥, manipulac
s URL nebo treba i podstréenim zakerné upravené
cookie.
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A Havij

Target: _http:waw.target.cumfindex.asp?id=123 _ [
Anal p
Keyword:  Auto Detect Spntax: Auto Detect _ nalyze rauss
Databaze: ’Autﬂ Dietect v] M ethod: [GEF v] Type: [Autﬂ Detect v] o M I
Load Sawve
Post D ata: |
.:ll u I:I .§ “ '--6 h ® K
About Infa Tables Read Files  Crmd Shell COuery  Find Admin MD5 Settings
Havij - Advanced SQL Injection Tool
Version 1.16 Pro
Copyright @ 2009-2012
By r2dm0v3
http://ITSecTeam.com
http://forum.Iltsecteam.com
info@itsecteam.com Check for update
Databases: Register
M=SQL with error -
MsS0L no error @
M=SQL Blind
M=S0L time based
MzAccess
Msfcoess Blind -
¥ Statuz: I'm IDLE Clear Log
Hawvij 1.16 Pro! -
1




Keyword:  Auto Detect

Target: http://www.target.com/index.asp?id=123

Syntaw Auto Detect

: Analyze Pause

Databaze: ’Autﬂ Dietect v] M ethod: [GEF v] Type: [Autq Detect v] o M l
Load Sawve
Post D ata: |
Sh 7] i = a (@ A2, 3 ~
About Infa Tables Read Files  Crmd Shell COuery  Find Admin MD5 Settings
Havij - Advanced SQL Injection Tool
Version 1.16 Pro
Copyright @ 2009-2012
By r2dm0v3
http://ITSecTeam.com
http://forum.Iltsecteam.com
info@itsecteam.com Check for update
Databases: Register
M=SQL with error -
MsS0L no error @
M=SQL Blind
M=S0L time based
MzAccess
Msfcoess Blind -
|
¥ Statuz: I'm IDLE Clear Log
Hawvij 1.16 Pro! -
1




A Havij

Target: _http:waw.target.cumfindex.asp?id=123
Keyword:  Auto Detect Spntax: Auto Detect _
Databaze: ’Autﬂ Dietect v] M ethod: [GEF v] Type: [Autﬂ Detect v] o M l
Load Sawve
Post D ata: |
o L7 il = a @ o, ® A
About Infa Tables Read Files  Crmd Shell COuery  Find Admin MD5 Settings
Havij - Advanced SQL Injection Tool
Version 1.16 Pro
Copyright @ 2009-2012
By r2dm0v3
http://ITSecTeam.com
http://forum.Iltsecteam.com
info@itsecteam.com Check for update
Databases: Register
M=SQL with error -
MsS0L no error @
M=SQL Blind
M=S0L time based
MzAccess
Msfcoess Blind -
¥ Statuz: I'm IDLE Clear Log
Hawvij 1.16 Pro! -
1




; © I z b =M % & ¥ %
About Info Tables Feodflcs CmdShel Query FindAdmin MDS Settings

@ ‘ =t b i " . o =
SN GetDBs  Get Tables GetColumns Get Data Save Tables Save Data
T s B CCMumber E
[ CCOate 4111111111111111
[ CCNumbes 1234000450001205 J
[ Courns
DEM’ 4111111111111111
[ Fisthame 4111111111111111
[ LastName 4111111111111111
[ Password 1234000020000505
gs' w'“':”““ 1234004567891108
(] UselD 4111111111111111
[ Usemame 4111111111111111
[ Vouches v 4111111111111111 ~}
I© Use Group_Concat (MySGL Gl aat fist on get




Welcome to the Dark Net
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Alibaba.com Sourcing Solutions Services & Membership Help & Community

Global trade starts here’

-— Categories - Products What are you looking for...

Supplier: COOPERATIVA CENTRAL AURORA ALI.. \v @3Ws b4

:= Product Range Home Company Profile Contact Details

Home > All Industries > Food & Beverage > Meat & Poultry > Poultry Meat > Chicken (28562538) | | Subscribe to Trade Alert

Frozen Chicken Paws - Grade A Processed - Brazil Or

FOB Reference Price: Get Latest Price

uUs $400-500 / Metric Ton 27 Metric Ton/Metric To

Supply Ability: ~ 5000 Metric Ton/Metric Tons per Month

Port: Santos, Br

4 Contact Supplier

() Leave Messages

Payment: This supplier also supports L/C,T/T paymen

View larger image



Alibaba.com Sourcing Solutions Services & Membership Help & Community

Global trade starts here

-— Categories - Products v What are you looking for... Q s

Supplier: Mikado Engineers v

‘= Product Range Home Company Profile Contact Details

Home > All Industries > Home & Garden > Household Sundries > Pest Control (28545526) Subscribe to Trade Alert

Lizard Repellent

FOB Reference Price: Get Latest Price

US $1.4-2.4 /picce 5 Piece/Pieces (Min. Order)

Supply Ability: 25000 Piece/Pieces per Day

Port: Lalru Dry port

4 Contact Supplier

(1) Leave Messages

Payment: This supplier also supports T/T,Western Union,MoneyGram,RT

payments for offline orders.

View larger image




Alibaba.com

Global trade starts here

Sourcing Solutions Services & Membership

Help & Community

-— Categories Products ~

What are you looking for...

Supplier: Henan Blue Sail Trading Co., Ltd. v ©3'%s

‘= Product Range Home

Home > All Industries > Sports & Entertainment > Amusement Park > Water Play Equipment (28551682) Subscribe to Trade Alert

View larger image

Add to Compare ./ Add to Favorites @Share

Company Profile

#SUPERSEPTEMBER

&

Contact Details

Adult Entertainment Party BBQ Boats ,BBQ Donut Boat,

I Premium ” Free Inspection |

FOB Reference Price: Get Latest Price

We offer premium service for Tra
Assurance orders. Learn more

US $6,000-6,666 / sct 1 Set/Sets (Min. Order)

Supply Ability: 40 Set/Sets per Month BBQ boats

Port: gingdao ,shanghai tianjin

=5 Contact Supplier

() Chat Now!

Start Order

Seller Support: Trade Assurance - To protect your orders from pa

Payment: VISA @2 TT e-Checking More




Alibaba com

Global trade starts here”

-— Categories

Supplier: Lazarte v

-— Product Range

\

Sourcing Solutions Services & Membership Help & Community

Products ~ What are you looking for...

Home Company Profile Contact Details

Home > All Industries > Telecommunications > Communication Equipment > Other Telecommunications Products (28467227) Subscribe to Trad

IMSI catcher

FOB Reference Price: Get Latest Price

1 Unit/Units (Min. Order)

4 Contact Supplier

(.Y Leave Messages

Payment: This supplier also supports Western Union payme




false mobile tower acting between the target mobile phone(s) and the service providers.

Specifications

An IMSI catcher is essentially g false mobile tower acting between the target mobile phone(s) and the service providers.

With the PKI 1640 you can catch all active UMTS mobile phones in your proximity. All captured data, such as IMSI, IMEI, TMSI will be stored
in the data base and are available for further evaluation at any time. A huge range of statistical data analysis methods is possible. With our
3G UMTS IMSI Catcher you can redirect single UMTS mobile phones to specific GSM frequencies, in order t monitor the conversation ith
our active or passive cellular monitoring systems. Furthermore, the PKI 1640 |ailows suppression of speciﬁcaﬁmrmm}:
targeted persons.

The PKI 1640 comes with BTS unit, laptop with controller software, antenna and power su

monitor the conversation

allows suppression of specifically selected conversations




Alibaba com

Global trade starts here

-— Categories

Supplier: Lazarte v

-— Product Range

\

Sourcing Solutions Services & Membership Help & Community

Products ~ What are you looking for...

Home Company Profile Contact Details

Home > All Industries > Telecommunications > Communication Equipment > Other Telecommunications Products (28467227) Subscribe to Trad

IMSI catcher

FOB Reference Price: Get Latest Price

US $1,800 / unit | 1 Unit/Units (Min. Order)
4 Contact Supplier

(.Y Leave Messages

Payment: This supplier also supports Western Union payme




3. Problém°‘V§e je pripojeno

internetu

INTEHNET OF THINGS

Q,,
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e
..,, s

EVERYWHERE!
IERYIWRER

memegenerator.net
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1 Automatic Lid &
Heated Seat
When you approach
the toilet, the lid
opens and the heated
seat is activated.

Automatic Technology

v v

2 Sound Module

When the lid
automatically opens,
music from the sound
card will begin to play
and the deodorizer will
be activated.

Ve

3 Automatic Flushing 4 Self-Closing Lid
& Deodorizing
When you step away When you are
from the toilet, it will finished, the lid closes
flush automatically. automatically, the

deodorizer deactivates
and the air purifier
will activate emitting
ions to cleanse the air
in the room
surrounding the bowl.
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AT'I'ENTION

Roman Packa

mail: r.packa@nukib.cz / 333252@mail.muni.cz
web: www.govcert.cz
twitter: @GOVCERT_CZ

Mz yansrator.nat
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