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Vyuziti informaci Ci informacnich
kanalu za ucelem dosazeni
politickych, strategickych nebo
vojenskych cilu.



kde je propaganda?



limited, tactical information
operations carried out
during hostilities

technicist, kinetic-based
and war oriented

all-encompassing, and
not limited to wartime

exploitation of history,
culture, language,
nationalism



West vs East

“Ovliviiovani smysleni mas jako
soucast rivality mezi odlisnymi
civilizacnimi systémy
prostrednictvim informacnich
zbrani.*”

“‘Sbér takticky vyznamnych operaci
o protivnikovi a jejich vyuzivani s
cilem dosahnout vyhody nad
protivhikem.”




Operace Poustni boure

Saddam industrialni vojsko x USA postindustrialni
Nejdrive ovladnuti vzdusného prostoru

INFORMATION x KNOWLEDGE, information =>
knowledge, creation of exploitable “information differential”

uplné naruseni komunikace mezi Saddamem a armadou,
obyvatelstvem



Ruska IW

kombinace vojenského i nevojenského radu, technologického i
socialniho radu

odkaz na Studenou valku; sovétské metody

vyuziti kamuflaze, klamnych a tajnych operaci

kyberneticka valka jako soucast informacni

kombinace hostile code i hostile content

defenzivni pristup k IW



Ruska IW: pravda | nepravda

e typickym prikladem mizeni o tom, kde ruské vojenské
jednotky jsou a kde nejsou.

e kredibilita neni meritem pro uspésnost (obvious
disinformation)

e ruska IW je mnohem vic nez rozSifovani nepravd

e Go home, go sleep, waftch tv, don't vote.

=> naruSeni vztahu mezi demokratickymi spole¢nostmi
=> kolaps spoleCnosti



S N EFENCE MINISTRY: UKRAINE CLAIMED
SAAS BN | o MILITARY JETS IN AREA- NOT TRUE LS

Moscow  17:05 UN SECURITY COUNCIL CALLS FOR IMMEDIATE CEASEFIRE IN GAZA




hybrid warfare

growing sophistication and
complexity of non-state actors

expansion of the battlefield
beyond the purely military realm

ambiguity, attribution problem,
gray zones

“Ambiguity in the form of plausible
deniability can be achieved by hiding and
denying agency through the use of
proxies, non-attributable forces (e.q. little
green men) and attacks (e.g. cyber). “

active measures

spojeni politickych, vojenskych,
ekonomickych, diplomatickych,
medialnich technik, ale také aktivit
tajnych sluzeb nebo tzv. cyber
operace

bilé, Sedé, Cerné aktivity
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AKTIVNI HYBRIDNI VALKA
OPATRENI

hlavni definiéni | aktivity tajnych sluzeb, | kombinace tradi¢nich a | INFOOPS, PSYOPS

znak polotajné akce netradiénich typid boje
propaganda;  zneu¥iti
historie, kultury,
nacionalismu

format Siroky Siroky a nejasny pomérné Jjasné
vymezeny
Siroky

casové long term long term shovt term

vymezeni
long term

role propagandy | soudst souddst dle US PSYOPS jen
bila propaganda
sougast &1 synonymum

postoj USA, | ufivino  protivnikem | uZivino  protivnikem | soucast vlastni strategie

NATO, EU (Ruskem) (Ruskem) 1 Ruska, ale v odlisném
rozsahu

postoj Ruska soucast vlastni | uZivino  protivnikem | souédst vlastni strategie

strategie (Zapadem) 1 Zapadu
strategicke soucast ruskeé strategie | neexistuje néco jako | soucdst zapadni i ruskeé

dokumenty

strategie/doktrina HW;
(Casto operovani =
Gerasimovou
doktrinou)

strategie,
rozsah

odli¥ny




akteri a nastroje IW

“dezinformacni” weby
trollove

boti






CrenaH MNyces 2
OcTaHeTcA nnaveta #ColumbianChemicals

1D fandom (@1DRussianFNDM
onHigg Ron, Idemand an explanatlun' What happened
#ColumbianChemicals? Are we in danger? What should we do? Explain!

30ToMars fandom
#ColumbianChemicals A pnmerful explosion heard from miles away happened
at a chemical plant in Centerville, Louisiana

na2012 rlessma Chrlst' Are we in danger because of this explosion
#ColumbianChemicals? What about toxic fallout? What should we do?

O
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X
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1D fandom (@ 1DRussianF N :
- - @HeyTammyBruce Tammy, All the terrorist attacks are out of my
‘Targel” profile named in tweets Number of tweets understanding! So as #ColumbianChemicals
@brendabuttner 46
@ronpaul 46
@abepolitics £ 30ToMars fandom
Slolpoliticsusa ® #ColumbianChemicals Chernlcal plant exploded in Louisiana
Gheritage_action 2
jimkleinpeter 42 8
Teresa Holland £ Follow @ Beliebers Fandom : i i
@johnkerry 0 i~ i
johnkerry TezHolland ' We need to regain our temper and make a cold minded decision! Sick of dat
@laurenashburn 40 shitl #ColumbianChemicals
- @SenJeffMerkley Jeff, H ' 3
- = enJetiMerxley Jeft, Hope it wasn't a
Grephevinpoder % i t t k H L Ha \AS i+7? Wigsy Anthony Porter
Sooliima & terrorls at ac In OI"'“SIana' as It - @ r Bob, | heard abuulthe explusmn #ColumbianChemicals! Is it
politicimadness #C I b Ch ' | a terrorist attack? | fear for my lifel Explain what happened?!
F— B oclumpianuhemicals
@paltiannbrowne 3
@senbobeorker 36
Grepjohnlewis 3 3:07 PM - 11 Sep 2014
Bjerrymoran 34
@politicstbtimes 34
@senjeffmerkley k"
@senscottbrown 34




Astrosurfing Zastrasovani

Cheerleading
Digital
Gaslighting

Hijacking
Hashtags



Protiopatreni?



obrana obcanske spolecnosti




Hackathon

Elfové v CR




