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;:if/ NARODNI STRATEGIE
Pripravuje dlouhodobou strategii a poskytuje analyzu, a KYBERNETICKE BEZPECNOSTI
potrebnou expertizu, vcetné vecnych i pravnich CESKE REPUBLIKY
doporuéeni k zajiténi, aby NUKIB, potaimo CR plnila
vSechny stanovené cile v oblasti zajiStovani kybernetické <:i>

bezpecnosti, a to co nejefektivnéjsim zptisobem

Zajistuje  efektivni  koordinaci a harmonizaci
kybernetickych bezpe&nostnich politik nap¥i¢ vefejnou > O

sférou a dalsimi subjekty ;—\x

Usiluje o budovani koherentni narodni komunity
kybernetické bezpecnosti v CR
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NASTAPO/Pravni podpora (LEGAD)

Pravni poradenstvi a podpora v
aktivitach a cinnosti GovCERT.CZ

Jedna se zejména o:

Pravni poradenstvi pri reseni
incidentu

Pripravu vybranych vybérovych
rizeni (napr. SANS kurzy)

Spolupraci v ramci CSIRT Network

Pripravu na dalsi rocniky cviceni
Cyber Czech

Pravni pomoc pri budovani
forenzni laboratore

A dalsi...

Cyber Cazn
Brno

( 2919

2019 — 5. roénik
Univerzitni kino Scala

Konference a workshopy pro odbornou i
Sirokou verejnost

Cil: sdileni znalosti/zkusenosti, osvéta
spolecnosti
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ODDELENI CVICENI:

* Technicka cviceni

* Strategicka table-top cviceni
e Komunikacni cviceni

* Mobilni table-top cviceni
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KONTROLA SPOJENI

Cervené vs.
modré tymy

TECHNICKA
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TECHNICKO -
STRATEGICKA CVICENI

KYBERNETICKE BEZPECNOSTI
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ODDELENi MEZINARODNICH ORGANIZACI A PRAVA

Zastoupeni CR v mezinarodnich organizacich Fesicich
problematiku KB — primarneé NATO, EU, OSN, OBSE

priprava instrukci, podkladd, ucast na pracovnich jednanich

EU — Horizontalni pracovni skupina pro otazky kybernetické bezpecnosti,
Skupina pro spolupraci ke smérnici NIS; priprava CZ PRES 2022

NATO — Cyber Defence Committee (pUsobeni spojenct v kyberprostoru)
OSN — Open-Ended Working Group (globalni pravidla plsobeni statl v kyberprostoru)

OBSE — Informal Working Group (opatifeni pro budovani divéry mezi staty Zapadu a Vychodu)
GFCE — platforma pro rozvojovou spolupraci v kyber

CECSP — V4 + AT. Dnes viceméné nefunkcni

vyhled: OECD — nova pracovni skupina: Security in the Digital Economy (bezpecné technologie jako
predpoklad ekonomického rozvoje)
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Potet listd: 3 SITUAENI PREWLED

ANALYZA HROZSY NORTH KOREA IN CYBERSPACE: ALL-PURPOSE DAESH CYBER LANDSCAPE: STRONG INTENT, LOW UTOK NA NEMECKOU FEDERALNI VLADU:

:Ro%%gg;i EMAILD: BEZPECNOSTNi DOPADY A CYBER THREAT ACTOR CAPABILITY PREDPOKLAD ROZSAHLYCH $KOD

SUMMAY SUMMARY SHRNUT
* DPRK's spprosch in cyberspace is characterintic for broader-than-usual scope of actiities thet includes = Cyber attacks associsted with Daesh, also known as the Islamic State, were not carried out by the terrorist
SHRNUT .
. —_— N cyberespionage, information campaigns, patrioti hacking and profitoriented cybescrime operations. organization itself but by hacking groups sympathizing it Scmack siciincste i v of e 2. Sinoes 3017 patill, ke ok it pen ket MnepaSpos i
allovich Gl . vien i . A it omeze Notable cybercrime activity of DPRK actors in recent years i likely a result of tightening internationsl + @verall capabilties of these groups are not advanced. Although they have attempied to target systems of . $ :
e Yooy sopedent Imsticace. | ot SmoRk mohos it cdeiiiny sanctions, which affected financial revenue from otherwise legal operations. DPRK is a state actor with a aitical i their attacks i iKoaety
st characteristic of acybercrime syrdicate. = The losses Dacsh hs suffered on the sround are likel,in the longer term, to further decrease capabilies of e iy

* Zcizeni velkého mnofstyi dokumentis midje dat toénikovi piedstavu o dennim programu vicholnjch

idle East

piedstaviteli instituce, wnitinich rozhodovacich procesech i roli jednotlived v organizadi. Informsce mohou

P
tokem stétni skiér.

v

- Jak kampané v USA, i i
Ziwainost i by pijaly bt opatfeni j i

Prolomenl emaliovjcn  Gfnl  predstavuje  vaEng
Sespeinoatni incident, Wterému by kaida msttuce
2 piedcnazet ‘
obsaienjch v emailove komunikedi totid mile mit
hined nékolik zévalnych bezpelnostnich distedid.

MOZNE BEZPECNOSTNI DOPADY

UNIK CITLIVYCH INFORMACH
Obzsh zczenjch emailh by nemé bj bagatelizovin
i vpiipads, Ze unkid emamdoss komunkace

¢ sutednozti suone

£.412/2005 Sb. Obecn? plati, Ze | sbér informeci, které
v dencu chuifi nenspiiuii formiini znaky utsjované
Informace, miide vést ke vzniku Informace, kterd aiky
své exinzved bude pozddl whounocena jako
u3j0van3. NEkTeré informace mohou mit navic v dobé
‘odczeni charakter caiivé interni informace 3 rudd mic
pro Gtodika vysokou zpravodekou hodnotu | bez
toho, ie jsou formaing utsiouiny. Prikisdem mohou
bt dokumenty, které Jsou v procesu tvorby 3 kieré
1302 nedyly zvefejnény.

PRAVA NA ZAVAZNE
OPERACE

Lienstui v kliZovich organaacich s globsinim dozshem
jeko j& NATO & EU, ekonomicky potencii, primysiové
Kapadity, wakum a vivel v oborech tyou strojrensivi,

UTOKY A

nanatechnologie nevo I, 2ini z &R atraktvni ail pro
spravodajske suiby czich mod Zeméns pek

zéjem (k jeiich vidtu vie. Virolni tpréva BIS 2a rok
2015,

Infarmace zcizené toénikem 2 emalowch scnrinek
stitnich Insteuss mohou soudit jako podkisd pro
zaveingfil kybemneticié Gtoky nebo zpravedsjcke
spersce

Pracovn| &ty mohou obsahovat Fadu cinjcr
Intormaci zneulielnycn k caifim (zotdm. Pokud m3
Uto€nik Vazby 73 sTatnine 3kTéna, je moine, fe zhiand
data wyuiije k piiprev daliich zoravodsiskych opersdi,
@ to sk v roviné dlemich hybemeticjch ok jabo

kvl odczeni informad pracovni | csedni povahy
obsaferych vjejikh elektronické komunikach mohou
stit objektem vydirini. 2 komunikace % g8 rownEE

neto informace o misté pohybu zéjmové osoby, cof
«krajnim piipad2 mie byt wyulito k fyzickému dtoku
e ni.
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Exploitation of cyberspace for espionage and cybererime purposes will become more pry
Pyongyang’s ssymmetric posture imespective of a particular development in pﬁr'ilul dundn. m

of cyberspace for Pyoagyang.
e P i for: 5 rp—— the €U and
NATO, and UNSC/ULS, thieat from the

DPRK for the Ceech Republic and its Cl from Pyongyane, DPRK's resort to for-profit operations including
spreading of rencomuere & .nd attacks on banks could mean that institutions in the Crech Republic could
y design.

Criieal information infrastrucaure, Cploion networks, rews organizatons and
ntitutions, o P

Attacker Fecornsssance Generel Buresy (AGB) of the Koreen People's Army is the maicr DPRK
organization resporsible for operations in cyberspace. Threat actors known as Lazanus
Group and Guardians of Peace are likely subordinate unms erther under the RGB, Karean
Feople’s Aemy, or Korean Workers Farty

Methods D008, ranzomwere, spear-phishing, watering hole, ze1o day expions

Damage Denial of service, hardware damsge, dea lozs, berk thefe

The most srking aspect that sets DPRK apart from the

rest of the state cyberthrest sctors is 1 lsrgescsie e

DPRK's involvement in outright crime has, however, 3
dlear precedent in North Korea's past behaviar in the

physical domain.

The contiruing and  everdightening grip o
internamonal sarctions mpased by the UN Secunty
Coundil {UNSC), the US and it alies, ard even China,
meens thet Pyongyeng will continue to employ non-
conwentional options In cyberspace with increasing

.

s 3 threat actor, possessing robust capabilites, which
unlizes cyberspace in areas that other state actors
heretofore avoided. Furthermore, cyber groups Source: KCNA
aszocieted with the DFRX sre demonstrating improved

www nukib ez

pro-Daesh hacking groups.
and North Africa,
* The Czech Republic has not yet become a vict

of pro-Daesh hacking groups. Nevertheless, if employees of

h groups’ medus

operandi, the situation chs

KEY FACTS

Terget US. government and military personnel; members of British, Italian and French armies;
American, Australian, British, Canadian, Norwegian, or Saudi citizens

Attacker Hacking groups acting in support of Daesh

Methods Defacements; hijacking of souial network accounts; release of kil lists, some of which
appear to be duplicates of already existine files and the sxact source of the rest is unknown

Damage Denial of senvice, release of sensitive personal information, hijacking of social network

accounts

With Daesh's* ise was growing alsoits online presence
and diversity of its activities. Those range from
psychological  warfare, recrutment of fighters,
religious rulings, to instructions on  operationzl
securtty. This paper, however, does not deal with
Deesh's online presence. It primarily considers its
hacking capabilities and its implications for the Czech
Republic.

DAESH CYBER LANDSCAPE

There iz no evidence that Dsesh has its own cyber
capabilies. It is hacking groups acting in its support
who are responsible for the cyber incidents we have
seen urtil today. Their sympathies with Daesh are
usually apparent from Daesh's banners and slogans,
which  accompany defacements and  posted
statements of hacking groups.

None of the groups has been officially endorsed by the
terror organisation, though. Their allegiance was self-
declared and therefore it is uniikely they take any
direction from the officiel centre. The model resembles

“lone wolf” sttacks where there is no direct
coordination from Daesh.

Motivation of pro-Daesh groups can be diverse. While
there s a realistic probabilfy that some are motivated
by the radical ideology, others may see the Daesh
cause in line with their own activism. In case of Cyber
Team Rox, 3 group whose members are active in the
United Cyber Caliphate (more information about the
group in Annex 1), the group's origins are in activism
directed against Western military forces perceived to
be occupying Pakistan.* In addition, the possibility that
some of the groups are mativated by exploiting the
Daesh brand as a way of gaining publicity cannot be
ruled out.

What these groups have in common s the relatively
low-skilled character of their actions. They have been
performing defacements, taking over social network
accounts, and releasing kil lists.

www.nukib.cz
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* Podobné typy Utoki jsou pravaépodobné | v Ceské up:,ﬂl zejména pak na instituce, které reprezentujici
2éjmy ER.

strategické politické, ekonomické & bezpeinostni

ADNI

Sté némece federsini visdy

Metodytoku  Neznémé

Iezndmy; medisini spekulace o APT 28 nebo Jiné skupiné napojent na ruskou viddy

ok na dlvérnost dat

Neznami; i

Némecké ministerstvo vnitra ve stfedu 28. Gnora 2017
potvrdio, de Federdini irad pro informaéni bezpenost
(8S1) wyletfuje kyberneticky incident, ktery se tykal
informagnich technologi a st federdini viddy. Jednalo
se Udajnk o izslovany tok, ktery je pod kontrolou
federdinich Gfadd. Miuvei ministerstva vnitra odmiti
\omentovat privwy o mpojeni Ruska, bide
nespecificoval instituce, kterych se Utok tykal, ani
gobu. binem nd probihal

Urdity niznak toho, kterjch institucl se Utok 1k,
poskytii opoziéni postanc, ktefi menoval ministerstva
wnitra, 2atvanidi 3 cbrany 8 BSI mezi témi, kdo by se
mél posiancim zpovidet  Vihiedem k tomu, fe BS! je
vicnd plisiuinou insttuci 3 ministerstvo vara
zabezpeluje LOMUNKAC O Utoky, je Pravdépododné,
i se lok tyka ministerstev zahvanii 3 obrany,
dotknout se visk moh | datiich instituci vyulivajcl
Viddni datovou ¢ VBB, Podie némeckich méail se
itk soustiedll na ministerstvo zshranidi, col podle
ace nizoru bilfe nejmenovanich zékonodircl
nasviatuje Utoku zahrankini zoravodajské siutby.?

v L]
mohi trvat al rok. UtoZnici se do viddnic sitl idajné
dostal skrze akademil pro stétni dfedniky, odkud méh
molnost proniknout | do daidicn kst systému.*

Vibdni datové sit (Informationsverbund Berlin-
Bonn - VBB) mé byt Gdajné zcels odddlens od
internetu a je vyulivna pfedeviim k telefonicke 3
emadové komunikaci mezi Berlinem 3 institucemi
stile sigicimi v Bonnu. Je vyubivin exkiaivnd
Wancétsvim,  parlamentem,  federdinimi
ministerstyy, Federdinim suditaim Gfadem »
bezpetncatnimi inscitucem v Berlind 3 Bonnw. Na
it je dajné registroving 20 Ltokd dennd 8 podie
DW némecké zpravodajské shulby na ni provéadi
penetratni testy jednou tidné

VALECNY UTOK" SE ZAVAZNYMI
JOPADY

Poslanec Dieter janacek (Zeieni) patfici mexi posiance,
kaefi od pfedstaviteld zpravodajské komunity obdriell
orifing. prohlésh, le se jedné o formu viletnéno
itoku” na Némecko. Ziroveh wyiddhil obavy, Ze v
ndsiedujicich dnech 8 tydnech budou Indmy veimi
valné dopady Utoku. Zvefeinin dailich detaill by
podie posiancl » Bend zoravodajskéno wibory Utoku
dodalo na vyznamu, o cof némedt! pledstaviteié nyni
nestos.
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TVORBA A SDILENI STRATEGICKYCH INFORMACI A ANALYZ

* Hlavni aktivitou je tvorba (netechnickych) analytickych materialt a strategickych brifingt k
hrozbam a trendim v oblasti KB

* Informacni podpora decision-maker( zaloZzena na otevrenych zdrojich a pridané hodnoté v
podobé expertizy pracovnikl NUKIB snaha prispivat k informovanému rozhodovani

 Zajima nas strategicky kontext (politicky, bezpecnostni, ekonomicky a sociadlni) hrozeb a
trend( v KB

* Aktivity oddéleni rozvijime od Unora 2016

Pro koho to déldme?

Vedeni NUKIB

Predseda vlady a ministfi

Bezpecnostni komunita: zpravodajské sluzby a policie
Mezinarodni organizace: NATO, EU

Bilateralni partneri: UK, USA, KOR aj.
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