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Core Concepts
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What are the core elements of
Estonjan e-governance?
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. T :
Digitalisation), 4 Cybersecurity

How are digitalisation and cybersecurity interconnected? What must be considered when
securing e-goflernance provisions?
i

Technology People/USers | Decision-Makgrs

f
ology for

ppropriats An QU Ultimat

l.l_"l'i.'\-"-"“p-"“ - T W e s e -
;. il e 1 "
- "'""'li_ L _‘_ o= & A

m" 3 bt i‘ "ﬂ"‘-‘_‘-—-l-.___ ll....i -

P Ry - - . - ._-‘_
A g,

F.l"".'ln-r'l

ﬂ_‘:ﬁﬁ'ﬂﬁmﬂttﬂ?—ﬂqﬂﬁ ..:. - - = :'____“
- """‘f-‘:l i

= "‘-k- T -



B|BIC)

NEWS

News Front Page
¥ ey

vy
s

Africa
Americas
Asia-Pacific
Europel
Middle East
South Asia
UK
Business
Health

Science &
Environment

Technolog

FWIZ™3 One-Minute World News

Last Updated: Thursday, 17 May 2007, 15:21 GMT 16:21 UK

E-mail this to a friend & Printable version

Estonia hit by 'Moscow cyber war'

Estonia says the country's
websites have been under
heavy attack for the past
three weeks, blaming Russia |
for playing a part in the

cyber warfare.

Many of the attacks have come s

from Russia and are being

hosted by Russian state [ — ‘\._&
computer servers, Tallinn says. Estonia says many state websites have

Moscow denies any been affected
involvement.




Case Study: 2007 Cyberattacks

Cyberattacks ware significant for a number of reasons:

publicly-acknowledged cyberattacks on a nation-state ever
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Case Study: 2017 elD Crisis

Key generation yulnerability— Government announcment of crisis—
Patch found andlcrisis averted

mu found a ‘return of thghicoppersmith’ vulnerability in

000 Estonians (as we #in Austfi@, Spain, and
{." i T} :

Czech reses
el cards ¢
elsewhere

L m—p— ..--.-.____'____________- 5

1. .,-.-".-..."'-'i--a.. ~A

-'1|\- t"' A . 'i""
: -H,q ""—'-“h:r._u_.’:‘_ ‘:*‘P

- -.‘h-i- —— i
‘:'-"'" - 1""'- -{".-_1' 'J.,‘--l,‘._.

-y a.wr,q
NS A T
'35:_
. - = - ""-hr

.



Configuring Cybersecurity Governance '
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Cyber Security Council

There is not a “Ministry of Cyberseculity” and,
thus, cybersecurity nmiatters must sit @@tween
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The Future of
Digitaljsation & Cybersecurity

Cybersecurity i .I:

gver-evolving, and never guaranteed:
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Keeping Tabs on Estonian Cybersecurit,

RIA does rigorous daily, monthly, and annual reporting on the state of cybersecurity in Estonia,
alongside global trends and threat landscapes

hitps://www.ria.ee/@llcyber-security/cyberspace-analygis-and-prevention/situation-cyberspace#

RIIGI INFOSUSTEEMI AMET JUUNI 2024

ITUATION IN CYBERSPACE  SEPTEMBER 2024 - C g Kekkingie

In September, we recorded 512 incidents with an . r = b - v . . . PO
impact, which is slightly above the average for the last Incidents reported in six months ” 30.6.2024 CERT-EE tuvastas §0péevaga 19 pahavaraga nakatunud veebilehte ja serverit, 3 dngitsuslehte r

six months.

In September, several essential services were
disrupted; for example, Telia voice communication and . 29.6.2024 CERT-EE tuvastas ddp#evaga 29 pahavaraga nakatunud veebilehte ja serverit, 12 &ngitsuslehte
Swedbank services experienced failures. We saw a ~

spread of phishing emails sent posing as the bank LHV.

We are organising cybersecurity workshops for adults. :
We published new instructional materials for children Al Mo e S Y A b ’ 28.6.2024 CERT-EE tuvastas 60pédevaga 27 pahavaraga nakatunud veebilehte ja serverit, 26 6ngitsuslehte

and parents in Estonian. 2023 —8=2024
Estonia along with other countries published a joint Incidents reported to CERT-EE that had an impact on the confidentiality,
statement to attribute cyber attacks to the Russian integrity, or availability of data or information systems

27.6.2024

military intelligence. The car rental company Avis fell
victim to a cyber attack.

CERT-EE tuvastas 60pdevaga 10 pahavaraga nakatunud veebilehte ja serverit, 10 dngitsuslehte
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Thank you for your attention!
Questions?

Let’s keep in touch!
logan.emily.carmichael@ut.ee




