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OF THE FUTURE
LOOK LIKE®




Vymezeni

® kybernetické utoky

® tj. mimo EWar, InfoWar
o satelity, C3, drony, atp.



Co chranime

« CIA

« Confidentiality
* Integrity
« Availability



Vychodiska

® vétSina Skod neumyslna

o bugy, nehody, prirodni katastrofy, ...
® pripadné utoky zevnitf

o hapr. nespokojeni zamestnanci

® Utoky v zasadé spocivaji v nalezeni a vyuziti
nejaké existujici slabiny
o lidske, strukturalni, implementacni, technicke
o nheexistuje dokonaly systém



Casta tvrzeni

« biliony utoku*
« Jsme Ccim dal zranitelnejsi”

e airgap



(D)DoS
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Botnet

/ Zombies



1) Open these on your TOR Browser and/or use VPN
2) Forget about them
3) Fuck Russia

http://norussian.tk/

https

://vug.pl/takeRussiaDown.html

URLs DDOSed:
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Po rozkliknuti linku se vyuzije vas prohlize€ na ddos
utok proti Rusku. Sdilejte a pomozte.
https://vug.pl/takeRussiaDown.html|
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X55 Defacement - Opera
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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of yvour documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
3 ! way to recover your files, but do not waste your time. Nobody can recover your
Payment will be raised on files withaut our decryption service.
5/15/2017 16:25:02

Can | Recover My Files?

B e B b B Sure. We guarantee that you can recover all your files safely and easily. (But you __
have not s0 enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt=.

If you want to decrypt all your files, you need to pay.

Your files will be lost on

5/19/2017 16:25:02 You only have 3 days to submil the payrent. After that the price will be doubied.

e Also, If you don pay in 7 days, you won be able to recover your files forever,
ime Le

---------------------------
a

Ble e Me o How Do | Pay?

Send $300 worth of bitcoin to this address:

bt bitcon bitCOin
ACCEPTED HERE

H BN H- — ™. & [T
How to by batcoms?

Contact Us

Check Payment




FORBES » INNOVATION » CYBERSECURITY

Google Contirms 97 Zero-Day
Attacks And Points Finger At
China For 12

Davey Winder Senior Contributor @
Davey Winder is a veteran cybersecurity writer, m

hacker and analyst.
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Socialni inzenyrstvi

vyuzivani lidske hlouposti a naivity
phishing, spearphishing, whalephising

slabost a opakovani hesel
® prenosna média



SOCIAL ENGINEERING
SPECIALIST

Because there is no patch
for human stupidity

» uzivatelska podpora, servis, snaha pomoci
* na zivo, po telefonu, mailem, IM



IN THIS CORNER Wt HAVE
FIREWALLS, ENCRYI'PTION,
ANTIVIRUS SOFTWARE , ETC.
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#1
#2
#3
#4
#5
#6
#Hi
#8
#9
#10
#11
#12
#13
#14
#15
#16
#17
#18
#19

PIN

1234
1111
0000
1212
iy
1004
2000
4444
2222
6969
Slelele
3333
5595
6666
1122
1313
8888
4321
2001

Freq

10.713%
6.016%
1.881%
1.197%
0.745%
0.616%
0.613%
0.526%
0.516%
0.512%
0.451%
0.419%
0.395%
0.391%
0.366%
0.304%
0.303%
0.293%
0.290%



Kryptologie




. od antiky

. pozvolny vyvoj az do novoveku
. revoluce ve 20. stoleti (valky)

. Ssoucasnost
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Prolamovani kodu

. frekvencni analyza
. repetice

. chyby operatoru

. kodove knihy

. hruba sila
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Nektere pojmy

Steganografie
kdysi a dnes
text, obrazky, hudba, neviditelny inkoust...

Hash
.+ salt
,oecurity through obscurity”
dat, algoritmu, klice
Symetrie a asymetrie Sifer
,handshake”



Examples of steganography

Example 1: Coded message

Apparently neutral’s protest is thoroughly discounted and ignored.

Isman hard hit. Blockade issue affects pretext for embargo on byproducts,
ejecting suets and vegetable oils.

Take second letter of each word to get message:
Pershing sails from NY June 1

Example 2: Coded images: Least Significant Bits (LSB) insertion
Original image Altered image

Areas where
binary code
of pixel has
been altered

Binary code from original image pixel[1]
10000000 10100100 10110101 10110101 11110011 10110111 11100111 10110011 00110000
Changes made on altered image pixel [1]
10000001 10100100 10110900 10110100 11110010 10110110 19100110 10110011 00110011

Read last digit:

1000001 which is ASCII binary code forA
[1]2][3][4]



Hash

The red fox
runs across

Hash
function 52ED879E

the ice

The red fox

walks across 46042841
function

the ice




Same key is used 1o encrypt
and decrypt message

\J""
=9

Shared Secret Key



T T

Differant keys ara used to
encrypt and decrypt message

AD D

Recipient’s Recipient’s
Public Private

Key Key

Recipient



Message,

Digital Signature %

and Senders X.509 Message
> > >

Create Signature Verify Signature Recipient

T T

Different keys are used to creale
and werify Digital Signatura

) -

Sender’s Sender’s
Private Public

Key Key




Soucasneé vyuziti

vsude a porad
digitalni podpis
bankovnictvi
komunikace

TOR
® e2ee



E) How Tor Works: 3 5 Tor node

. e Unencrypted link
—p ancrypted link

Alice J

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encry pted, red links are In
the clear.
..l-l - - -.-'
Dave




Rizeni pfFistupu

iIdentifikace, autorizace, autentizace
co jste, znate, mate
biometrika

vyhody, nevyhody
FAR, FRR



Biometrics

I
Physiological

— face

—fingerprint ‘S

—hand

-
L=

.

s

—DNA %

|
Behavioral

_ keystroke 11|

4

— signature /_ﬁ%

— voice MMMI



