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Abstract
!e paradigm of the election campaign has shi$ed around the world. Arti"cial 
Intelligence and Machine-Learning are now dominant over traditional ways of 
the election campaign. Arti"cial intelligence and machine learning analyzed the 
big data to understand voters’ unique psychographic and behavioral pro"les. !ey 
persuaded voters to vote for a particular politician/Political party and create a 
bias against political opponents during the election. Deepfakes, Automated social 
media bots are among the famous developments in technology that are now highly 
used to manipulate and alter voters’ opinions during the election campaign. !e 
present study examines the use of Arti"cial Intelligence and Machine-Learning 
during the election campaign. !e present study is divided into three sections. 
!e "rst section highlighted the status of internet penetration and social media’s 
in%uence on the Indian Lok Sabha election. !e second section emphasizes the use 
of Deepfake and automated social media bots during the election campaign. !e 
last section explores the future of Arti"cial Intelligence and Machine-Learning in 
the election campaign.
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11.1 Introduction

Technologies are developed to make human work easier. It is now used by 
organization to understand their customer. Technology has changed the 
election campaign and advertisement approach around the democratic 
countries. A combination of big data, Arti"cial Intelligence, and Machine 
Learning can provide crucial insight and uncover essential facts that can 
be immensely bene"cial for the election campaign. Big Data helps political 
parties to read voters’ minds and patterns of behavior. Social media and 
mobile applications are considered the primary source of big data.

According to the survey, there are 91.10 crore voters in India during the 
2019 Indian General Election. Around 54 crores are mobile phone users 
having Facebook and WhatsApp accounts. Social media can in%uence 30% 
of total voters during the 2019 Indian general election [1].

In election season, big data is worth its gigabytes is gold because it allows 
customized campaigns by targeting individuals. Political parties in demo-
cratic countries are working with massive data sets of online behavior to 
understand households in a constituency. Traditional campaigning tech-
niques exercise by politicians and political parties to achieve their objec-
tives are consider no more relevant and valuable [2].

In recent years, technology has changed the whole approach of the elec-
tion campaign. Political parties and Politicians are now more relying on 
new technologies. Big Data, Arti"cial Intelligence, and Machine Learning 
are now being used in analyzing psychographic and voters’ behavior.

A$er the advent of information and technology, political campaigns 
have become data-driven. Now election campaign more relies on big data. 
Political parties across democratic countries are analyzing big data to 
understand the pro"les of the constituency. Political parties and election 
strategists are more interested to know who "rst-time voters are. Who are 
%oating voters, and how do they behave, demographic and socio-economic 
conditions of voters? Particularly in India, Political parties and political 
marketing consultants are more interested in understanding the caste, 
Religion composition in society, and voters’ socio-economics conditions. 
!ese data help design election campaign strategy (What to talk with a 
particular cluster of voters), select candidates, and build a pro-party nar-
rative [3].

Data related to the users’ particulars are now collected with the help 
of technology. So$ware applications Google Maps, YouTube, Instagram, 
Facebook, Twitter, and many more applications contain tons of users’ data. 
Advertisers have been exploring ways to utilize social media data as much 
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as possible to understand consumer behavior. Hyper-targeted advertise-
ments are based on online and in-person activity is expected. At this point, 
what is new is the political parties and politicians are catching up to the 
advertisers [4].

Now, advertisers and political campaigners use the structure and 
unstructured data as an input and computational power of statistical 
tools to build or train machines’ seemingly human capabilities. Big data, 
Arti"cial Intelligence, Machine learning, and more sophisticated politi-
cal communication are now used by political parties/Political consultants 
to target voters more individually. !e relationship between Big Data, 
Arti"cial Intelligence, and Machine Learning is depicted in Figure 11.1.

11.2 Big Data Reveals the Voters’ Preference

!e world is becoming a digital space. Today all works are managed, share, 
and stored online. Data is gathered from the device like laptop, smartphone 
are called big data. Big data have a particular pattern if analytical tools ana-
lyze it. !ese data patterns are meaningful and help in understanding the 
behavior and trends of individuals or groups.

Big data are now in high demand more in election campaigns to under-
stand voters’ choices and issues. Data is also used to predict election out-
comes and design micro-targeting election campaigns [6]. Obama explored 
the potential of big data in 2012 for his US presidential election campaign. 

Artif icial
Intelligence

Machine
Learning

Deep
Neural

Networks

Big Data
The structured and
unstructured data used as an
input to nuild or ‘train’ AI and
ML algorithms

Machine learning

Deep neural networks

Artif icial Intelligence
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One type of machine learning
that uses vast amounts of data
to perform AI tasks

Computational and
statistical tools, some of
which are used for AI

Figure 11.1 An overview of the relationship between arti"cial intelligence (AI), machine 
learning (ML), big data, and deep neural networks. Source: [5].
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Now, other democratic countries’ political parties understand and utilize 
the potential of big data for the election campaign [7]. !e most domi-
nant means of collecting big data is social media and mobile applications. 
Figure 11.2 shows “Big data analytics examines large and di&erent types of 
data to uncover hidden patterns, correlations and other insights”.

Recently, political parties have developed their own so$ware application 
to connect voters’ and collect big data to understand voters’ perspectives, 
behavioral and psychographic pro"les.

Citizens involved in the election are the organizer, volunteers, or sup-
porters. Political parties demand their volunteers and supporters to down-
load their so$ware applications. !e Apps subscribers provide their phone 
numbers and allow apps to access contacts numbers, photos, video, mes-
sages, GPS, and Bluetooth data. !ereby, the subscriber receives stream 
text, messages encouraging the subscriber to be more involved in the elec-
tion campaign.

In the 2008 US presidential election, Barak Obama released election 
campaign apps for the iPhone. !e apps access users contact list from their 
phone that lives in di&erent locations. !en encourage people to call them 
on behalf of the political party. GPS was a new feature for the smartphone 
back then. GPS help to direct users to the local campaign event and cam-
paign/political party o'ces [9].

All the tiny things like the user contact list, sent text messages, and 
received GPS location history was collected, centralized, and out of power 

What is Big Data Analytics?

DECISIONSBIG DATA ANALYTICS

edureka!

“Big data analytics examines large and
different types of data to uncover

hidden patterns, correlations and other
insights”

EDUREKA HADOOP CERTIFICATION TRAINING www.edureka.co/big-data-and-hadoop

Figure 11.2 Big data analytics and visualization. Source: [8].
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how the users use. !is is because the user has permitted the apps to their 
personal information from the phone. Same we see today, it is prerequi-
site criteria to allow apps to access the phone memory. !e smartphone 
had successfully replaced the door-to-door campaign to the same extent in 
urban America. !e 2008 Obama victory in the US presidential election is 
considered data have driven campaign.

Obama canvassing apps give volunteers, list of neighbors to target. 
During the 2008 US presidential election, 1 million people gave campaign 
access to their Facebook data and their friends’ Facebook data. Obama 
email lists 20 million Americans.

In the next election, Cambridge Analytica (A British political consulting 
"rm) had obtained Facebook data on tens of millions of Americans with-
out Facebook users’ consent. !en used Facebook data to build a “psycho-
logical warfare tool,” which unleashed US voters with "ne-tune messages 
to help elect Donald Trump as president [10].

!e political consulting and data analysis "rm Cambridge Analytica 
obtained Facebook users’ personal information through the third-party 
quiz app. !ose who downloaded the app were told that the data collected 
would be used for academic purposes. But, these data were used to build 
detailed voters’ pro"les for both the Ted Cruz and Donald Trump presi-
dential campaigns. Skeptical voters were then targeted with provocative 
political content and ads before the 2016 US presidential election. During 
the 2016 US presidential election, Campaign apps were getting more 
sophisticated. !e Hillary 2016 app was heavily gami"ed. App users could 
complete each other to earn rewards [11].

Overall, the app’s scandal and success in the past election have laid the 
foundation for robust digital election campaign strategy application.

11.2.1 Use of So"ware Applications in Election Campaigns
Phunware Company has developed application so$ware for Trump 2020 
election. Phunware So$ware Company is well known for its advanced 
location tracking capabilities Trump 2020 app is a gami"ed tool, news 
aggregator media creator, and virtual event platform with maximums 
approach to data collection. !is application so$ware provides facilities 
like money donation facilities, social media conversations, surveys, and 
many more. !is application so$ware is bene"cial for target advertising in 
commercial space. Location-based services help track user activities like 
the stores› choices and time spent on the particular location and visualize 
user movement patterns in the set boundaries. !is information is then 
triangulated with other data and developed personalized advertising [12].
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MIT Technology Review, which evaluated both application so$ware, 
said Trump’s “Data collection is perhaps the most powerful thing the 
Trump 2020 app does.” A phone number for a veri"cation code and the 
user’s full name, email address, and zip code are required to sign up in 
the so$ware application. Users are also encouraged to share the app with 
their existing contacts. !is campaign strategy helped reach around 40 to 
50 million citizens expected to vote for Trump’s reelection. !is campaign 
strategy intended to collect every single one of these voters’ cell phone 
numbers. !is strategy means the app also makes extensive permission 
requests, asking for access to location data, phone identity, and control 
over the handset’s Bluetooth function [13].

11.2.1.1 Team Joe App
For Joe Biden, his campaign has launched the “Team Joe” app. According 
to the Biden campaign, the app’s primary purpose is about community 
and voters sharing their experience and their support for the candidate 
with their network. !is type of relational organizing leverages volunteers’ 
in%uence and personal contacts, giving the campaign access to potentially 
like-minded individuals.

“!e Team Joe app is an organizing tool that allows users to text their 
friends in support of Joe and get updates from the campaign,” according to 
the Team Joe app website. “App will let the user know which of user friends 
and family members we’re hoping to talk. Users can then text them directly 
to share campaign updates, ask questions, and gather their thoughts on the 
2020 race on behalf of our campaign” [13]. 

11.2.1.2 Trump 2020
In the app store, Trump 2020 app is categorized as a news app and rated 
17plus revision, including mild profanity or crude humor, mature/sugges-
tive themes, medical/ treatment, and information. According to Apptopia 
(a web-based market data and intelligence solution for mobile application 
developers), “It provides several data points such as revenue, app store 
downloads, and overall performance with statistics for every mobile app.” 
!is app also o&ers intelligence capabilities to identify emerging trends 
and consumer interests.), it has over 2.6m downloads in early October 
2020, over 15 times of Biden app (Vote Joe). Biden app is categorized as 
a social networking app and appropriate for ages four and above. Figure 
11.3 shows the app store preview of the Trump 2020 app and the Biden 
app [14].
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!e di&erence between Trump and Biden is based on its approach. 
Trump’s app seemingly targeted all its supporters, while Boden app is 
designed for one purpose, “relational organizing.” !at volunteers and 
organizers strategically reach out to friends and family to vote for Biden.

It’s a coin with two sides. !e best way it changes someone’s mind about 
something they believe in politically is to talk to them and know them. 
But the best way to manipulate someone is to get some care about and 
share information with them. !is strategy depends on the message being 
paddle.

Never “relational organization” is a campaign with high volume semi- 
automated average tools. If changes, scale changes automation. So text 
friend required a friend to be registered on the app. !is function is built 
on an automated system that turns it into a new form of propaganda.

11.2.1.3 Modi App
March 2015 Modi app has been downloaded 10 million times. Default 
permission gave total access to all the data on the user’s phone. !e app is 
o$en used to disseminate news and propaganda to supporters. !e Trump 
and Modi apps appeased the media ecosystem. One of the objectives of the 
app is to prove mainstream is corrupt. !e user gets attention-grabbing 
articles from the campaign media team. Modi app takes 22 permissions 
from the user, including the ability to access the user’s contacts, gallery and 

Figure 11.3 App Store Preview. Source: [14]. 
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microphone. !e data collected by the Narendra Modi app is being passed 
on to analytics company Clevertap. !ese data is further used for election 
campaign purpose and to provide the most contextual content to users [15].

11.3 Deep Fakes and Election Campaigns

Arti"cial intelligence refers to algorithms that mimic the intelligence of 
humans able to resolve the problem. Machine Learning refers to the algo-
rithm, a subset of Al that includes a technique that enables the machine 
to improve at the task with experience. Advances in Arti"cial Intelligence 
(AI) and Machine Learning (ML) have enabled computer systems to create 
synthetic videos, a.k.a. deepfakes.

A deepfake video can show a person saying or doing something that 
they never said or did. An AI algorithm is taught, using deep learning, to 
manipulate actual video and audio to mislead viewers. Deepfake online 
videos are burgeoning as tools and applications to make "ctional content 
cheaper, lowering barriers for non-experts to make them.

One of the ways to make deepfake videos involves encoding, decoding, 
and face-swapping. First, an AI encoder runs several face shots of two per-
sons. !en, the encoder learns of similarities in the faces and compresses 
the images.

As the faces are di&erent, one Arti"cial intelligence decoder picks the 
"rst person’s face, and another decoder selects the second person’s face. 
!en, the encoded images are fed into the “wrong” decoder to perform the 
face swap. !is process is done on every frame to make a convincing video. 
Figure 11.4 shows the image of deepfake and impersonating examples of 
Barak Obama [16].

In some instances, Arti"cial intelligence is trained to create new images 
and videos from scratch using the Generative Adversarial Network (GAN). 
With the help of Machine Learning, GAN makes two neural networks to 
contest against each other in a game with a given training set. It helps gen-
erate new data and output related to the training set. In Figure 11.5 it has 
shown how AI brings Mona Lisa’s looks from a di&erent angle [17].

Arti"cial intelligence and Machine learning are now used in the election 
campaign to engage voters and be more informed about the political issue.

11.3.1 Deep Fake in Delhi Elections
Since its inception in late 2017, deepfake images and videos have primar-
ily been used in pornography. Approximately 96% of all deepfakes online 
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Figure 11.4 An image of deep fake and impersonating examples of Barak Obama. Source: 
[16]. 

Frame 0 Frame 4 Frame 8 Frame 12

Frame 16 Frame 24 Frame 28 Frame 32

Figure 11.5 AI bring Mona Lisa’s looks from di&erent angle. Source: [17].
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are non-consensual pornographic videos, according to Deep Trace Labs, a 
deepfake detection technology "rm.

Deepfakes are now a growing concern across the world in recent years. 
Some of the most prominent targets have been celebrities, whose faces 
were mapped onto porn actors. Others have involved notable people such 
as Barack Obama name-calling US President Donald Trump and Facebook 
boss Mark Zuckerberg boasting about illegitimate data accessing—neither 
did that in real life.

An allegedly deepfake video of Gabon’s President Ali Bongo led to a 
coup d’état, which was later crushed in the political sphere. Apart from 
this, Future Advocacy’s deepfake video showed UK’s Prime Minister Boris 
Johnson and Labour leader Jeremy Corbyn endorsing each other. !e think-
tank’s uploaded a video in an attempt to show the potential of deepfakes in 
undermining democracy [18].

A day before the Delhi elections, two videos of Bharatiya Janata Party 
(BJP) Delhi unit President Manoj Tiwari goes viral. In this video, Manoj 
Tiwari urges citizens to vote for BJP in English and Haryanvi to 15 million 
voters via 5,800 WhatsApp groups. !e videos were deepfakes, digital 
media "rm Vice reported.

In the English video, Mr. Tiwari criticized his political opponent Arvind 
Kejriwal and asking voters to “please press the lotus button on 8 February to 
form Modi-led government.” However, in the original video in the Hindi lan-
guage, Mr. Tiwari spoke about a completely di&erent issue. !e original video 
was mocked and audio overlaid in English and Haryanvi language. !e lip-
synching was tweaked to make it seem as if Tiwari was indeed speaking [19].

11.4 Social Media Bots

“A social bot is an automatic program that simulates human behavior on 
social networks. Social bots take part in discussions on Twitter or Facebook 
and act like human users. !ey spread content on a particular topic on 
social media—mostly to in%uence people’s opinions.”

Bots now have a believable online pro"le with more advanced conver-
sational skills and appear genuine users embedded in the human network. 
Humans partially manage some automated accounts. !ese pro"les are 
known as sock puppets.

Social media bots are now everywhere on social media like commer-
cial activity, counterterrorism, terrorism, Entertainment, Harassment, hate 
speech, information operation, noti"cation, Social and civil engagement. 
Illustrations are depicted in Figure 11.6.
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Social media bots behaviors can identify commonly at three levels. 

a) Congregate of Bots—Social media bots o$en congregate 
together and act randomly, making them easier to identify.  

b) Content Level—Social media bots tend to use emoticons, 
exclamation points, or other content in more regular pat-
terns than human uses on social media. 

c) Activity level—Social media bots o$en lave a higher level of 
activity (typically automated social media bots) compared to 
human social media behavior. 

Details are presented in Figure 11.7. 
Bots strategically amplify particular messages by spreading propaganda 

and shapes popular narratives. It attempts to set online political agendas, 
manipulate the public, and in%uence political processes. Bots, post, like, 
and dislike shares 24 ( 7 h. By liking and retweeting, bots make topics and 

Figure 11.6 Social media bot uses. Source: [20].

Figure 11.7 Social Media Bots Signature Behaviors. Source: [20].
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opinions appear essential. Bots functioned as it is programmed. Bots are 
highly used for Political purposes to in%uence public discourse, military 
con%icts, and set agendas in elections [21].

A study claimed, “just six percent of bots on Twitter accounted for 31 
percent of bad information”. Social media bots take a few seconds for bots 
to spread misinformation. Visualization of bots spread misinformation is 
depicted in Figure 11.8. 

During the 2016 US Presidential election, nearly 400 thousand Twitter 
accounts, approximately 15% of the US’s entire Twitter population, were 
bots. !ese accounts were responsible for creating tra'c in around 20% of 
online conversations.

In the UK, the research found bots play a strategic role in shaping dis-
course on Twitter about the polarizing BREXIT referendum. Hastag# asso-
ciated with leaving the EU dominated the conversation. Less than 1% of 
accounts are responsible for generated one-third of all messages.

In the US, during Covid19 lockdown. Nearly half of the Twitter accounts 
discussed reopening the US have come from bots. Other reports high-
lighted in the top 50 in%uencer retweeter, 82% were bots, and in the top 
1,000 retweets, 62% were bots [23].
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Figure 11.8 Visualization of the spread through social media of an article falsely claiming 
3 million illegal immigrants voted in the 2016 presidential election. Source: [22].
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11.5 Future of Arti!cial Intelligence and Machine 
Learning in Election Campaigns

AI and ML are the products of the advancement in technology. !e future 
of AI and ML depends on technology and the internet around the world. 
Technology is getting advance every day. Internet is getting upgraded in 
higher generation speed. !e e&ects of advancement in technology and the 
internet have been noticed in some recent election campaigns in developed 
and developing countries.

Now technology has become very easy to learn and required no exper-
tise in operation. !ousands of so$ware applications are freely available 
online. Online so$ware is enabling to edit audio, video, and image. Unique 
features allow users to merge, mock, and infuse special e&ects in the video. 
!ese videos and audio can be circulated to millions in seconds across the 
globe with an internet connection. Now online campaigns are shaping citi-
zen electoral choice. Soon, low-cost internet and technology advancement 
will shi$ the election campaign entirely online around democratic coun-
tries [24].

!e application of AI and ML in election campaigns across democratic 
countries will increase in the future. A customized so$ware application, 
Deepfake video, and bots will replace the door-to-door campaign to a large 
extent. A negative campaign will dominate, and other countries’ involve-
ment in the election will increase. !e customized election campaign will 
use text messages and videos to target voters at an individual level. !ere 
is a high probability that voters’ details will no more remain personal 
soon. Election management companies will access all the details of voters 
through a customized so$ware application. However, the election will only 
be limited to some boundaries, but advertisement and election campaigns 
are now boundaryless and can be managed anywhere inside and outside 
the country. In a nutshell, the future of the election campaign will become 
data-driven. Citizens will elect their representatives for the house, who 
have used more advanced AI and ML in their election campaign.
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