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Internet

* ARPANET

— Prvni spojeni v roce 1969 v Kalifornii
— Zejména pro propojeni vyzkumniku
— Projekt Ministerstva obrany USA
e 1989/1990 — zahajeni komercniho vyuziti
* 1991 — World wide web - zjednoduseni
e 1995: Posledni bariéry pro komercni v. padaji
* 1996: § 230, Communications Decency Act

e 1996: A Declaration of the Independence of
Cyberspace — J. P. Barlow -
https://www.eff.org/cyberspace-independence
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https://www.eff.org/cyberspace-independence

Kyberprostor

THE NEW ACE SCENCE
ACION SPECAIS.

* ,Konsensualni halucinace kazdy den 2NN
zakousend miliardami oprdvnénych AEURONMANGS
operdtort vsech ndarodu, détmi, které se v
uci zaklady matematiky... Graficka
reprezentace dat abstrahovanych z
bank vsech pocitacu lidského systému.
Nedomyslitelna komplexnost. Linie
svétla serazené v neprostoru mysli,
shluky a souhvezdi dat. Jako svétla
mesta”

Gibson, W. Neuromancer. 20 vydani. New York: Ace Books, 2004, s. 69. Preklad
prevzat z dila: Jirovsky, V. Kyberneticka kriminalita. Praha: Grada Publishing, a.s.,
2007,s.17
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* 1991/1992 — pfipojeni CVUT

* CESNET — vyuziti pro akademiky; zbytek
komercneée

* Pevné linky do zahranici (prvni Praha-Viden)
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Vyvoj vyuziti internetu

Internet Users Per 100 Inhabitants
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Kyberneticka kriminalita

* Crime and the Computer (M. Wasik, 1991)

e Pocitacova kriminalita (K. Novak: PocCitacova
criminalita - Uvod do problematiky; IKSP, 1992)

 Informacni kriminalita?

« Umluva Rady Evropy o kybernetické kriminalité
(Budapest, 23. listopadu 2001)

— Zaklad v praci komise z roku 1985

* 1984 — prvni Apple Mac; dominance Atari, Commodor
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Umluva Rady Evropy o kybernetické kriminalité

* Trestné ciny proti dlivérnosti, integrité a dostupnosti pocitacovych
dat a systémui
— Neopravnény pfristup (cl. 2).
— Neopravnéné zachyceni informaci (¢l. 3).
— Z3asah do dat (cl. 4).
— Zasah do systému (cl. 5).
— Zneuziti zafizeni (Cl. 6).
* Trestné Ciny souvisejici s pocitaci
— FalSovani udajl souvisejici s pocitaci (¢l. 7).
— Podvod souvisejici s pocitaci (Cl. 8).
* Trestné Ciny souvisejici s obsahem
— Trestné Ciny souvisejici s détskou pornografii (Cl. 9).
* Trestné Ciny souvisejici s porusenim autorského prava a prav
pribuznych autorskému pravu

— Trestné Ciny souvisejici s porusenim autorského prava a prav pribuznych
autorskému pravu (cl. 10).
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e Formy kyberkriminality

Typické utoky v kybernetickém prostoru
Utoky spocivajici v $ifeni zavadného
(nelegalniho nebo nezadouciho) obsahu
Utoky spocivajici v poru$ovani prav dudevniho
vlastnictvi

Utoky vyuZivajici kyberprostor k dal&im formam
trestné cinnosti
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e Typické utoky v kybernetickém prostoru

* Prunik do pocitacového systému
— Ziskani hesla
* Oklamani uzivatelu
— Web spoofing
— Malware, viry, Cervy, trojské koné
— DDoS (distributed denial of service) — botnet
— Phising, pharming
— Nevyzadané emaily
e Zachyceni dat
— Tzv. sniffing
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e Zkous

— Mozné skody az 20 000
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Web spoofing
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Viry, cervy a spol.

* Wanna Cry (5/2017) — 200.000 pocitacu

— V britskych nemocnicich nefungovali pocitace

i Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
SR 011" decryption service.

Payment will be raised on -
2 == Can I Recover My Files?

5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Ty V. J SUSueey 'y RN jENSyoug X puan

5/20/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
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* Agrofert (2016)

- ODS (2012)

ANONYMOUS

* Twitter, CNN, NYT, etc. (2016)

— Utok na DNS servery (pfekladaji webovou adresu na
IP adresu)
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* Dopisovani si s ‘nigerijskymi princi’

Subject: Re: Our Ref: L1311C/07 Date: 15 July 19:55

| hear what you're saying about dreams. You're so right. Anyway,
as long as it's in conformity with the syetems then I'm on board.

One thing, though. | live in London you see, so | thougnht I'd just
pop round and give you the $900 in person. Be good to meet up
anyway and chew the fat. | stopped by your corporate offices in
North London only | couldn’t find an office there. Just a cul de sac.

What's the deal?
All best, James

*  https://www.boredpanda.com/funny-phishing-scam-emails-dot-con-james-veitch/

* https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply to spa
m_email
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ai:  Jak se stat hackerem?

* Koupit si ransomware (relativné propracovany)
— 11.000 K¢

» Stahnéte si vlastni zadarmo (zakladni znalosti
potreba) -
https://github.com/mauri870/ransomware
— Zadat do Googlu danou problematiku + tool

* Trénujte pronikani do stranek legalné
— https://www.hackthissite.org/pages/index/index.ph
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