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Basic pillars of regulation

„Old“ (current) directive

Broad definition of PD

Title to process PD
Consent
Legal entitlement

Triangle of
Data subject
Controller
Processor

„New“ GDPR

Even broader definition of PD

Title to process PD
Consent
Legal entitlement

Triangle of
Data subject
Controller
Processor



Comparison

„Old“ (current) directive

32 Articles

Needs to be adopted by member

states

„New“ GDPR

99 Articles

Direct effect



From 1995 to 2016 Data protection needed some 

FACELIFTs but did not change that much



Fire safety analogy?
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Principles

Controller

• the person who 
determines the purpose 
of data processing 

Processor

• performs certain 
activities on controller’s 
request

Data subject

• Also known as “human”



Data processor VS data controller

determines the 
purpose of data 

processing 

• One information can
be processed by 
various processors

performs certain 
activities 

• Provides services

• Performs only what
controller orders



Purpose

Lawfulness

Fairness
Transparency

Purpose 
limitation and 

Data 
minimisation

Storage 
limitation

Accuracy, 
integrity and 

confidentiality



Processing data without consent

performance of a contract to which the data subject is party

compliance with a legal obligation of a controller

in order to protect the vital interests of the data subject or of another natural person 

for the performance of a task carried out in the public interest

the exercise of official authority vested in the controller

legitimate interests pursued by the controller



The principle of storage limitation and exception 
for archiving in public interest

that personal data must not be kept in a form which permits identification of 
data subjects for no longer than is necessary for the purposes for which the 
personal data are processed 

Exception

• long term processing “solely for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes

• public repositories are in general entitled to collect, process, store and make available certain 
personal information, even if that information was not originally created or collected for the 
purposes of archiving in a repository

Proportionality!



RIGHT TO OBJECT AND RIGHT TO 
ERASURE
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Right to object and right to erasure (right to be 
forgotten)

▪ he controller shall have the obligation to erase personal data on 

request, if there are no overriding legitimate grounds for the 

processing, such as
▪ exercising the right of freedom of expression and information

▪ compliance with a legal obligation

▪ reasons of public interest in the area of public health

▪ archiving purposes in the public interest, scientific or historical research purposes



Data protection by design
Old concept, newly defined



The liability starts even before processing takes 
place

form of good practice of the data controller to design its processes and 
systems in order to minimize the risks of data protection breaches

The GDPR introduces obligation of the controller to implement 
appropriate technical and organisational measures to ensure and to be 
able to demonstrate that processing is performed in accordance with this 
Regulation

The controller is explicitly required to assess the risks, make plans for 
the security of the data both at the time of the determination of the 
means for processing and at the time of the processing itself



Anonymisation, pseudonymisation and profiling

Anonymized

• The key to pseudonyms does not exist

Pseudonymized

• can be de-cyphered and the induvial can be tracked and 
identified 

• pseudonymized data is personal data and fall within the scope of 
the regulation.

Profiling

• automated processing of personal data consisting of the use of 
personal data to evaluate certain personal aspects



Liability for personal data in software (?)
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The most siginificant question:

Your role

•Are you data controller

•Are you data processor

•Are you ISP provider?
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Other questions

Sharing data

Imported data

Subsontractors

Foreign subjects
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INSTITUTIONAL RULES AND 

POLICIES FOR SHARING AND 

STORING DATA



General Data Protection Regulation
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Step 1 - Monitoring

Identification of activities related to data processing

Employees Competences

Identification of the data sources 

Gathering information and identifying personal data in repositories 

Identification of personal data in all 
repositories

Identification of the purpose
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Step 2 Adopting policies and internal rules

▪ General data protection policy

▪ Privacy (transparency)policy 

▪ … ?
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IDENTIFICATION OF PERSONAL 
DATA IN ALL 
ARCHIVES/REPOSITORIES
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Identification of personal data

▪ definition of “personal data” is very extensive and covers any 

information that can be directly or indirectly related to an 

individual

▪ data do not have to be structured, in order to be qualified as 

personal data

▪ Any information in any media format including photographs, audio 

and visual records may meet the definition of personal data

▪ even pseudonymized information is to be considered a personal 

information. 
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Identification of the purpose of processing

▪ Defined purpose for each set of data is necessary to determine 

whether the institution does require a consent of a data subject or 

not. 

▪ The general regulatory principles of purpose limitation, data 

minimisation or storage limitation are directly related to the 

purpose of data processing. 

▪ Personal data shall be adequate, relevant and limited to what is 

necessary in relation to the purposes for which they are 

processed
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Identification of the purpose of processing

▪ The purpose of data processing is also crucial in:
▪ dealing with the requests for erasure of data  or 

▪ right to restriction of processing. 

▪ that the purpose needs to be determined at the time of the collection of the personal data

▪ changing purpose of the data processing after the data have been collected is limited by GDPR and restricted to 

several exactly defined cases. 

Právni rámec sběru, zpracování, uchovávání a užívání výzkumných dat GA15-20763S29



Identification of Activities

▪ Processing of personal data is a daily activity in every public 

institution or business

▪ governance of personal data has to be based on the purpose the 

processed data serve 
▪ i.e. their value to the organization

▪ After the personal data have been identified, it is necessary to be 

attribute each set of records to a certain purpose (or purposes) for 

which they have been collected and processed. 
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Identification of the data sources 

▪ Anonymous or pseudonymous?
▪ Is anonymity absolute or relative?

▪ Case C-582/14: Patrick Breyer v Bundesrepublik Deutschland where CJEU ruled that the possibility to combine the 

data with this additional data must constitute a means likely reasonably to be used to identify the individual

Právni rámec sběru, zpracování, uchovávání a užívání výzkumných dat GA15-20763S31



Adopting policies and internal rules

▪ General data protection policy addressing privacy by design and 

default 

▪ Privacy (transparency)policy 
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Data protection by design and default

▪ Identify major risks

▪ Keep records

▪ Identify organizational units that are required to take measures to 

protect these rights.   
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Records

▪ the name and contact details of the controller

▪ categories of data subjects and of the categories of personal 

data;

▪ the categories of recipients to whom the personal data have been 

or will be disclosed;

▪ transfers of personal data to a third country or an international 

organisation, the envisaged time limits for erasure of the different 

categories of data;

▪ description of the technical and organisational security measures 
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Privacy (transparency)policy 

▪ the contact details of the controller and controller’s representative; 

▪ the contact details of the data protection officer

▪ the purposes of the processing; 

▪ the legitimate interests pursued by the controller or by a third 

party;

▪ the period for which the personal data will be stored, or criteria 

used to determine that period;

▪ the existence of the right to request from the controller access

▪ information regarding the existence of the right to withdraw 

consent
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Self governance

▪ Codes of conducts (40)

▪ Certifications (42)

▪ Binding corporate rules (47)
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Thank you for your attention
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