
 



 

Briefing – Intelligence Report I 
From: The Political and Security Committee of the European Union 

Re: Intelligence Report I 

Dear Esteemed Members of the Advisory Board, 

I hope this message finds you well. Since our last correspondence, there have been significant 
developments regarding the Nistrian situation. Finally, we are in a position to provide you with 
more detailed information. The documents we send you are highly sensitive and confidential, 
given the nature of the issues at hand. Please handle them with the utmost discretion. 

Following extensive negotiations, we have obtained communication from Mrs. Vanheuten, the 
Nistrian Minister for Health, which sheds light on the nature of the challenges faced. Additionally, 
we have secured the Investigation and Situational Report on NCH Systems Failure. 

Given the tense geopolitical climate in the region, we have also included the Terrorism Situation 
and Trend report focused on Nistria. It is imperative that you familiarize yourself with the contents 
of these documents. 

You are hereby tasked with analysing these documents thoroughly. Your expertise and insights will 
be invaluable in addressing the situation effectively. We kindly request your presence at the 
Headquarters of the Political and Security Committee, located at the Faculty of Law, Masaryk 
University, on May 15th, at no later than 13:55. The meeting will take place in rooms 034 and 030. 
You will find the necessary contact information in the interactive syllabus and the shared folder. 

Your contribution to this endeavour is greatly appreciated. Together, we can work towards 
mitigating the incident and ensuring the stability of the region. 

Best regards, 

 

 

 

 

Jakob von Stoupalburg 
Vice-president 
Political and Security Committee of the European Union 

Council of the EU 
Rue de la Loi/Wetstraat 175 
B-1048 Bruxelles/Brussel 
Belgique/België 
Tel: +32 22816111 
www.consilium.europa.eu 

  

http://www.consilium.europa.eu/
http://www.consilium.europa.eu/






CyberSec Systems
Investigation and 
Situational Report on 
NCH Systems Failure
To: Jamie Tomsoni Director of NCH

From: Dr. Victoire Baezner 

cc: Karla Vanheuten Minister for Health, Republic of Nistria 

Date: April 12th 2022, 08:00

Re: Digital Forensic Examination of NCH System Failures 

CONFIDENTIAL REPORT TO NCH EXECUITVES 

Key Terminology:

The terms defined in this section are used throughout the remainder of this document. 

CyberSec Systems: Digital forensics and cyber security specialists that provide support and produce 
situational reports examining the totality of incidents including but not limited to physical impacts and 
advanced digital forensic analysis.  
Digital Evidence Specialist: CyberSec Systems staff with specialized technical expertise to perform 
digital forensic investigations.
Digital Forensics: The application of digital investigation and analysis techniques to perform a 
structured examination of a digital storage medium, whilst maintaining a documented chain of 
evidence, for the purpose of gathering information admissible in evidence in a court of law.



Forensics Laboratory: Isolated, protected offices with restricted access, where digital forensic 
evidence and work files are stored under a dedicated forensic network.
Intrusion Detection System (IDS): Reports to a central security and control system, detecting 
suspicious network activity or system threats before they become actual breaches.
Hash Value: A digital fingerprint of the data which helps to verify the integrity of the investigation 
evidence. It is a fixed length computational result generated from a string of data (e.g. files, directories, 
an entire hard disk) using a specific mathematical algorithm that creates a unique value.

SUBJECT: System Failures at Nistropolis Central Hospital (NCH)

This report was requested by the Director of Nistropolis Central Hospital following the system failure that took 
place on the 8th April 2022. As part of CyberSec Systems has been contracted 
to identify the source of the failure and how the situation transgressed. CyberSec Systems was commissioned
and given authority to conduct this digital forensic investigation in a manner that ensures the integrity of the 
chain of evidence to be admissible in administrative, disciplinary and judicial procedures.

Our investigators were authorised to operate under accordance of Article 4(2) of Regulation (EC) 883/2013, 
Article 7(1) of Regulation (EC) 2185/96 and Article 103 of Regulation (EU) 2017/745. Due to the large volume 
of data collected and stored for the purposes of this investigation (including but not limited to personal 
information), all procedures were conducted in compliance with the GDPR. All data of potential relevance to 
the investigation was requested, collected and stored within secure forensics laboratory.

Following a three-day investigation, this report provides a preliminary situational report, the forensic analysis 
findings and scope for further investigation by the CyberSec Systems digital forensics team, led by Dr Victoire 
Baezner.

Key Findings

Upgraded diagnostic software has been identified as the digital asset compromised.
The compromised software led to the system overloading of the picture archiving and communications 
systems (PACS), which later contributed to the system failure of the central radiology information 
systems (RIS) scheduling software.
System failures agnostics laboratory and started to show an impact 
after the scheduled system upgrades.
The interconnectivity of systems and analogous software in all Nistrian hospitals suggests the cause 
of the NCH system slowdowns could also be the cause of increasing diagnostic PACS delays in the 
additional four main Nistrian hospitals. 
The hallmarks, scale, sophistication and impact of the incident suggests this could have been a
deliberately instigated operation targeting upgraded diagnostic software, but this is not yet confirmed. 

Situational Report

The situation was reported as follows: 

1.1 In accordance with EU membership requirements, Nistrian hospitals were due to complete the final digital 
service infrastructure upgrades to comply with DigiSantEU service regulations. Whilst already using and
connected to DigiSantEU systems since major installations in March 2022, the final stage of this process was 

Hospital. 

1.2 Three upgrades were scheduled to take place: two software and one hardware. The hardware upgrade 
included DigiSantEU required equipment developed by Simpworth Technology, a specialist medical imaging 
hardware manufacturer. These upgrades took place at 02:00 April 6th, 2022. This time was chosen to minimize 
the impact on healthcare provision at NCH. The installation and upgrades took three hours to complete.

2.1 At 11:00 on April 7th, NCH diagnostic staff began reporting severe delays in using the PACS software. 
Investigations into this revealed that the processing and retrieval of medical images and diagnostic results was 
running at less than 25% capacity. This resulted in a small backlog of requests. Still operating at a manageable 



rate, there was no urgency to immediately resolve the issue. However, as per NCH protocol, hospital IT 
operators were alerted to the situation and tasked with further observation and analysis.  

2.2 At 19:00 on April 7th, the slowdown had still not been resolved. The hospital IT technicians could not find 
any clear issue with the systems or networks and could not trace the origin of the system slowdown.

2.3 During this time, the reduced capacity PACS server continued to accumulate a backlog of requests, which 
increased due to a sudden spike in Covid-22 related hospital admissions. At 09:32 on April 8th, the diagnostics 
hub exceeded its manageable capacity and the system became overloaded. This congestion spilled over to the 
connected RIS scheduling system causing a cascading backlog and system freeze, meaning healthcare 
providers at the NCH could no longer retrieve patient health records, access diagnostic imagery and results or 
the scheduling system. 

2.4 By the evening of April 8th, operators of the other four main Nistropolis hospitals began reporting 
diagnostic (PACS) system slowdowns.

2.5 The H failings are the 
cause of an unidentified malware that is affecting the processing of systems and
The Head of IT also disclosed that they have so far been unable to effectively recover from the incident. 

2.6 At 21:00 on April 8th, the Director of NCH made a formal announcement that the NCH would now have
to delay or cancel a range of non-emergency procedures and operations and would have to drastically reduce 
new admissions without access to patient information or functioning diagnostic tools.

2.7 At 7:00 on April 9th CyberSec Systems were contacted by the Director of NCH and an in-depth digital 
forensic investigation began. The complete analysis took three days; all findings, procedures and conclusions 
have been compiled within this report. 

3.1 The NCH does not currently know the financial costs of the system failures. Costs may include cancelled 
appointments, additional IT support provided by external bodies/IT consultants and the potential cost of 
restoring data and the systems affected.

Forensic Analysis

The digital forensics team was able to confirm this situation of events following analysis of the systems 
generated logs and update records. Upon further analysis, the CyberSec Systems team, led by Dr. Victoire 
Baezner, were able to narrow the cause of the failure further.

1.1 A diagnostic analysis shows that the core system failure originated in the NCH diagnostic laboratory. 

1.2 One of the diagnostic software assets upgraded in the NCH diagnostic laboratory appeared to have been 
severely compromised and corrupted resulting in the following process: 

The software issue prevented the PACS and RIS from effectively communicating, resulting in a 
cumulative backlog of PACS requests that were unable to be processed;
As further requests came through the RIS, this gradually resulted in the slowdown of PACS processing 
capacity to 25%;
Requests increased at an exponential rate, particularly in response to a spike in COVID-22 related 
hospital admissions;
As requests exceeded software capacity, PACS was not able to process further requests. This
systematically impacted the RIS management system, causing a cascading stall of software systems;
This is known as a , in which the RIS software could not function properly 
due to being overloaded by the continuous accumulation and backlog of requests for access and 
information.

1.3 The crippling of this single digital asset has created a cascading failure. 

2.1 Upon further analysis, specific hallmarks were identified that suggest this could have been an intentional 
malicious act, with similar effects to a distributed denial of service (DDoS) operation:



The damage to the PACS and RIS is so localised and precise that only a highly effective, custom-
designed form of malware would have the ability to cause such devastating yet specific damage;
The highly specific nature and targeted focus of the damage done suggests, if a deliberate act, the 
potential perpetrator had previous knowledge and intelligence of the systems;
If a deliberate act, it is possible that the perpetrator had physical or networking access to the PACS 
server;
There is no evidence yet to suggest personal data was stolen, however files may have been 
compromised. It suggests, if a deliberate act, it was intended to cause maximum damage rather than 
other means such as IP and data theft.

2.2 CyberSec Systems is yet to identify and confirm the presence of malware or deliberate manipulation; 
investigations are continuing. However, upon forensic examination of the corrupted software it can be noted 
that:

Traces of code similar to that used in the 2020 theft of Nistron NH700 FOLD proprietary intellectual 
property have been identified;
The NC presence of malware or a 
potential threat in the system suggesting an ability to bypass this protection;
- These signature-based detection systems can normally identify specific patterns, such as byte 

sequences in network traffic or malicious intrusion sequences used by malware. 
The results therefore remain inconclusive at this stage.

3.1 Whilst not evidenced in this case, successful infiltration could have occurred due to three circumstances:

1. The IDS was outdated, hence malicious code could have evaded detection;
2. Fragmentation and pattern changing evasion could have been used to confuse the transmission 

control protocol stream of the IDS system. Sophisticated operations can use unknown patterns 
to evade detection.

3. Encrypted packets of data could not be processed by the hospitals IDS allowing the malware 
to encrypt the content of the system hard drive. This could have allowed an unauthorized user 
to gain access to the local network and manipulate the traffic between the PACS and RIS 
software.

3.2

Below is a detailed log of evidence collected, used and stored for the purposes of this investigation:

Evidence 
Item 

MD5 SHA-1 PATH 

PACS Server 
fc953eee9 1202475bc 
fd0394db3 a4459 

3636065198ae98a5c34de
78ec8301dd7ca4f3e1b 

\\.\PHYSICALDRIVE2\BOOTCA
MP (3) [43488MB]\NONAME 
[NTFS]\[root]\[unallocated 
space]\15025

PACS Osirix 
DICOM 

cb3f67aa7 46b7ddd9a 
3c875fe79 cf665

88c4917c7f23ce0bcc0c1
e 7e1bdedd4f86ba95e

\\.\PHYSICALDRIVE2\BOOTCA
MP (3) [43488MB]\NONAME 
[NTFS]\ [unallocated space]\15027

PACS Osirix 
GUI 

83194778a 6f2f94df16 
5bde3ca3f aac2

ce4cba3f5d4cec71aa2bd
9 ab21565ac772f9e6b5 

\\.\PHYSICALDRIVE2\BOOTCA
MP (3) [43488MB]\NONAME 
[NTFS]\[root]\ [unallocated 
space]\15028

PACS Osirix 
MD 

9e27d910d 88b4bf6c0 
ba5a20b25 7e26

3f47df5e2a4d3bd4418b1
6 4186b0c6b6e9297d1

\\.\PHYSICALDRIVE2\BOOTCA
MP (3) [43488MB]\NONAME 
[NTFS]\[root]\ [unallocated 
space]\15029

DICOM C-Store 
5664dsa65 9ad6s3c66 
s66f6wrg f6gery

48965ssdf6sr2c6s5f1dsf5
8 sw54r4f45w5s1s77e

\\.\PHYSICALDRIVE3\GRIDWE
B (2) [15568MB]\NONAME 
[SYS5]\[unallocated space]\17021

DICOM Node 
4orps6d 3srt6fd2r2r5g 
5ddsf5 51r4e786

5e6r366er2r5958486a19r
6 e5w2a1r4241qr56q8

\\.\PHYSICALDRIVE3\GRIDWE
B (2) [15568MB]\NONAME 
[SYS5]\[unallocated space]\17022



RIS Server 
1479r6f5e 8r98t5d2r8f 
fsgt5t77/ d8ftw0

615a51a5r4d2r2a86e518 
ds45r5r1s5a65r5a1d5

\\.\PHYSICALDRIVE1\Partition 1 
[960MB]\NONAME 
[FIT32]\[unallocated space]\17082

RIS Clients 
9e2e886 wr5w5e6f58w
d5r8f4d dsafdae5

6a8784654r5a6rt4655tw
1 s5rt8522864sr531e

\\.\PHYSICALDRIVE1\Partition 1 
[960MB]\NONAME 
[FIT32]\[unallocated space]\17083

OpenRIMS API
2e89t5e45 5r56t3r68tt
8e4t1t8w5 5r5t8

878rs5f1g565yr5a61d51
c5 r5t6a8rat566s4886s

\\.\PHYSICALDRIVE1\Partition 1 
[960MB]\NONAME[FIT32]\[unall
ocated space]\17084

Unix ODBC
7er8t2s52 f14r4t8g4e4
tdfg4485 fdfgsr5

987865dsatrta56dfa4555
4 5s6t48r964strt45a4

\\.\PHYSICALDRIVE3\GRIDWE
B (2) [15568MB]\NONAME 
[SYS5]\[unallocated space]\17023

ODBC Link 
383uerwe sk7349dkwo
39kfk9w 4nnsk8

564357484ad5ta54r5t44
86 8a6r7t86a51r65e4r5

\\.\PHYSICALDRIVE3\GRIDWE
B (2) [15568MB]\NONAME 
[SYS5]\[unallocated space]\17024

Future of the Investigation  

CyberSec Systems is continuing to work with the Nistrian authorities and its arm's length bodies to monitor 
and track any changes in NCH systems. Specialised efforts will be focused on further investigations seeking 
to determine whether the PACS and RIS failures were caused by a specialised type of malware, and establish 
joint efforts with the criminal investigation team if malicious intentions are further suspected. Depending on 
the of this forensic examination, the investigation may be escalated to national security 
bodies.

Addendum to the report 

This information has been provided to the Director of the NCH and relevant Nistrian governing bodies. These 
details are provided in this report as preliminary information only; further investigation into the system failure 
is required and is underway. 

At this point in time, the issue has not been operationally addressed. Therefore, it is highly recommended that 
relevant ICT security mechanisms take place to mitigate any further impact on the current systems affected as 
well as any connected systems. Investigations will continue into the specific cause of the system failures.
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