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The Supreme People's Court of China

has embraced blockchain, built online

courthouses, and moved to digitalize

court systems in a bold embrace of

technology. Here's how it's going.

rapidly changing the ways

Electronic technologies arethat justice can be accessed

by and realized in societies

across the world. In China,

one of the most "old-fash-

ioned and restrained" societies, the

judicial system has adopted the mind-

set of a tech company, aggressively

promoting the application of electronic

technologies in judicial proceedings.

Developments have happened so rap-

idly that even insiders of the Chinese

judicial system can easily lose track of

the latest wave of changes as well as

their overall magnitude. This article

discusses three of the latest e-justice

developments in Chinese civil judi-

cial proceedings: the use of electronic

evidence and blockchain, the nation-

wide Intelligent Court Project, and the

establishment of internet courts.

Electronic technologies are chang-

ing the world in a profound way, and

judicial proceedings are no excep-

tion. The development of e-justice

- the use of electronic technologies to

enhance transparency, effectiveness,

and access to justice - has become

essential to modernizing any judicial

system. In recent years, the Supreme

People's Court of China (SPC) under

Chief justice Zhou Qiang (OiJLM) has

actively embraced electronic technol-

ogies and made a bold move toward

e-justice, leading to the technologiz-

ing of civil judicial proceedings across

China.' Such an aggressive approach is

unprecedented in China and rare in the

world, and thus deserves a closer look.

ELECTRONIC EVIDENCE AND
"JUDICIARY + BLOCKCHAIN"
One of the biggest areas of growth in

Chinese e-justice in the past decade

has been the use of electronic evi-

dence (e-evidence), which was largely

restricted until 2012. Unlike U.S.

courts, in which any evidence can be

admitted if ruled valid by the judge,

Chinese courts admitted evidence only

if it fits within certain established cat-

egories. Historically, only seven types

of evidence have been allowed: 1) doc-

umentary evidence, 2) real evidence, 3)

audiovisual materials, 4) witness tes-

timony, 5) statements of the parties, º
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6) forensic appraisal, and 7) record of

investigation. Although a prototype

of e-evidence existed in the "data

e-text" of electronic contracts,2 e-

evidence was not officially recognized

as an independent, legal type of evi-

dence in China. In fact, it became the

subject of heated debate: Did it count

as "documentary evidence" or "audio-

visual materials"? Was it even usable

in litigation? These questions were

answered in 2012, when the amended

Article 63 of PRC Civil Procedural Law

recognized an eighth type of evidence

for civil litigations: "electronic data"

Three years later, the SPC explained

what this new category of evidence

encompassed. According to the 2015

Judicial Interpretation on PRC Civil

Procedural Law, electronic data refers

to "information formed or saved in

certain electronic media through an

email, electronic data exchange, online

conversation record, blog, microblog,

cell-phone text message, electronic

signature or domain name, etc. This

rule also applies to audio and visual

recordings saved in electronic media."'

Since then, Chinese judicial practice has

taken an ever-expanding and inclusive

attitude on interpreting e-evidence,

and today's trial judges may consider

as e-evidence any evidentiary data that

is stored, processed, and transmitted

in a digital form.4

The application of e-evidence has

surged in Chinese civil proceedings

since 2015. More than 73 percent of

Chinese civil cases in 2018 involved

e-evidence. However, of all the e-

evidence presented at trials, Chinese

judges rely on less than 3 percent as

a basis for fact findings.6 The problem

is a severe lack of judicial confidence

in e-evidence. Chinese civil judges

- like judges elsewhere in the world 

-

are finding it difficult to determine the

authenticity of e-evidence. Electronic

data is easier to manipulate than

other forms of evidence, and manip-

ulation is often difficult (or impossible)

to identify. In addition, authorship is

often hotly disputed. Conventionally,

Chinese civil judges have allowed

for the confirmation of e-evidence

authenticity through one of two

ways, both of them flawed. One is

the opposing party's recognition; the

other is notarization at the request of

either party. If a party submits e-evi-

dence at trial and the opposing party

does not raise any objection, Chinese

judges will generally approve its

authenticity - but rarely do litigants

simply agree that an opponent's e-ev-

idence is authentic. Alternatively, a

notary institute can fix and preserve

e-evidence at the request of a litigant.

This verification process is generally

viewed by judges as highly reliable

proof of authenticity,' but it is both

time-consuming and costly in China

and often inaccessible to ordinary

Chinese civil litigants. Furthermore,

Chinese notary institutes merely

validate the procedure of fixing and

preserving e-evidence, not the accu-

racy of contents or the substance of

e-evidence.' Chinese judges need a

better understanding of the reliability

of e-evidence.

In recent years, more methods of

authenticating e-evidence have been

established in China. The 2012 amend-

ment to the PRC Civil Procedural Law

allows for trial assistance by techni-

cal experts." These experts are hired

by the litigants to make statements

and perform examinations on their

behalf when dealing with complicated

technical issues in authenticating

e-evidence. Chinese civil judges also

have the option of initiating a foren-

sic science examination to appraise

authenticity. Though these options

enable trial judges to better deter-

mine authenticity, the extra costs (in

both money and time) to the litigating

parties often make such procedures

unaffordable, putting less wealthy par-

ties at a disadvantage. These methods

are also not guaranteed: Even if both

options are used, trial judges could

still come to the wrong determination

about authenticity.

"Blockchain + judiciary"
involves the use of a
blockchain service that
is recognized or operated
by the judicial branch to
preserve (or "deposit")
digital files for potential
civil litigations.
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Enter "blockchain + judiciary," an

eye-catching, relatively cost-effec-

tive solution that is gaining ground in

China. It involves the use of a block-

chain service that is recognized or

operated by the judicial branch to pre-

serve (or "deposit") digital files for

potential civil litigations. Blockchain

technology first emerged in 2008 as

the public transaction ledger of the

cryptocurrency Bitcoin. 1 Whereas the

benefits of Bitcoin are still somewhat

dubious, the success of blockchain

is undeniable, with an influence that

reaches far beyond the financial sector.

Blockchain is an example of distributed

ledger technology (DLT): a digital data-

base ("the ledger") that is replicated,

shared, and synchronized among all

participating members (or "nodes") on

a peer-to-peer network." DLT depends

on consensus algorithms: Each node

independently validates the informa-

tion on the database, and the database

is updated only if a consensus of all

participating nodes is reached. Unlike

traditional databases, distributed led-

gers have no central data storage or

administration functionality, which

means they are inherently difficult to

hack: An attacker would have to hack

all the copies simultaneously to be

successful. Besides possessing all the

general features of DLT, blockchain

utilizes an append-only structure

that further strengthens its tamper-

resistance. In essence, after an e-file

is submitted to the end of the block-

chain for recordkeeping (or encoding

a "block" of data), it is hashed (given

an algorithmically generated, unique

code called a "hash value" that is used

to "fingerprint" the input data), dig-

itally signed, and embedded with a

cryptographic hash of the previous

block on the chain, which makes the

blocks link together in a chain-like

structure. Then the new block is dis-

tributed to the network, all nodes

reflect the updated data as it occurs,

and each node houses a full copy of

the blockchain. Importantly, the e-file

itself is not on the blockchain; only its

hash is part of this chain. Even a min-

iscule change to an archived block in

the chain breaks the chain by changing

the hash code and causing the distrib-

uted copies to mismatch. If the chain

is not broken, then the blocks are pre-

sumed to be in their proper state. This

resistance to tampering makes block-

chain an attractive solution to the

demand for authentication of e-evi-

dence. It provides a verifiable record

that a given e-file (e.g., a video clip)

was uploaded from a particular device

at a particular time. If that video clip is

later presented as evidence in a trial,

the court can use its blockchain record

to verify that the video clip seen in

court has not been altered or pro-

cessed in any way during the period

between its being written onto the

blockchain and its being presented in

court as evidence.

The first case in which a Chinese

court supported a claimant's use of

a public blockchain service was to

authenticate online evidence of copy-

right infringement, in the June 2018

case of Huatai Yimei vs. Daotong

Technology (" -- kiFl c"-).k
The trial judge who decided the case

noted, "We should maintain an open

and neutral stance on using blockchain

to analyze individual cases. We cannot

exclude it just because it is a complex

technology. Neither can we lower

the standard just because it is tam-

per resistant and traceable."" Three

months later, the SPC issued a new set

of provisions, recognizing for the first

time that e-evidence deposited in and

extracted from blockchains could be

admitted as valid evidence by judges,

as long as its authenticity, together

with its relevancy and legality, had

been proved."

Since then, the implementation of

blockchain + judiciary has acceler-

ated. In order to facilitate e-evidence
generation, preservation, and presen-

tation at trial for civil litigants, Chinese

courts across the country began col-

laborating with giant tech companies

to establish their own blockchain

platforms, among them "Judicial

Blockchain" in Hangzhou (September

2018, with Alibaba), "Balance Chain"

in Beijing (March 2019, with Baidu,

Inc.), and "Internet Legal Chain" in

Guangzhou (April 2019, with JD.com). In

November 2019, the SPC announced its

own blockchain e-file deposition plat-

form, the "Unified Platform of People's

Court Judicial Blockchain" (i.e., the

SPC blockchain), which aims to cover

jurisdictions across the whole nation

and was created in partnership with

Ant Financial, a subsidiary of Alibaba

Group, China's largest e-commerce

company. "Local courts that have

already established their own judicial

blockchains ... can continue to operate,

but newly proposed judicial blockchain

projects of local courts must stop," the

SPC stated in the announcement. 5

All of China's judicial blockchain

platforms are federated blockchain,

where entities can only become mem-

bers (nodes) of the network by prior

approval of its host, in contrast to the

fully decentralized system of public

blockchain (like the Bitcoin blockchain

and the Ethereum blockchain), which

is open to anyone. Federated block-

chain has the same default security

features as public blockchain but is

more efficient and cost optimized.

The SPC blockchain currently has 27

members, including 21 representative

courts from different regions at all lev-

els (from the county-level local courts

to city-level courts, province-level º
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courts, and the SPC itself) and other

entities such as notary offices and

forensic examination centers. These

members each house an electronic copy

of the blockchain and are equipped

with high-speed servers, data storage

devices, and a designated internal local

area network. All members apply the

same rules for entry, preservation, and

extraction of e-evidence with the goal

of maintaining trusted and fixed data

only. The cooperating tech company

provides critical technologies such as

e-signature, location and time stamps,

and data encryption and decryption.

End-user portals like smartphone apps

and websites allow anyone to deposit

e-files (e.g., webpages, online trans-

actional records, and e-contracts) at a

relatively low cost.

Compared to traditional notary ser-

vice in China, judicial blockchain is

cheaper and more convenient, while

being equally or even more reliable

as an endorsement of authenticity.

Blockchain significantly lowers the

cost of producing evidence in a civil

litigation, especially for small claims.

For example, in cases with damages

awarded of RMB 4,000 yuan (around

USD 560 dollars) or less, notarization

of evidence of a website could easily

cost the claimant the entire amount of

the funds awarded in China. By con-

trast, a simple blockchain deposition

service costs as little as RMB 1 yuan

(USD 14 cents) per webpage."

Blockchain + judiciary still has issues,
of course. It cannot stop data tam-

pering before the e-file is deposited

into the system. But more troubling

is that these judicial blockchains rely

on private tech companies. There are

increasing concerns in China about

the potential for abuse when com-

panies are storing massive amounts

of personal data ("big data"). Both the

general public and many judges remain

suspicious about whether commercial

private companies can be impartial."

And even though countless e-files

have been stored in various judicial

blockchains - including more than

180 million pieces deposited and fixed

in the SPC blockchain alone - so far

most stored information has shown

no substantive value in judicial pro-

ceedings. In practice, from June 2018

to December 2019, Chinese courts con-

sidered blockchain e-evidence in only

about 400 cases. Nonetheless, current

trends suggest that the use of e-file

deposition through blockchain will

continue to grow in the years ahead.

THE INTELLIGENT COURT
PROJECT
Like most other countries in the world,

China is still relatively new to the

concept of legal technologies, includ-

ing the usage of artificial intelligence

(Al), which started to gain momentum

about five years ago. But unlike the

United States, where the private sector

and its market-oriented development

strategy are driving the legal-tech

industry, in China the major player

involved is the SPC, which made the

development of the legal-tech indus-

try - or the "intelligent court" project

(H±Edl>;1) - a national priority. This

top-down approach to developing legal

technologies has led to rapid advances

in the Chinese legal system.

During a 2017 SPC symposium, Chief

Justice Zhou Qiang delivered a keynote

emphasizing the dual tasks of judicial

reform and construction of an intelli-

gent court, comparing these tasks to

"the two wheels of a bike or the two

wings of a bird": "[T]he 'intelligent

court' project functions as a key com-

ponent of judicial reforms in China, as

well as a powerful driving force for

taking China's judicial reforms to the

next level."' But what is this intelli-

gent court? While a full definition does

not yet exist, it is generally understood

in SPC documents as an embrace of the

latest advanced technologies with the

aim of serving the public and devel-

oping a networked, transparent, and

intelligent informational system that

can support online access to all liti-

gation procedures (from case filing

to enforcement of judgment), so as to

improve and modernize the Chinese

judicial system." In practice, this intel-

ligent court means an online software

system for all courts and judges in

China that can digitize all case files;

generate legal documents; facilitate

online document and evidence review,

approval, and transfers; automatically

generate trial transcripts; automati-

cally reference similar case judgments

and related laws; and so forth.,

The SPC's interest lies in part in

embracing the advantages and con-

venience brought by the latest

technologies like supercomputers, 5G

network systems, cloud storage, big

data analysis, and Al. More so, how-

ever, the SPC's concerted drive toward

the intelligent court is motivated by

at least three key factors: a shortage

of judges, a lack of public faith in the

judiciary, and a sense of urgency to

modernize China's legal system.

First, the shortage of judges. From

1978 to 2015, the number of cases

(including first-instance, second-in-

stance, and retrial cases) taken up by

Chinese courts at all levels grew from

613,000 to 16.7 million, a 27.3-fold

increase. Civil cases grew at an even

faster pace during that time, from

318,000 to 11.05 million (34.7-fold).

While the number of Chinese judges

also increased (from about 60,000 in

1981 to 196,000 in 2015, a 3.27-fold

increase), the growth of the judiciary is

far outpaced by that of cases. Thus the

annual average workload per judge in
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China also has greatly increased, from

20 cases in 1981 to 85 in 2015. In a judi-

cial system with an inquisitorial (rather

than adversarial) character and no

robust practice of summary judgment

or directed verdict, such a workload is

burdensome to judges. Moreover, in

2015, the filing system for Chinese civil

cases changed from the traditional

judicial review model to a so-called

registration model, which made fil-

ing civil cases much easier than before

and led to an even greater increase in

their numbers." In contrast, the num-

ber of Chinese judges has decreased

since 2017, mostly due to a some-

what-misdirected nationwide reform

effort to eliminate "unqualified" judg-

es." In addition, high workloads have

reportedly led some Chinese judges to

leave the profession. The utility of

the intelligent court project is clear:

A system that can automate parts of

the process can improve efficiency and

help relieve judges' stress.

Second, public trust. The intelligent

court project promises an antidote to a

national judicial system that has often

been criticized as opaque and in which

few people outside of the judiciary

have previously had access to case files

of any kind. 5 Online platforms offer

the general public the ability to freely

and easily check the status of any given

case, watch a livestream of trials, and

search and review case judgments and

enforcement information. Such trans-

parency and easy access could boost

the public's understanding of and con-

fidence in the judicial system. In turn,

this exposure could also force Chinese

judges to handle cases more carefully.

Finally, urgency to modernize the

legal system. China has long lagged in

constructing a modern legal system,

and the Chinese judiciary has tended

to adopt foreign models (e.g., prac-

tices of the continental law and the

common law systems). China wants to

change this pattern by leading the way

The SPC's concerted drive
toward the intelligent

court is motivated by at
least three key factors:
a shortage of judges, a

lack of public faith in the
judiciary, and a sense of

urgency to modernize
China's legal system.

in applying technological advances to

the courtroom, while also promoting

a positive image of the Chinese judi-

cial system to the rest of the world.',

Since Chief Justice Zhou was appointed

the SPC presidency in 2012, China has

poured hundreds of millions (if not

billions) of RMB as well as enormous

human capital into the construction of

the intelligent court, creating a virtual

judicial world within a short period of

time. What follows are just four of the

substantive steps taken thus far.

Digitization of Court Files. The SPC

began its intelligent court project by

digitizing court files (mainly about case

judgments) nationwide. Before 2012,

most Chinese court files, especially

the important ones like judgments,

were available only in hard copy and

not accessible to the general public.

In July 2013, the SPC launched "China

Judgments Online" ($f' li /Ij lZ I 4l,
CJO) (http://wenshu.court.gov.cn/), an

e-storage website and search engine

for almost all court files with open

and free access to the general pub-

lic.2" Today, CJO holds a total of more

than 84 million case files, including 52

million civil judgments, and has been

visited more than I billion times.

Beyond its benefit to the public, this

expansive database is of use to the SPC

itself. By mining what it calls "judicial

big data," the SPC can conduct statistical

analysis that was previously thought

impossible. For instance, during a for-

mal law lecture Chief Justice Zhou gave

to students of Tsinghua University in

November 2019, he shared data show-

ing that 74 percent of all divorces in

China are filed by women, most often

after only three years of marriage.

This data drew widespread atten-

tion within Chinese society because

it contradicted the general wisdom

that most divorces were filed by men

and related to "the seven-year itch."' º
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Justice Zhou's assertion was based on

a recent SPC report that studied more

than 1.4 million divorce cases in China

in 2017.29 Without digitization of case

files, this kind of empirical study would

have been very difficult to complete.

Thanks to judicial big data, SPC has

already published 25 such research

reports, covering both civil and crimi-

nal cases and a broad range of topics."

Construction of Multiple Online

Platforms. By early 2018, the SPC had

established a multifunctional, inter-

court, online platform that connects

every courtroom in China - a total of

3,520 courts and 9,238 courtrooms.;'

This inter-court network allows all

judges in China to handle cases, work,

study, and communicate on the same

online platform in real time, and it

facilitates supervision of lower courts

by higher courts. With a simple click of

a mouse, someone sitting in an office of

the SPC can livestream the proceedings

of any given courtroom in the nation.3

In addition to this inter-court net-

work, the SPC has also launched several

gateway websites for the general pub-

lic. These websites include: the "China

Judicial Process Information Online"

(I' H 'N~igii XA f H) (https://splcgk.
court.gov.cn/gzfwww/), which offers

the parties and their lawyers online

access to information on the trial pro-

cess (e.g., transcripts, recordings, case

files, and legal documents); "China

Trials Online" (14,111 iy2> if lo) (http://

tingshen.court.gov.cn/), which broad-

casts live trials from across the country

for viewing by the public; and "China

Enforcement Information Online"

(,e' ]itt~lgf.`f p)(http://zxgk<.court.
gov.cn/), which publishes enforcement

procedures and a list of individuals

who have defaulted on their obliga-

tions. Along with the "China Judgments

Online" search engine, these three

websites are viewed by the SPC as an

important means for judicial trans-

parency and as vital for the general

public's access to the judiciary.

Development of Legal Al Software

and Programs. Legal Al has become

a hot topic in recent years in China.

According to statistics from Thomson

Reuters, the number of patents related

to legal technology filed globally rose

more than fourfold from 2013 to 2018,

from 202 to 933. In 2018, more than

half of these patents - 51 percent 

-

were filed in China, while 23 percent

were filed in the United States and 11

percent in South Korea. This is not

to say that legal Al is replacing human

judges in making rulings and case deci-

sions in China, as some reports have

claimed.34 Such reports are overstate-

ments and quite misleading. Even

though expectations are higher than

ever, Al judging in a real sense has not

yet become a reality in Chinese courts.

Nor is it likely to happen in the near

future. But Al software and programs

are indeed being used to assist Chinese

judges in handling cases." Two key

developments are automatic speech

recognition (ASR) technology for trial

transcripts and an automatic notifica-

tion system for similar cases.

ASR technology holds great potential

for limiting the amount of human cap-

ital and resources that Chinese courts

must spend when preparing trial tran-

scripts. The Zhejiang Province Higher

People's Court began using ASR tech-

nology to generate real-time trial

transcripts in August 201411 and such

efforts quickly gained popularity in

China. A trial voice auto-recognition

system developed by iFlytek, China's

leading ASR tech company, was

approved by the Expert Appraisal

Committee of the SPC in December

2016 and later promoted for imple-

mentation in courtrooms nationwide.37

According to iFlytek, its ASR system

can more than double the transcrip-

tion speed for law clerks, from 120-150

to 250-350 words per minute, short-

ening overall trial time by 30 percent.7 8

Although some judges and lawyers

are suspicious of the ASR system, par-

ticularly of its (in)ability to recognize

dialects and of potential profiteering

motives, it has spread widely across

the country. As of today, iFlytek's ASR

system has been installed in more than

4,200 courtrooms across 31 of China's

34 provincial administrative regions.

The automatic notification system for

similar cases was launched in January

2018 in response to what the SPC rec-

ognized as a longstanding problem:

lawsuits with similar case facts being

judged in different ways. Although

previous cases lack a binding effect on

future judicial rulings because China

is not a case law country, the SPC rec-

ognized a need for standardization."

In a 2017 opinion, the court called for

a mechanism that could ensure more

consistency across judgments: "On the

basis of improving the mechanism of

referring to similar cases and judging

guidance, the People's Courts at all lev-

els shall establish a mandatory search

mechanism for similar and related

cases, in order to make sure similar

cases are judged by the same standard

and the law applied uniformly."
4 0

This notification system allows

for both manual searches and auto-

notifications of similar cases. The SPC

hopes that it will help Chinese judges

make judgments, standardize their rul-

ings, foster the uniform application of

the law, and further improve the quality

of trials. According to an official media

report, this system covers all types of

civil complaints and criminal charges

in China through four aspects: a) nature

of the case, b) features of the facts, c)

focus of the disputes, and d) applicable

laws. The overall accuracy rate of auto-
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notification on similar cases is pur-

ported to be 63.7 percent; notification

of similar cases on the top ten types

of civil and criminal cases reaches 85.5

percent. 41 However, just as with ASR,

this notification system is quite unpop-

ular among Chinese judges and the

parties. The technology is simply too

unrefined to be useful at the moment,

although with the speed of technolog-

ical advances, that may soon change."

Institution of E-Service of Judicial

Documents. Beginning in 2012, the

SPC, together with other Chinese gov-

ernment sectors, took big steps to

realize e-service of litigation docu-

ments in the Chinese judicial system.

Serving documents has long been a

challenge in China, with this work

accounting for up to 80 percent of the

workload of clerks and legal assis-

tants in some jurisdictions, and service

taking anywhere from a few days (by

regular mail) up to three months (by

public announcement) to complete.4"

The 2012 amendment to the PRC Civil

Procedural Law allowed for the serv-

ing of certain litigation documents

(no judgments, rulings, or mediation

results) by fax or email. 44 Three years

later, the SPC added "mobile communi-

cation" as a legitimate service method

and also established specific rules on

the use of e-service.45 These develop-

ments have made judicial documents

more accessible - at least to the per-

centage of the population that uses

cell phones and email - but they have

been accompanied by a troubling rise

in surveillance potential, particularly

because China achieved real-name reg-

istration for all mobile phone users in

2 0 17.11 Chinese courts are also work-

ing with local police departments and

telecom companies to share informa-

tion databases. Further, some local

Chinese courts have implemented a

"forced pop-up notification function"

for e-service via mobile phones." This

function causes the recipient's cell

Al judging in a real sense
has not yet become a

reality in Chinese courts.
Nor is it likely to happen
in the near future. But Al

software and programs
are indeed being used

to assist Chinese judges
in handling cases.

phone to lock up unless he confirms

receipt of the e-document. Though

effective, this function has been criti-

cized for violating property rights and

operating like a computer virus.4

"

The intelligent court project shows

great promise, but, as the lukewarm

reception to many of these innovations

underscores, the project is far from

completion. No matter how enthusias-

tically people and the media talk about

legal Al, it is immature and not yet

used much in practice. The algorithms

underlying the legal Al technologies (or

"machine learning") must improve, and

the SPC must develop a more sophis-

ticated, long-term plan rather than

throwing money at some vague con-

cept. The "intelligence" behind the

intelligent court project must ulti-

mately be the crystallization of Chinese

judges' intelligence, not that of any IT

software or program technician or com-

pany. This means Chinese judges have

to get involved in the early stages of IT

program development and work closely

with technicians and data analysts.

The real world is dynamic, adaptive,

and changeable. Each individual is dif-

ferent. No matter how well-developed

and advanced such an intelligent court

project may be in the future, the tech-

nologies and algorithms behind it are

not likely to work as well in the complex

systems of trials as they do in closed

systems like the games of chess and

Go. Legal Al may play a supporting role,

but it will never replace human judges,

and to imagine it doing so is danger-

ous. Also potentially dangerous are the

"big data" sets that the SPC is building,

which could allow for infringements

on citizens' rights of privacy if in the

wrong hands. And the success of such

an intelligent court system depends

on a secure cyberspace that can pre-

vent attacks from cyber hackers and

network viruses. Cybersecurity of the º
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intelligent court system will always be

a crucial task for the SPC.

CHINA'S INTERNET COURTS
Seemingly the most successful and

promising part of China's recent

move toward e-justice are internet

courts, which conduct their proceed-

ings online and focus on online civil

disputes. These courts first arose in

2017 as a byproduct of the SPC's intel-

ligent court project, and they are both

high tech and traditional in nature.

The SPC established the first inter-

net court in Hangzhou City, which is

home to Alibaba Group and the most

prosperous city in China's e-commerce

industry."

Although the SPC encourages the

Hangzhou Internet Court to run all

court proceedings online, and although

the court has a multifunctional web-

site as its online platform, it does have

a physical location and personnel in

Hangzhou City, and it tries cases that

fall under the jurisdiction of Hangzhou

City. It is operated out of a former

hotel" that has been renovated into

courtrooms with computers and big

screens. It has a team of 20 full-time

judges, roughly the same number as an

ordinary local People's court. According

to official statistics published by the

court, as of August 17, 2018, one year

after its establishment, the Hangzhou

Internet Court had taken 12,074 inter-

Beca use internet
courts simply do more
innovative things than
traditional courts can,
the three existing
internet courts function
like laboratories of the
SPC, where the latest
legal technologies
and new rules can be
tested or created. Tested
practices can then spread
to all courts nationwide.

net-related cases (mostly civil cases

and a few administrative disputes),

of which 10,391 cases - including 80

transnational disputes - had already

been adjudicated. Published records

indicate that the average duration of

these online trials was 28 minutes, and

the average processing period from

filing an online complaint to case termi-

nation at the Hangzhou Internet Court

was 38 days (significantly quicker than

traditional civil cases in China, which

average two hours in trial and 76 days

in processing).'

The Hangzhou Internet Court has

functioned as a test case for the SPC,

which established two more internet

courts in September 2018, in Beijing and

Guangzhou. Both of these cities are cen-

tral to China's internet industry, with

Beijing home to Baidu and JD.com, and

Guangzhou home to Tencent, the big-

gest video game company in the world

whose messaging apps, WeChat and

QQ, are used by more than two-thirds

of Chinese people. That same year, the

SPC published Provisions on Several

Issues Concerning the Trial of Cases by

the Internet Courts (the "Provisions"),

clarifying the jurisdiction of these

courts and regulating procedural issues

related to internet courts.

According to the Provisions, inter-

net courts are designated to handle

online contractual disputes over sales

of goods, services, and financial loans;

online copyright disputes; disputes

over internet domain names; disputes

over the use of the internet to infringe

on others' personal or property rights;

disputes over product liability as a

result of online shopping; internet-

related public interest lawsuits brought

by prosecutors; and administra-

tive litigations arising out of internet

management by the government."

Currently, all three internet courts are

trial courts within the jurisdiction of
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their own cities. Most appeals are heard

by the (non-online) intermediate courts

in their respective jurisdictions.

As a general rule, the entire lit-

igation process in internet courts

is conducted online, including the

service of legal documents, the pre-

sentation of evidence, and the actual

trial. Most of the evidence in these

cases is electronic data and stored on

the internet. Notably, the Provisions

was the first SPC publication to con-

firm that electronic evidence was valid

if it could be authenticated by elec-

tronic signatures, time stamps, hash

value verification, blockchain, or other

tamper-proof verification methods."'

In fact, the Hangzhou Internet Court

was the first court in China to admit

evidence authenticated by public

blockchain technology.

Whether China's internet courts are

beneficial, all things considered, is yet

to be determined. Their introduction

has come at certain costs, not least

of which is the loss of solemnity and

ritual associated with the traditional

courtroom setting." Even though the

internet court judge announces the

online trial protocol (e.g., no phone

calls), someone may fall off the line,

environmental noises may interfere,

or the Wi-Fi quality may be subpar.

People may be less inclined to truth-

fulness in the online environment,

where a cross-examination feels more

like an online quarrel with netizens,

and the online format also hinders

the judge's ability to observe facial

expressions and other nonverbal

cues." Trial judges behind a screen

naturally have much less control over

their proceedings. Of course, many

courts throughout the world, including

China's, now have significant experi-

ence conducting trials online because

of the COVID-19 pandemic; this may

improve the "acceptability" of internet

courts even after the pandemic fades.

Further, and potentially more prob-

lematic, is that all three Chinese

internet courts are located in cities

with giant tech companies and are sup-

ported in partby those tech companies.

Public records indicate, for exam-

ple, that the Hangzhou Internet Court

is supported by Gongdao Network

Technology (Jj4) a subsidiary of

the Alibaba Group.>" Alibaba, which is a

party in most online disputes resolved

in the Hangzhou Internet Court, thus

also supplies the technology on which

the internet court determines its

legal fate. There are increasing public

doubts as to whether these internet

courts can maintain impartiality when

trying cases involving the tech giants

that help them operate.

And yet, these costs are balanced

by certain benefits. Without ques-

tion, online trials save litigants time

and money." Some official propaganda

even tells Chinese citizens that "litigat-

ing at the internet court is as easy as

online shopping.""' Such a description

may not be quite true (and is actually

quite troublesome), but it conveys the

clear message that online trials have

changed the rules of the game. Litigants

offering online evidence of their dis-

pute no longer need to experience

the awkwardness of offline printout,

submission, and presentation at trial.

Instead, online evidence can now be

submitted and preserved in the data-

base of the internet court (of which

one option is judicial blockchain) before

trial, and it can be easily retrieved, dis-

played, and examined by litigants and

trial judges. The bold moves and heavy

investment that China has made in

developing the internet courts have

made China the frontrunner in this field

of legal practice.' A first-class online

litigation system has been indeed estab-

lished in China, as its number of legal

technology-related patent applications

makes clear.

Last but not least, the establishment

of internet courts supplements the

SPC's intelligent court project. Because

internet courts simply do more inno-

vative things than traditional courts

can, the three existing internet courts

function like laboratories of the SPC,

where the latest legal technologies

and new rules can be tested or created.

Tested practices can then spread to all

courts nationwide.

The courts are one node of the elec-

tronic technologies changing legal

practice in China. To some extent,

the Chinese judicial system has been

pushed in this direction simply by the

era: We live in an electronic world,

and so the law and judicial system

have to change accordingly. It may be

just a matter of time before almost

all court hearings are held online. But

the SPC strategically chose to acceler-

ate the revolution of Chinese judicial

proceedings. While it may be too early

to claim any real victory, e-justice in

China is beginning to come into its

own. Even if some of China's initia-

tives prove to be missteps, China is

accumulating experience that other

countries will be able to look to in

attempting to bring their own legal

systems into the Digital Age.
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