Internet governance and
the
The domain name




Domain vs domain name?

e Domain name:

°* Mmuni.cz

e Domain:
e .cz=domain
* muni =subdomain



How the system works?

 The user enters a domain name into the browser
* The browser sends an inquiry to the “name server”

e Name server searches the “domain sentence” in the DNS database
and “translates” the domain name into the IP adress

e The browser connects to the server

* =>DNS (domain name system)



Structure of a domain name

* Root domain : (always the highest position
— depends on the situation)

e Top level domain (TLD)
 Generic- .com  .gov .org .biz .edu
* National- .cz .uk .de sk .ru

e Subdomain
°* muni.cz seznam.cz google.com

e Subdomains of lower levels
* law.muni.cz pocasi.seznam.cz mail.google.com
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Functions of a domain name

e Technical

 ?ldentification?
* Not necessarily — e.g.goodwill.com

e Search
* Promotion
* Competitive



How domain names are
assigned

e Assignation is based on registration

* The database of domain names is maintained by
Administrators/Sponsors

* Each top level domain has its administrator ICANN, EURid, CZ nic
* The main task of administrator is to run DNS

* The registration of domain names to individual users is performed by
REGISTRARS

* Registrars are entrepreneurs and compete



Main principles of registration

Singularity principle e
(uniqueness) Priority principle

e The domain name can e First come first served
be registered only for
ohe user

e One user can have
more domain names



ICANN — top authority

* Internet corporation for assigned names and numbers

* responsible for managing and coordinating the Domain Name System
(DNS)

* ICANN is also responsible for accrediting the domain name registrars



Domain speculations

And abusive registrations



The ultimate consequence of
priority and singularity
. Compet@glilrﬂpm\l@&d domain names

e Fastest user wins the race

* Creates space for abusive domain name registrations
* Cybersquatting
* Typosquatting
* Domain Kiting
 Domain Hijacking




Legal concept of a domain
name




Legal definition of a domain

Nname
Property (?)
Contract (?)
Legal institute sui generis (?)

Practical meaning

Can you sell a domain name?

Can we apply the fundamental right of property?
Is there any “absolute right” for a domain name?
Can you inherit a domain name?



Domain name as a contractual
relationship?

Domain name holder @@ﬁtf@@t ? o Registrator

g

Coniract ? / Contract ?

o Administrator




Domain name as a Property ?

Owner
Domain
name



International perspective

* (US, UK))

 Domain names are creatures of contract Discussion — they are also intangible
property with limitations (UK, US)

* Germany
* Not a ,thing” but ,contract” (vertraglich Anspruch)
* Itis a part of property/has value (Vermégenswert)

* Protected by trademark law (globally) in certain cases

* Discussion —
* Should the concept be reviewed



Who controls the DNS?



Internet governance




September 1973

AL




U. of Pitt.

U. of lllincis

San Diego S.C.

56K NSFNET Backbone = 56K bps backbone
July 1986 - July 1988 ®  Fuzzball nodes



Proprietory or open format “?

* The first proprietory format was unsuccessfull
* Telecommunications
* Cable TVs
e Banks(SWIFT)
* Intranet
* LAN



1982

* TCP/IP —
e Vyvinul Stanford a UCL
* Army — the first user
» After that IBM, AT&T and DEC



19388

 Established by US government

e Administers IP adresses and
domains

X e LDNS“ Office

Internet Assigned Numbers Authority



1991 Browser

GHU Operating System - Free Software Foundation (F3F)
FSF | ESE Europe | ESF India Translations of this page

GMU Operating System - Free Software Foundation

Frae a5 fn Freedom

Welcome to the GMU Project web server, www.gnu.org. The GHU
Projectwas launched in 1984 to develop a complete UNIX style operating
system which is free sofbware: the GMU system. (GMU is a recursive
acranym for &ldguo;GNU"s Mot UNIX&rdguo;; itis pronounced
&ldguo;guh-noo &rdguo;) Variants of the GMU operating system, which
use the kernel Linux, are now widely used; though these systems are
often referred to as &ldoguo;Linu<,&rdguo; they are more accurately called
GMULinus systems.

This is also the web site of the Free Softwrare Foundation (FSF). FSF is
the principal organizational sponsar ofthe GMU Project. F5F receives
very little funding from corparations or grant-making foundations. We rely
on support from individuals like you who suppart FSF’s mission to
preserve, protect and promaote the freedom to use, study, copy, modify,
and redistribute computer software, and to defend the rights of Free

This is a new version of the NextStep WorldWideWeh application with
the libWWW library. Bug repors to timbl@info.cern.ch, guoting the
version information above. Check the list of known bugs inthe web
too.

This was the ariginal prototype for the YWoarld-Wide Web. Many
browers for other platforms now exist{Read the wehb for details). After
many years lying fallow, this application has now sprouted images
and nested HTML elements and things. Ifyou have an Internet
cannection, then using "Help" under the Info menu will fell you all
aboutthis application. If you don't have an internet connection -- get
onel -1

If youwantto be ahle to read news, you should set the name of your
lacal news server in the preferences.

] [X] Nawgate|— Fnd




ISOC 1992

* Non-profit organization

e Standards coodination
* Internet Engineering Task Force (IETF),
* Internet Architecture Board (IAB),
* Internet Engineering Steering Group (IESG),
* Internet Research Task Force (IRTF).



http://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
http://en.wikipedia.org/wiki/Internet_Architecture_Board
http://en.wikipedia.org/wiki/Internet_Engineering_Steering_Group
http://en.wikipedia.org/wiki/Internet_Research_Task_Force

1998

* Internet Corporation for
Assigned Names and Numbers

/ * From ,single stakeholder” to
,‘a% ,multi-stakeholder”
N\

ICANN




ICANN

Governmental
(.ﬁd\'is%[y
om (]
———— Inf t
ICAMM Staff Har-iing E"!i“m"?;ng

Ombudsman Wi

[Han-srting}

Technical
Liaison
Group

|“:I11:|l1_]:

BOARD OF o
DIRECTORS e

Committee

Mo waiing|

VE WEWBETS

Regional
Internet Registries
AfrINIL Securit
& Stability
Advisory
Committee

(Nen-wting)

Per ICANN

Bylaws, ' ;
Article VII, Multistakeholder

Section 2 Model



After 2016

* The contract between USA and ICANN runs out

* Either — completion of multi-stakeholder model
* Or —return under US government



ICANN — top authority

* Internet corporation for assigned names and numbers

* responsible for managing and coordinating the Domain Name System
(DNS)

* ICANN is also responsible for accrediting the domain name registrars
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MANAGEMENT TECHNOLOGY VERTICALS CMO eGOV SMBASIA Wt

ICANN sends plan for Internet transition to US gov’t

By Eden Estopace | 2016-03-14

in share B GH 1 Y ¢ | 9 Tweet RELATED ARTICLES

Blenai Print [+ S Telstra drops JV plans in
Philippines for new mobile network

Telstra said on Monday its joint
venture plans.._.

The Internet Corporation for
Assigned Names and Numbers
(ICANN}, the agency
responsible for the global
coordination of the DNS Root, IP

Microsoft's Korea Cybersecurity
Center to advance fight against

_ cyberthreats
Caption: addressing, and other Intermnet yi oot rocently opened its new
ICANN’s Board Chair Dr. Stephen D. protocol resources, said the plan Cybersecurity.
Crocker for the global stewardship of the

Internet has been submitted to

the US government for review.

) ) ) ) . RELATED WHITEPAPERS
The plan is the result of an inclusive, global discussion among

representatives from government, large and small business, technical DEFEATING APTS: How can agencie

experts, civil society, researchers, academics and end users. chanae the aame?



https://www.icann.org/en/system/files/files/ian
a-stewardship-transition-proposal-10mar16-
en.pdf

Proposal to Transition the Stewardship of the
Internet Assigned Numbers Authority (IANA) Functions

from the U.S. Commerce Department’s National
Telecommunications and Information Administration (NTIA)
to the Global Multistakeholder Community

IANA Stewardship Transition Coordination Group (ICG)

March 2016



ICANN — top authority

* Internet corporation for assigned names and numbers

* responsible for managing and coordinating the Domain Name System
(DNS)

* ICANN is also responsible for accrediting the domain name registrars



How to get a new TLD?

New gTLD Program Timeline

Completed Remaining
Calendar Years
2012 2013 2014 2015 2016 2017
v

Application

Window 100%
Paaion| |
Evaluation 100%

Dispute
Resolution 99% 1%

Contention
Resolution 91% 9%
Contracting 97% 39,

PDT

Delegation

a
First new gTLD Delegation:
23 October 2013

Lastupdated 22 July 2014



HOW many TLD are there now?

* CCA 1400
* https://en.wikipedia.org/wiki/List_of Internet_top-level domains

Contracting Ovewiew{CumuIative)
122305 shlf

12
Q3-13 Q413 Qi- Qi-14 Q4-14 Ql- lan

Q2-15 Q3-15 Q415
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What do they have in common?

1) SETTS i 1) SIS O In terms of jurisdiction
registration eligibility? registration proces? J

e Not much e Not much — not e Not much
every site needs to
operate via
,registrators”



What is harmonized?

* Trademark protection
* Alternative dispute resolution
* Applies to new TLD
* LTD prior to such



Alternative dispute
resolution

The harmonized solution



Reasons

* Increased volumes of squatting cases

* Problems with international element

* Insufficient national regulation

* Low experience of judges with cybersquatting and IP law in general



Alternative resolution -
principle
* Arbitration clause in the terms and conditions of registrations

* Third parties have the right (not duty) to file a complaint at a selected
arbitration institution

 Arbitration clauses are contained in the majority of domain names



UDRP

ie Internet Corporation for Assigned Names and Numbers
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Trademark holder

o Registrar

Administrator




4. Mandatory Administrative Proceeding.

This Paragraph sets forth the type of disputes for which you are required to submit to a mandatory
administrative proceeding. These proceedings will be conducted before one of the administrative-dispute-
resolution service providers listed at www.icann.org/en/dndr/udrp/approved-providers.htm (each, a "Provider").

a. Applicable Disputes. You are required to submit to a mandatory administrative proceeding in the
event that a third party (a "complainant") asserts to the applicable Provider, in compliance with the
Rules of Procedure, that

(i) your domain name is identical or confusingly similar to a trademark or service mark in which
the complainant has rights;

(ii) you have no rights or legitimate interests in respect of the domain name

(iif) your domain name has been registered and is being used in bad faith.

Cumulative condition



Another problem

* Defensive registrations

e 215,835 .xxx domains. 132,859 are, adult-related sites, while 82,976
are merely defensive registrations

Graphs

m1. Ctvrt. m 2. Ctvrt. =



Why Taylor Swift is buying adult web
domains (fortune.com)

Taylor Switt has made vet another shrewd business move
by buying up Internet domains with her name in them that
imply adult material eould lurk within. The move keeps

those domains under Swift's control.

The pop star purchased TaylorSwift.porn and
TaylorSwift.adult, according to CWNINMoney.

The .porn and .adult Top-Level Domains (TLDs) are
scheduled to become available for all to purchase on June 1,
but the Internet Corporation for Assigned Names and
MNumbers, which controls these and other new domains, is

Photograph by Brian Ach — Gatty

The pop star is making another savvy Internet |
5 magss . i .
P letting some major brands and celebrities get ahead of the

Zame.,



.porn as a business model?

COSTS INCOME
* 1 million dollars * 150 dollars per registration per 5
years

* 1000000/ 150

* All you need is 6 000 Celebrities
and companies who make ,,smart
business move”



Trends to help trademark
and personal rights



 RESERVED NAMES
 SUNRISE PERIODS
 UDRP procedure

* RRP procedure



RESERVED NAMES

* https://www.icann.org/sites/default/files/packages/reserved-
names/ReservedNames.xml|

I0C, Red Cross, and IGO reserved names for new gTLDs

Created
20130703

Last Updated
2014-12-10

Note
This registry contains the list of reserved names according to the
new gTLD base registry agreement for International Olympic Committee,
International Red Cross and Red Crescent Movement, and
Intergovernmental Crganizations categories.

Registries included below

« Intemational Olympic Committee

= International Red Cross and Red Crescent Movement - National Red Cross and Red Crescent Societies Names
. ional Red Cross and Red Crescent Movement - Intemational C i of the Red Cross and International Federation of the Red Cross and Red Crescent Societies Names

« Intergovernmental Organizations

International Olympic Committee

Registration Procedure(s)
Not defined by an RFC, assigned by ICANN

Description
Reservation at second level
Reference
[http-//newqtlds icann icants/agb/agreement-approved-02jul13-en pdi]
Name DNS Label |,
olympic olympic
olympiad olympiad
olympique olympique
olympiade olympiade
olympisch olympisch
olimpico xn—-olmpico-8ya

xn-olimpada-g2a
| xn—igbk7fennc

xn—igbic3azhgtre
xn-T4qv0coljlpg
xn—jlg85ioSfipg

xn—74qv0culjdpg
xn--nlq05iusfdpg
ohupTnaKol xn—kxadxfcgtff2e
P w—— v huabicimlTh

;i
:d
&
&

|



https://www.icann.org/sites/default/files/packages/reserved-names/ReservedNames.xml
https://www.icann.org/sites/default/files/packages/reserved-names/ReservedNames.xml
https://www.icann.org/sites/default/files/packages/reserved-names/ReservedNames.xml

Trademark Clearinghouse

“ DESIGNATED
By

@

ICANN

_CLEARINGHOUSE

List of Agents News & Calendar Help « News

Search )

OTHER LANGUAGES

AR | [DE || ES | |FR{|HE||HI || IT||JA

The Trademark Clearinghouse: Protect your trademark online
ko||[NL|[pT||RU||sv||TR]|ZH

The Internet is expanding drastically....right now.
Hundreds of new Top Level Demains (TLDs) are now LIVE as part of the most significant LOG IN TO YOUR ACCOUNT J

expansion of the domain name system ever. More than half of these new TLDs run with open

registration policies so that anyone can register a new domain name without restriction. CREATE AN ACC! J

Brand owners need to react and adapt strategies to prepare for this rapidly growing TLD
landscape. And use the Clearinghouse as the one-stop-solution for protecting their brand in
the new gTLD era.

Please check these quick links to find the content you need:

Beginner’s guide: New to the New Internet Domains

Announcements: Most recent confirmed TLD Launches _
HELP & SUPPORT J

Full Calendar: Overview of all launched new gTLDs
u Twitter

[ A P —— B o
RECENTLYADDED [} cowncue ] tuwceeD | Tweets oy @menino

Mo updates in the last 15
days. Check the full _homes m TMCH -
calendar for a total @tmehinfo
#TMCH Sunrise Period for
BARCELONA closes March 15th
#trademarks #barcelona #FnewgTLDs

trademark-clearinghouse.com/gtid-
calendar?

overview.

Embed View on Twitter




SUNRISE PERIODS

l SUNRISE PERIOD ACTIVE CLAIMS NOTIFICATION ACTIVE

SEARCH TLD MAME, INFO, REGISTRY  SUNRISE OPENS AFTER  SUMRISE CLOSES AFTER SORT BY ORDES

R
| | | N | |Sunrisestart ¥/ |Desc¥| FILTER l
E.g., 03/17/2016 E.g., 03/17/2016

FULL CALENDAI

Sunrise starting: 2016 - May

AWAITING SUNRISE LAUNCH

.insurance

Sunrise starts:
Mon, 9 May '16

Sunrise starting: 2016 - April

AWAITING SUNRISE LAUNCH AWAITING SUNRISE LAUNCH
-promo FROMO .motorC!CIes
Sunrise starts: Sunrise starts: motorcycles
Thu, 14 April '16 Wed, 6 April'16

Sunrise starting: 2016 - March

.homes eHOMES || _vip

Sunrise closes: Sunrise closes:

Fri, 6 May '16 Sat, 30 April'l6




Domain disputes




How to be legally protected
from squatters?

* Competition law

* Trademark law

* Geographical indications
 Commercial name (firma)

* Right for privacy




UNFAIR COMPETITION

. §2976 —

e "conduct in economic competition

 conflicts with the accepted practices of competition

* may be detrimental to other competitors or customers.

* Unfair competition is prohibited.




UNFAIR COMPETITION

misleading marking of goods and services
svycarskehodinky.cz, gooogle.com, vikipedia.org

parasitic use of the reputation of another competitor's enterprise,
products or services



Domain names and right for privacy

and personality rights
UDHR Article 12

No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks
upon his honour and reputation. Everyone has the right to
the protection of the law against such interference or
attacks.

Charter of human rights — Article 10(1)

= Everyone has the right to demand that his human dignity,
personal honor, and good reputation be respected, and
that his name be protected.



Possible violations of personal
rights

* Paroubeknamars.cz

* bushsucks.com

 |lhategates.com (inactive)

e Juliaroberts.com
* Britneyspears.com



Protection of company names
- § 423 Civil code

* FIRMA

 FIRMA is potected by unfair commercial rules



Trademark

* Exclusive right to use the trademark in connection with
goods and services



Example

Squatter registers a domain sony.cz and offers it for sale

= Can these companies rely on the protection on the company name claims?
* Sony Music Entertainment Czech Republic s.r.o.
* Sony Music Entertainment Czech Republic s.r.o.
* SONY Czech, spol. s r.o.
 Sony Ericsson Mobile Communications International AB Branch Office Czech Republic,



Example

e Squatter registers the domain lego.cz

* He does not use this domain and offers
it for sale for 200 000 K¢

e Can the trademark owner claim
violation of his rights?

e Can the trademark owner claim
transfer of the domain name?

 What if the owner is based in denmark,
administrator is Czech and squatter
Russian?



.eu domain

 Established , by law”
e 733/2002/EC

* To accelerate e-commerce
* Promote common market

* Accelerate benefits of informating caciaty

Your Euvrapean |dentity



Structure of the .eu domain

REGISTRY

REGISTRARS



REGISTRY (sponsor)

e Administers the .eu domain
e EURId

* Non profit company
 Established under Belgian law

Your ambition
has an address

Register your .eu domain today!

www.ambitionhasanaddress.eu

EURid o e u
Your European Identity

v eurid.cu )




Registrars

* Independent entities

* Have to be accredited by the registry

* Do not have to be European

* Currently cca 900 accredited registrars



USERS - Eligibility criteria (Art 3)

undertaking having its registered office, central administration
or principal place of business within the Community, or

AN

organisation established within the Community without
prejudice to the application of national law, or

AN

[natural person resident within the Community;




Policy rules (874/2004)

* Requirements for domain name applications
* Requirements for registrars

* Requirements for registrar accreditation

* Languages

* Registration procedures



Language

* For any communication by the Registry that affects the rights of a
party in conjunction with a registration, such as the grant, transfer,
cancellation or revocation of a domain, the Registry shall ensure that
these communications are possible in all official languages.



Protection of rights in .eu
domain



Protection of rights

1. “sunrise
perionds”

2. Alternative
dispute
resolution




Sunrise periods

e 15t period
* only registered national and Community trademarks, geographical
indications, public authorities

2" period
* names that can be registered in the first part as well as names based on all
other prior rights

34 period — all other users



Alternative dispute
resolution



2 POSSIBLE ADR PROCEDURES

Rightholder vs. Domain name

SINEIRNEINE applicant vs.
holder registry




Rightholder vs. User

* Compulsory for the holder of a domain name and the Registry.
* Not for the Rightholder

* Question of “speculative or abusive registration”



Speculative or abusive registration Is

When a domain nhame

a) has been registered
by its holder without
rights or legitimate
interest in the name;

(b) has been
registered or is being
used in bad faith.




Legitimate interest

(a) the holder has used the name for the offering of goods or
services

(b) the holder has been commonly known by the name,
 even inthe absence of a right recognised by law

(c) the holder is making a legitimate and non-commercial or fair
use of the domain name,
e without intent to mislead consumers

e or harm the reputation of a name on which a right is recognised or
established by national and/or Community law.



Bad faith

(a) registered primarily for the purpose of selling, renting, or transferring to the holder of a
protected name

(b) prevent the holder from reflecting this name in a corresponding domain name,
e provided that:

(i) a pattern of such conduct by the registrant can be demonstrated;

(ii) the domain name has not been used in a relevant way for at least two years

(c) primarily for the purpose of disrupting the professional activities of a competitor; or

(d) intentionally used to attract Internet users, for commercial gain, by creating a likelihood of
confusion

(e) the domain name registered is a personal name for which no demonstrable link exists



Comparison ADR and UDRP

UDRP ADR
1.Confusing similirarity * 1. Confusing Similarity
2. No legitimate interest * 2 No legitimate interest
3. Bad faith

* Or

* 1 Confusing Similarity
e 2 Bad Faith



