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INFORMACE VE ZDROJICH

* Ovérovat informaci z vice zdroju
(davéryhodnych)

. CRAP test vyuzitelny

« Argument (Toulminuv model):

» Nazor, tvrzeni: vyjadreni zaveru, ktery nasledné
budeme obhajovat;

 Data: fakta podporujici tvrzeni;

- Zaruky: logicke spojeni mezi daty a tvrzenim;

* Podklady: zdroje podkladajici zaruky;

- Kvalifikatory: urCeni sily tvrzeni (pravdépodobne,
témer...);

* Vlyvraceni: vyvracené argumenty nebo vyjimky.




Information Evaluation Rubric ... C.R.A.P. Test ....

Currency

When was it published?

When was the last uodate?

How recent do you need it to be?

No date indicated, no updates
shown, information is out of date.

Published date is shown, but not
updated in a long time.

Updates are shown, regular and current.

Update is shown but is
slightly out of date.

Reliability
What kind of information is included?
How complete is this information?

Information is difficult to
understand, and may include
errors, with incomplete or
inaccurate information.

Has grammatical and spelling
errors.

Consistent line of thought,
information is superficial.

No errors, clear concise, well written,
information is current, accurate and
relevant. An in-depth understanding of the
related issues shows the author's
familiarity with the subject. Links to or
from are also reliable. Has a bibliography.
Information can be verified from other
sources.

Easy to understand, has
some spelling and grammar
errors, information is current
and accurate.

Authority

Who wrote the information?
What are their credentials?
Who is the publisher / sponsor?

No author is identified
No publisher

Author is identified, but no
credentials are given, no contact
details given. The publisher is not
reputable.

Author and publisher are clearly
identified, respected and reliable.

Able to confirm legitimacy of the author
and content.

Author is identified, contact
details given, credentials are
valid.

The publisher is identified
and reputable.

Purpose

Why has the person or organisation
created this resource?

Is it fact, opinion or propaganda?

Is it biased or stereotyped?

Information is presented with
emotive words, unbalanced views
or questionable facts.

Contains some questionable
content with a few emotive words.
The content is the opinion of the
author with little support of facts.

Facts are presented free from bias,
information is thorough, multiple
viewpoints are given. Purpose is clearly
identifiable as educational with an
intended audience.

Facts are presented free
from bias, information is
thorough.

Personal Evaluation of the Information source

Criterion

Poor... 0

Fair... 1

Good... 3 Excellent... 5

Relevancy : How much use will it
be to me?

The information has no relevancy for
what | need to find out

There is a little bit of information
| can use.

Most of the information | will be
able to use to answer my guestion.

| will be able to use some of the
information to answer my question.

Appropriate : How much can |
understand?

All of the words and content are too
hard for me to understand.

There are a number of words |
don't understand.

| am able to understand all the
content and words.

There are only a few words and
phrases | don't understand.

CC Dianne McKenzie 2013 http:/ibrarygrits.blogspot.com




HODNOCENI SOCIALNICH

4 V 4

Location of the source - are they in the place
they are tweeting or posting about?

Network - who is in their network and who follows
them? Do | know this account?

Content - Can the information be corroborated
from other sources?

Contextual updates - Do they usually post or
tweet on this topic? If so, what did past or updated
posts say? Do they fill in more details?

Age - What is the age of the account in question?
Be wary of recently created accounts.

Reliability - Is the source of information reliable?



http://guides.library.jhu.edu/c.php?g=202581&p=1335031
http://guides.library.jhu.edu/c.php?g=202581&p=1335031

ARGUMENTACNI FAULY

 Poster argumentacni fauly

* DUraz na rozum
* DUraz na emoce
* Chybné vyvozeni
* Chybna pficCina
* Obsahoveé chyby
» Chybne utoky
« Ceho vyuziva SI1?



http://www.obcanskevzdelavani.cz/work/ke-stazeni/argumentacni-fauly-A4-barva.pdf

OTAZKY NA VAS

« Coje SI?
ProC ho reSime?

ProC na zaCatku predmetu?

Vase otazky — co z e-kurzu nejasneé?

Jaké konkrétni pripady se Sl jste
vidéli/Cetli...?

Priklad S| ve fyzickém prostredi — Past na Séfa
(16:20)



http://www.ceskatelevize.cz/ivysilani/1100492707-na-stope/413236100132019/

SIMULACE VE DVOJICICH

« /Zvolte, kdo sociotechnik a kdo za sebe
(ne fiktivni postavu) + dvojice C. 1-5

» Vzijte se do role, ze chcete toho druheho
presvedcit, aby:
1. Rekl adresu trvalého pobytu kam jit togit rozhovor
2. Ukézal fOtkU SVéhO ditéte dovolena

3. Rekl soukromé telefonni ¢islo své nebo
<olegy termin pro pracovni ukol
4. Klikl na odkaz v e-mailu zkracovagd

5. Otevrel prilohu v e-mailu vyplaty




ANALYZUJTE PRUBEH
SIMULACE

* Predpoklady: utoCnik, obef
* Vyber a kontakt

« Sociotechnika: pozadavek, natlakove
prvky

. Pod&kovani (?)




DEJME HLAVY DOHROMADY

* Rozdélte se na skupiny (téma simulace)
« Otazky: Jak by bylo mozneé...

4° predchazet simulovanemu utoku?

3+ resit simulovany utok?

2+ pfedchazet obecnému Sl utoku?

1. Fesit obecny Sl Gtok?

1. premyslejte 4 min. sami

2. premyslejte ve skupine

* Rozpocitejte se (1, 2, 3,4...)




DISKUZE

» Co jste Cetli? (publikace)

* Predstavte + vyberte 1 otazku pro
diskuzi

* Zhodnotte kvalitu zdroje pro odbornou
praci



https://docs.google.com/document/d/1g1dO3ISVaZOG1J776Zk5HHbkzP5GN_NwFuYzSvuZ3sQ/edit?usp=sharing

ZISKANI ZNEUZITELNYCH
INFORMACI

« Jak?
* Pfimé zeptani => Sl
* VVyhledavani => dnes
* Roste vyuzivani



http://www.youtube.com/watch?v=F7pYHN9iC9I

VASE OTAZKY?

« Skupiny 2-3 lidé

* VVymyslete 5 otazek k dnesnimu tématu
(min. 3 ruzné urovneé Bloomovy
taxonomie — viz pracovni navod), idealne
CO nejasne z kurzu

* Vlozte do obalky

* Vytahnete si obalku

* Pripravte si odpovedi
 Reknéte otazky + odpovédi




KATEGORIE ZOIl (KRAL, S.
100)

cervena — identifikaCni Cisla (rodne,
PIN...), citlive udaje, podrobnée
informace o financich, cestovni plany,
informace o blizkych atp.

oranzova (zluta) — kontakty, datum
narozeni, zamestnavatel, zajmy apod.

zelena — smerovaci Cislo, vek, priblizna
vyse platu atd., bez spojeni s

LI AW 4

choulostivejsimi




PROBLEM SPOJENI (FISH, S.

79)

Data is interlaced |

routes and routines, loyalty card,
professional, clubs, affiliation

behavioural

communication

e-mail/ IM/ SMS/ voice

consumption &

favourite, preference, style, genre,
occurrence, video, music, audio,
application

2
records

certificates, health, exam, DOB,
Council, government, passport

SOCi al
‘M links/ FOAF/ click/
review/ tag/ blog

creation

type, style, tools, pattern, themes

payment

>

credit card, debit card, cash,
contactless, direct, cheque




IDENTIFIKACNI INFORMACE

* Nejlepe zneuzitelné
* |dentifikace v realném X elektronickém
prostredi

* E-mailova adresa
* Heslo k ruznym aplikacim

« Co jste Cetli? (publikace)



http://www.ceskatelevize.cz/ivysilani/1100492707-na-stope/413236100132005/
https://docs.google.com/document/d/1g1dO3ISVaZOG1J776Zk5HHbkzP5GN_NwFuYzSvuZ3sQ/edit?usp=sharing

+LEGALNI“ ZDROJE

* Soubory, stranky, prispevky...
vyhledatelne

* Pouzity HW k ukladani dat

» Hlavicky zprav

* Programy za informace

e Samotna obét




NEKOLIK UKAZEK ZDROJU

* People Search Engines (hl. USA), napfr.
Pipl

« Socialni sluzby — vyuziti napr. zkusenost
Dana France (17:10)

* Néco za néco
 Falesné sluzby

* Google najde vse, ale vedet jak

« Data publikovana omylem, odstranene
informace pres archiv (doménove
hledani) X web archivy, napr.
WayBackMachine



pipl.com
http://www.youtube.com/watch?v=XgyInN83dSg
http://www.youtube.com/watch?v=XgyInN83dSg
http://web.archive.org/
https://www.google.cz/hl=cs&output=search&sclient=psy-ab&q=filetype:xls+%E2%80%9Cphil.muni.cz%E2%80%9C&oq=filetype:xls+%E2%80%9Cphil.muni.cz%E2%80%9C&aq=f&aqi=&aql=&gs_sm=3&gs_upl=1497l1497l0l3048l1l1l0l0l0l0l167l167l0.1l1l0&gs_l=hp.3...1497l1497l0l3048l1l1l0l0l0l0l167l167l0j1l1l0.frgbld.&pbx=1&bav=on.2,or.r_gc.r_pw.r_cp.r_qf.,cf.osb&fp=bccbd81cf06dded4&biw=1366&bih=675

OBRANA

e Zdrava neduvéra

« Qvérovani, omezeni emoci
- ,Ublizilo by mi jejich prozrazeni mému nepriteli?”
* Pozornost k podrobnostem a vyvadéeni z miry

* Omezeni digitalnich stop (v€. Anonymizéru,
egosurfing) i odpadku

« Socialni steganografie, duplicita

« Podpora technickymi moznostmi (nastaveni,
vC. aktualizace, bezpecnostni aplikace)

« § 209 TZ podvod pfi zneuziti omylu nékoho
jiného ve vlastni prospech, ZOOU




ANONYMIZERY

* Pohyb po internetu s omezenim
sdéelovani informaci

* Nekteri provozovatelé se zavazuiji
nezaznamenavat zadne aktivity
uzivatele

* Nutneé doplnit vhodnym chovanim

* Anonymni mody prohlizeCu X
anonymizer X Onion routing




Cloak (web proxy) TOR JonDonym
IP adresa X v v
poskytovatel v . 7/
pFipojeni

geograficka lokace v v v
otisk prohlizece X v v
Java X v v
Flash X v v
historie v v v
cookies v v v
e-tags v X v
Referer X X v

Vysledek 50% 80% 100%

Skocek, 2012
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