AVE YOU GO’
_ ANYTHING}
WITHOUT T SPAM INIT




Puvod slova

e Spiced Ham = spam

e 26:00
* https://www.youtube.com/watch?v=_bW4vEo1F4E



https://www.youtube.com/watch?v=_bW4vEo1F4E

Spamovani v ramci online
komunit



e prvni pouziti v komunité hracu MUDuU ((Multi
Dungeon) — od druhé pol. 70. let
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LambdaMoo

Vznik — 1990

- pruzkum novych forem komunikace a
komunitniho zivota

komunikace a interakce hracu prostrednicvim
textového rozhrani

chatovaci mistnosti

https://www.youtube.com/watch?v=NgB6S2K
Q3go



https://www.youtube.com/watch?v=NgB6S2KQ8qo
https://www.youtube.com/watch?v=NgB6S2KQ8qo

LambdaMoo

Text - Julian Dibell - A Rape in Cyberspace

http://www.juliandibbell.com/articles/a-rape-

in-cyberspace/

S

'{]

spammer — Mr. Bungle

pnamovani pod prezdivkami jinych uzivatelu

Jako kdyby proti své vuli si Moondreamer

zapichla do zadku nuz na steaky, coz ji
zpusobilo nesmirné potéseni. V dalce slysite
Mr. Bungleho jak se dabelsky smeje.”


http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/
http://www.juliandibbell.com/articles/a-rape-in-cyberspace/

LambdaMoo

RUznorodé reakce uzivatell na to, jak by mél
byt vyresen tento incident:

1. Monarchisté

2. Anarchisté

3. Techno-libertariani
4. Parlamentari

Spam podnécuje uzivatele k tomu, aby si
polozili otazku: Co je to virtualni komunita a
jak by méla fungovat?



WELL (Whole Earth 'Lectronic Link)

* vznik — 1985
* uzivatelé z rad alternativni kultury
e zalozeno na systému BBS

* seridozni moderované diskuze na ruznoroda
témata

* https://www.youtube.com/watch?v=66QBM5
obfl4

* Priklad - pozitivnhiho vyuziti spamu



https://www.youtube.com/watch?v=66QBM5obfI4
https://www.youtube.com/watch?v=66QBM5obfI4

Emailovy spam



On the Junk Mail Problem (1975)

* Prvni upozornéni na nedostatky v systému pro
odesilani a prijimani zprav v siti ARPANET
* nebezpeci v podobée zahlceni zpravami

* Prvni masova reklama v déjinach digitalni
komunikace (1978) - Firma Digital EQuipment
Corporation — pozvanka na produktovou prezentaci



USENET

digitdlni komunikacni sit, ktera existovala od 80.
let

Posilani vzkazt do diskuznich skupin

platforma, ktera byla ¢asto vyuzivana k sireni
spamu

Prevazovaly zde nabidky pyramidovych systému
na rychlé vydélavani penéz



* Craig Shergold

* nemocny chlapec, rok
1988, dostal obrovske
mnozstvi dopisu s
pranim brzkého
uzdraveni, jeho pribéh se
Sifil klasickou postou i
digitalnimi sitémi

~ gett&i}nag _

Thomas S. Englahd




* Green Card incident (1994) - zprava s
predmétem Green Card Lottery - Final One?

* Rozeslani zpravy do vsech USENET news skupin

e Canter & Siegel z Phoenixu — pravnicka kancelar,
ktera nabizela sluzby pro pristehovalce do USA



Path: gmd.de!urmel.informatik.rwth-aachen.de!newsserver.rrzn.uni-hannover.de!hrz-wsll.hrz

From: ni...@indirect.com (Laurence Canter)

Newsgroups: alt.bonehead.paul-hendry,alt.online-service.america-online
Subject: Green Card Lottery- Final One?

Date: 12 Apr 1994 07:40:23 GMT

Organization: Canter & Siegel

Lines: 34

Message-ID: <2odj97525fRkherald.indirect.com>

NHNTP-Posting-Host: idl.indirect.com

Green Card Lottery 1994 May Be The Last One!
THE DEADLINE HAS BEEN ANNOUNCED.

The Green Card Lottery is a completely legal program giving away a
certain annual allotment of Green Cards to persons born in ecertain
countries. The lottery program was scheduled to continue on a
permanent basis. However, recently, Senator Alan J Simpson
introduced a bill into the U. S. Congress which could end any future
lotteries. THE 1994 LOTTERY IS SCHEDULED TO TAKE PLACE

500N, BUT IT MAY BE THE VERY LAST OMNE.

PERSONS BORM IN MOST COUMNTRIES QUALIFY, MANY FOR
FIRST TIME.

The only countries NOT gualifying are: Mexico; India; P.R. Chinaj;
Taiwan, Philippines, Morth Korea, Canada, United Kingdom (except
MNorthern Ireland), Jamaica, Domican Republie, El Salvador and
Vietnam.

Lottery registration will take place soon. 55,000 Green Cards will be
given to those who register correctly. HNO JOB IS REQUIRED.

THERE IS A STRICT JUME DEADLINE. THE TIME TO START IS
NOW ! !

For FREE information via Email, send reguest to
€s...8indirect.com

22 E RS TSR RS SRS AL SRS SRS L SRS TSRS RS RS R RS S R RS R R R R L RS ]
Canter & Siegel, Immigration Attorneys

3333 E Camelback Road, Ste 250, Phoenix AE B5018 USA
CcE...0indirect.com telephone (602)661-3911 Fax (602) 451-7617

.uni-kassel.de!news.th-darmstadt.de! fauern!zib
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B |aurence A. Canter and Martha$. Siegel




Spam King

e Jeff Slaton — prvni spam

Fifty Years ago the first atomic test blast took place at the Trinity test sit e
in New Mexico.

| thought you would would have an interest in this . | have a friend who
just retired as the Associate Director of Los Alamos Natl Labs in New
Mexico. We worked together to obt ain the plans to the FAT MAN & LITTLE
BOY Atomic Bombs . (Unique commemorative, declassified and "just,,
released!) This is a "must have" for anyone interested in Science or
History. There is a limi ted amount of Museum quality reproductions (1 st
Draft) of these documents. Please let me know if you want a set of these
blueprints. | will e-mail you with more details. Please forward t o anyone
i/fho might be interested or benefn t.

Sincerely,

Jeff Slaton

6808 Truchas Dr. NE
Albqg., NM 87109



Zacal nabizet jinym spole€nostem reklamni
sluzby

Tuto nabidku rozeslal také v podobé spamu

Nové techniky posilani spamu:

7 7/

~alesna telefonni Cisla

Pouzivani fiktivnich adres a domeén

Docasna internetova pripojeni



Scam 419 — Nigerijsky spam

* Od 80. let — nejprve papirové dopisy a pote
spam, Nigerie jako jeden z velkych producentu
spamu

* Nejruznéjsi druhy podvodu — dédictvi, vyhra v
loterii, prevod penéz, seznameni, cenna
Zvirata

* Napojeno na mistni podsveti — falesné
dokumenty



Mnozstvi spamu

Global spam volume as percentage of total e-mail traffic from 2007
to 2018

120%
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80%
69.2%

59.7% 59.8%

60% 54.1%

45.3%
39.2%

Percentage of email traffic

40%

20%

0%
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Source Additional Information:
Trustwave Worldwide; Trustwave (SpiderLabs); 2007 to 2018
© Statista 2019




Nejcastejsi témata spamu — rok
2008

mFPorn

@ MP3 download

m Processors

OLoans and financial
SenIces

oVi d Rx
E Replica watches and lagra an

handbags

m Unclear



Nejcastéjsi témata spamu — rok 2018

30.35%

Expand statistic

https://www.ted.com/talks/james veitch this is what happ
ens when you reply to spam email?language=cs#t-
451179



https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply_to_spam_email?language=cs
https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply_to_spam_email?language=cs
https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply_to_spam_email?language=cs
https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply_to_spam_email?language=cs

Spam na socialnich sitich



Kniha - Media Distortions: Understanding the
Power Behind Spam, Noise, and Other Deviant
Media — Elinor Carmi

Socialni sité jako rytmické medium

Sladéni rozdilnych lidskych a strojovych rytmu
za ucelem zisku

disciplinace uzivatelu skrze narizeni, pravidla a
sledovani



,As Media Distortions emphasizes—all
rhythms count, the processes that turn them
into ‘lifeness’ rhythms while filtering others is
what | am interested in amplifying. In other
words, all the deviant, spammy, silent, and

unwanted rhythms—all are counted and have
value.”



Konstrukce zadoucich vzorcu chovani a
eliminace deviantniho chovani

Priklad: Facebook Immune System (FIS)
sledovani odliSnych rytmu v datech

Tri zakladni komponenty

a) Inner Loop

b) Middle Loop

c) Outer Loop



V roce 2014 Facebook definoval tri typy
spamu:

Like-baiting
Frekventovane sdileny obsah
Odkazy na spam



Definice spamu se neustale méni dle zajmu
provozovatele socialni sité

snaha o rozliseni ,normalniho” a deviantniho
chovani

tvorba siroce prijimanych definic a
Kategorizaci spamu

Hlavni taktiky rytmickych médii:

Filtrovani
Depolitizace
Trénink vhodnych vzorcu chovani



* Spam jako politicky protest
* Priklad - The Electronic Disturbance Theater
(EDT) — Floodnet

actronic

FloodNet =

About The Electronic Disturbance Theater,

Sea The Zapalista Taclical Floodiet for & discussion of FloodMel's funclienality, interaciivity, philosophy. and as a
form of concaplual ar.

Downicad EDT's Public Version of the Zapatista FleodMet. DDE (Dislurbance Davealaper Kil)

Ta Download the ZapatistaTribal Port Scan (ZTSF)
Llick Hure,
| :
| Zapatigta Tribal Dort Sean

v ol e



Bojovnici proti spamu

* Web - https://www.419eater.com/

Winnie Mandels

Jaras Naitsh

[ha huabyech

| AM WINNIE MANDELA, THE SECOND WIFE OF
NELSON MANDELA THE FORMER SOUTH AFRICAN
PRESIDENT.

| NEED TO TRANSFER $45 MILLION DOLLARS OUT
OF THE COUNTRY BECAUSE OF MY HUSBAND
NELSON MANDELA'S HEALTH CONDITION.

* https://www.ted.com/talks/james veitch this is what happens when vy
ou reply to spam email?language=cs&subtitle=cs



https://www.419eater.com/
https://www.ted.com/talks/james_veitch_this_is_what_happens_when_you_reply_to_spam_email?language=cs&subtitle=cs
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/droje

 Spam: A Shadow History of the Internet — Finn
Brunton, 2013.

* The Spam Book: On Viruses, Porn, and Other
Anomalies from the Dark Side of Digital Culture -
Jussi Parikka a Tony D. Sampson, 2009.

 Media Distortions: Understanding the Power
Behind Spam, Noise, and Other Deviant Media —
Elinor Carmi, 2020.



