Citite se v bezpeci?



Soukromi a bezpeci
v kyberprostoru

Zivot v kyberprostoru
27. 1. 2019



Temata

Anonymita na webu

Ochrana vlastnich dat a Sifrovani
Hesla a zabezpeceni Uctl
Bezpecnost dalsiho HW
Bezpecnostni hrozby






Je pro vas
soukromi dulezité?



Proc to resit?

e ,Kdyz nemas co skryvat...”

» ,Soukromi uz neni socialni norma...“
* Glenn Greenwald

* NSA PRISM

« Cambridge Analytica

» technologie neni apoliticka

« dohledovy kapitalismus

» https://www.youtube.com/watch?v=V9 PjdU3Mpo



https://www.youtube.com/watch?v=pcSlowAhvUk
https://www.bloomberg.com/features/2016-baltimore-secret-surveillance/
https://www.youtube.com/watch?v=V9_PjdU3Mpo
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Co je to anonymita?

« digitalni stopa

* jmeno osoby

 lokace

* pseudonym spojitelny s realnym jménem nebo lokaci

* pseudonym prozrazujici jiné informace

« odhalujici vzorce chovani

* Clenstvi v nekteré socialni skupinée

» predmet Ci dovednost naznacujici osobni charakteristiky



You've gone incognito



Do you know what private browsing is?

No, 38%
No, 45%

Yes, 55%
Yes, 61%

2012 2017



What do you use private browsing for?

Prefer not
to disclose

Shopping

Looking up
people

Fraction of respondents

Other pa2

Everything f—

0% 10% 20% 30% 40%



You use private browsing to hide from...

The website | visit

People on the
same computer

My Internet provider

People who
manage my network

Other gk

'nosy people” Ii—
anyone f——

annoying cookies f—

0% 10% 20% 30% 40% 50% 60%



Trackovani na webu

» datovi paraziti

* cookies

* sledovaci skripty

» retargeting

* browser fingerprinting

e canvas fingerprinting




Par doplitku a nastroju

« Panopticlick
* Am | Unique?
* Browser Leaks

* Privacy Badger
 Ghostery



https://panopticlick.eff.org/
https://amiunique.org/fp
https://browserleaks.com/
https://www.eff.org/privacybadger
https://www.ghostery.com/

Jak to muze vypadat v praxi

* Firefox — implementované nastroje
* uBlock Origin

* Privacy Badger

* Firefox Containers



https://addons.mozilla.org/cs/firefox/addon/multi-account-containers/

HTTPS

* CO je za potize s HTTP? ‘//
« certifikace

* Sifrovane propojeni

» https://www.eff.org/https-everywhere



https://www.eff.org/https-everywhere

»~Anonymni* prohlizece

« prohlizeCe se striktnim pristupem ke sledovani
» vétsSina blokaci primo zabudovana
« https://www.epicbrowser.com/

 https://brave.com/



https://www.epicbrowser.com/
https://brave.com/

»~Anonymni* vyhledavani

* vyhledavace s odlisnym
modelem monetizace DuckDuckGo
* nesbiraji data o uzivatelich

* neprodavaji reklamni prostor

* za jakou cenu?

 https://duckduckgo.com/

* https://restoreprivacy.com/private-search-engine/



https://duckduckgo.com/
https://restoreprivacy.com/private-search-engine/

VPN

* dulezitym identifikatorem je IP adresa
* virtudlni privatni sit

 jak to funguje?

* jake to ma potize?



Jak to muze vypadat v praxi

* ProtonVPN

» hostovano ve Svycarsku
* no-log policy

* transparentnost

e dvousecnha zbran




Tor/Onion

* onion routing

« deepweb / darkweb

* Tor Browser / Orbot

» specialni struktura .onion
» opet: dvousecCna zbran




Categories
Drugs
Fraud Related
Guides & Tulanals
Semces
Jewellery
Digtal Goods
Erotica
Counterfosts
Electrorucs
Secunty & Hosting

Miscellaneous
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Decentralizovany internet

» bezny stav: data na serveru

» decentralizace: kazdy kousek dat u sebe
« data nevlastni centralni bod

* v Sifrovane podobeé

» https://zeronet.io/



https://zeronet.io/

Anonymni OS

* nejvyssi level

« vSechno v jednom

* bézi z CD nebo USB

* nezanechava stopu v PC
* https://tails.boum.org/

« jaké to ma potize?



https://tails.boum.org/

Vas obhsah jinde

e Gmalil, Facebook,...

* Pfistup k vlastnim datum

* Co to obnasi? — nastaveni soukromi
 https://haveibeenpwned.com/

* PRISM

« https://en.wikipedia.org/wiki/PRISM_(surveillance_program)



https://haveibeenpwned.com/
https://www.youtube.com/watch?v=GoM4jIZbTtQ
https://en.wikipedia.org/wiki/PRISM_(surveillance_program)

Jak to muze vypadat v praxi

* Proklikat si vsechna nastaveni soukromi
» Zjistit si, co které znamena
* Nastaveny alerty na uniky dat

A\ 4V 4




E2E sifrovani

* end-to-end

 WhatsApp, Signal, Threema
« jaké to ma potize?

« kriticky pocet uzivatelu

« zadni vratka

* ma to kontext



https://www.irozhlas.cz/komentare/sofrovani-unik-dat-korupce_1904040600_cib
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Sifrovani dat

* Sifrovani dat na HDD

* proC se to dela?

* implementovano do Windows

* ochrana USB pameéti

* https://a2larm.cz/2018/04/rozsifrovali-moji-radcove/

e mazani/ dat?


https://a2larm.cz/2018/04/rozsifrovali-moji-radcove/

* pribeh ze zivota (HLP)

* pevna hesla

» spravci hesel — jake to ma potize?
* 2FA

* slovnik / brute force

» https://haveibeenpwned.com/Passwords

* pokud chcete listeCek, nastavte si jasna pravidla


https://random-ize.com/how-long-to-hack-pass/
https://haveibeenpwned.com/Passwords

Jak to muze vypadat v praxi

* Sifrovani pres BitLocker

» LastPass jako spravce hesel
* silné unikatni heslo

* nektera hesla jen v hlave

* 2FA skrze HW Kklic




Neni to jen o PC

* mobil jako vstupni brana do vaseho zivota
« anonymita? - burner — Kevin Mitnick

* IMSI CATCHER - Agata

» geolokace

* 10T - internet veéci, chytra zarizeni (Aware Home)

* modemy
 https://upc.michalspacek.cz/



https://upc.michalspacek.cz/

Neni to jen o PC

» fotoaparaty

* EXIF informace

* http://exif.regex.info/exif.cgi
» geolokace

« webkamera



http://exif.regex.info/exif.cgi

Myslete na soukromi

 Pripustte si roli soukromi v kyberprostoru

* Cilem neni primarné schovat se pred statem

e Cilem neni schovat nelegalni aktivity

* Mnoho stran dnes vidi, co déelate

* Vase chovani a data jsou pro korporaty zbozim
« Je na vas, jak si jich sami budete cenit

« Jednoducheé akce razantne pomahaji



