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Vyzkouseli jste
nékteré z nastroju
zminénych minule?






HTTPS & https:/

* CO je za potize s HTTP?
* SSL a certifikace

* Sifrovane propojeni

« HTTPS Everywhere

Vyhlaska ¢. 357/2012 Sb. o uchovavani, predavani
a likvidaci provoznich a lokalizacnich UdajQ



https://www.eff.org/https-everywhere
https://www.zakonyprolidi.cz/cs/2012-357
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HTTPS

* ALE...
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HTTPS

* ALE...

* website fingerprinting
identifikace jednotlivych stranek

« odhadovani query podle
mnozstvi dat

2012 IEEE Symposium on Security and Privacy

Peek-a-Boo, I Still See You:
Why Efficient Traffic Analysis Countermeasures Fail

Kevin P. Dyer®, Scott E. Coull!, Thomas Ristenpart?, and Thomas Shrimpton*

*Department of Computer Science, Portland State University, Portland, USA. Email: {kdyer, teshrim}@cs.pdx.cdu
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Touching from a distance: website fingerprinting attacks
and defenses

-
Authors: Xiang Cal, Xl eng Zh: Brijesh joshi, Rg

Publication: CCS '12: Proceedings of the 2012 ACM conference o witir and com atlons secufity:« Ociob

W ABSTRACT

We present a novel web page fingerprinting attack that is able to defeat several recently
proposed defenses against traffic analysis attacks, including the application-level defenses
HTTPOS and randomized pipelining over Tor. Regardless of the defense scheme, our attack
was able to guess which of 100 web pages a victim was visiting at least 50% of the time and,
with some defenses, over 90% of the time. Our attack is based on a simple model of network
behavior and out-performs previously proposed ad hoc attacks. We then build a web site
fingerprinting attack that is able to identify whether a victim is visiting a particular web site

with over 90% accuracy in our experiments.
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manipulate whole streams of packets in order to preciscly
mimic the distribution of another websile’s packet lengths.

The scemingly widespread intuition behind these coun-
fermeasures is that they paich up the most dangerous side
channel (packet lengths) and so provide good protection
against TA altacks, including website identification. Exist-
ing literature might appear to support this intuition. For
example, Liberatore and Levine [10] show that padding
packets to the network MTU (e.g., 1500 bytes) reduces
the accuracy of one of their attacks from 98% to 7%.

Qur results strongly challenge this intuition. We perform
the first comprehensive analysis of low-level countermea-
sures (e.g., per-packet padding) for the kind of website
identification attacks considered by prior work (c.f., [8, 10,
14,22]): a closed-world setting for privacy sets, in which
the a priori sel of possible websites a user might visi is
known (o the attacker, coupled with the ability for the
attacker (o train and test on traffic traces that are free
of real-world artifacts (e.g., caching effects, interleaved
flows, and user-specific content). We consider nine distinct
countermeasures, apply them to two large, independent
datasets of website downloads, and pit the resulting ob-
fuscated traffic against a total of seven different aitacks.
The results are summarized in Figure 1. What we uncover
is surprisingly bleak:

None of the countermeasures are effective. We show


https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6234422
https://dl.acm.org/doi/10.1145/2382196.2382260




VPN

* dulezitym identifikatorem je IP adresa

* virtudlni privatni sit — k Cemu to je? _

* jake to ma potize?
e zdarma = pomalé a no-no-log policy

* mala adopce pro bézne uziti
e prenaseni davery (ISP -> VPN poskytovatel)
» cookies? — neni to bud/nebo...



Jak to mam ja?

* placena VPN

» hostovano ve Svycarsku
* transparentnost

* dvousecna zbran

January 2019 - A data request from a foreign
country was approved by the Swiss court
system. However, as we do not have any
customer IP information, we could not provide
the requested information and this was
explained to the requesting party.




Platformy



Nas obsah lezi jinde

e Gmalil, Facebook,...

e pristup k vlastnim datum?
* kontrola nad daty?

* nastaveni soukromi?

- data leaks / breach

* have | been pwned?



https://haveibeenpwned.com/

naked security - SOPHOS rovucts > rreetoois > O, [ emee somos nowe >

Have you listened to our podcast? Listen now

Instagram bug could have allowed
others to read your direct messages

° Previous: “Locky” ransomware — what you need to know Next: Apple says NO to iPhone backdoor in terror case °
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Two Types of Collection
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Should

Use Both What Will You Receive in Collection

(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

. Colleclion dlrectly from the servers of these U .S. * E-mail
e - e * Google | Videos
TOP SECRET/SI/ORC e Yahoo! * Photos
Stored data
.
Facebook VoIP
* PalTalk File transfers
* YouTube Video Conferencing
* Skype * Notifications of target activity — logins, etc.
* AOL * Online Social Networking details
* Apple * Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN
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PRISM Provider
P1: Microsoft
P2: Yahoo
P3: Google
P4: Facebook
P5: PalTalk
P6: YouTube
P7: Skype
P8: AOL
PA: Apple
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Fixed trigraph, denotes
PRISM source collection

Serial #

A: Stored Comms (Search)

B: IM (chat)

C: RTN-EDC (real-time notification of an e-mail event such as a login
or sent message) _

D: RTN-IM (real-time notification of a chat login or logout event)
“E: E-Malil

F: VoIP

G: Full (WebForum)

H: OSN Messaging (photos, wallposts, activity, etc.)

I: OSN Basic Subscriber Info

J: Videos

} Content Type

. (dot): Indicates multiple types

TOP SECRET/SI/ORCON//NOFORN
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Vyberte moznost automatickeho mazani pro Historii polohy

Autematicky mazat aktivitu staréi nez 3 mésice
a rucné lze smazat kdykoli

Automaticky mazat aktivitu starsi nez 18 mésicd
a rucné lze smazat kdykoli

Automaticky mazat aktivitu starsi nez 36 mésica
a rucéné lze smazat kdykoli

O O O @

Nemazat automaticky

2% Jak dlouho?

KdyZ uchovavate historii polohy, mate moZnost zpétné dohledat navitivena mista i trasy, po
kterych jste cestovali. Tato data milZete pfestat ukladat pozastavenim historie polohy.

Dalsi



Co se stane po uniku dat?

* objevi se to venku

» Casto nahodneé, casto az po Case

* mnohdy k zakoupeni

e zaCne se zkouset, testovat, kombinovat
» overuje se pravdivost a aktualnost

» hleda se zdroj — mnohdy kombinace

* reportuje se



https://www.troyhunt.com/inside-the-cit0day-breach-collection/

Jak to mam ja?

* proklikavam vsechna nastaveni soukromi
e snazim se docist, co které znamena

* nastaveny alerty na uniky dat

* po Uniku kontroluji, co mUze byt ohrozeno




Hesla

* pevna hesla

» spravci hesel — jake to ma potize?
* 2FA (knowledge, possession, inherent, location)
* | eaked Passwords

* slovnik / brute force / credential stuffing

Pokud chcete listecek, nastavte si jasna pravidla!


https://haveibeenpwned.com/Passwords
https://random-ize.com/how-long-to-hack-pass/
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Jak to mam ja?

LastPass jako spravce hesel
* silné unikatni heslo

* néktera hesla jen v hlave
2FA skrze HW klic

ABCDEFGHIJKLMNOPQRSTUVWXYZ
DlhihvkgzuvpSiigbkieaektifd©6poll
l|lx62scb jwdrpveduncvygw?isgell
2lvkceizicbiieccigzgi7foidbrisdehk|2
Il3efbiuvnkzwd3xnTizgpisxnxurivd3
dlad4ii fdnbexwvsibnfiegsiisfwaunu fizx9d
S|S5irunripwl2v2gwb65ijgbivweib s uicgl|s
Glvimjwhionf49x jjwgbipxumt64rvirt|é
Tlsbfivhljuc94dwe xwi39k jbz9r eitnlT
819bbrvuis2gztsmvrigjw5S9r5j 32c|8
9|12 i himxgnzxbkg 3 s 9 mckiatskhopijvl9

ABCDEFGHIJKLMNOPQRSTUVWXYZ




Sifrovani

* end-to-end sifrovani
 WhatsApp, Signal, Threema
« jaké to ma potize?

 kriticky pocet uZivatelu
e zadni vratka
e ma to kontext!

e sifrovani dat na disku? - uss flash


https://www.irozhlas.cz/komentare/sofrovani-unik-dat-korupce_1904040600_cib

Ekosystem



Neni to jen o PC

Kazdé nové zarizeni zapadne do ekosystému.

* mobil jako vstupni brana do vaseho zivota
* mobil jako dalsi zdroj dat — vsudypritomny
» geolokace

e anonymita? — burner — Kevin Mitnick
* IMSI CATCHER - Agata

THE ART 0|
INVISIBILIT\

s Most Fam
Teaches You How to Be Safe
Age of Big Brother and Big D

KEVIN MITNlCP

with Robert Vamosi
¥ MIKKD NYPPONEN, CHIEF RESEARCH OFFICER 0F 15




Neni to jen o PC

* loT - internet véci, chytra zarizeni
* |0T jako bezpecnostni problem
* |0T jako zdroj cennych dat - Shodan

» chytra zarovka

* chytra meésta
e anonymizace a deanonymizace



https://www.shodan.io/
https://www.fastcompany.com/90278465/sorry-your-data-can-still-be-identified-even-its-anonymized

Neni to jen o PC

- wearables
* nositelné technologie
* guantified self

4 Stetson J. Advocacy & L. 1 (2017)

The Admissibility of Data Collected
from Wearable Devices

Katherine E. Vinez!

4 Stetson J. Advoc. & L. 1 (2017)

I. Introduction

1. Wearable devices, also known as “wearables,” are the next generation of portable
technology and have quickly become ubiquitous in our society.” With the demand
for these new gadgets continuously increasing, society can expect wearables to have
a tremendous impact on almost every facet of life. First, consider the potential of
wearable devices not only in litigation, but also in the realm of medicine, employ-
ment, and everyday living. Produced by companies like Fitbit Inc., Apple Inc., and
Google Inc., wearables have already transformed the way users communicate, exer-
cise, and keep organized. Despite some hesitancy within the legal community, these
devices have also begun to slowly impact and transform litigation. The first known
use of wearable technology data as evidence in litigation is the personal injury case
mnvolving a law firm in Calgary, Canada, using their client’s activity data from her
Fithit “to show that her activity level is less and compromised as a result of her
injury™

Katherine E. Vinez is currently a candidate for a Juris Doctor from Stetson University College of
Law, and also serves as a Law Review Associate.

W

Nathan Chandler, How FitBit Works, Tow STUFF WORKS.

)

ey OWlerm Eitbit Derte Nowar Beinoe eod in the Conrtenom Boprire (Nov 16 2014 4-10 PAMY


https://www2.stetson.edu/advocacy-journal/wp-content/uploads/2017/06/Vinez_-_Wearables.pdf

Neni to jen o PC

* IVA - Alexa, Cortana a podobne...
* bezpecCnostni problémy

JUST ASK

amazon alexa


https://research.checkpoint.com/2020/amazons-alexa-hacked/

DE GRUYTER CPEN

Praceedings on Privacy Enhancing Technologies 2018; 18 (4):1-18

Elleen Pan*, Jingjing Ren, Martina Lindorfer, Christo Wilson, and David Choffnes
Panoptispy: Characterizing Audio and Video
Exfiltration from Android Applications

Abstract: The high-fidelity sensors and ubiquitous in-
ternet connectivity offered by mobile devices have facil-
itated an explosion in mobile apps that rely on multi-
media features. However, these sensors can also be used
in ways that may violate user’s expectations and per-
sonal privacy. For example, apps have been caught tak-
ing pictures without the user’s knowledge and passively
listened for inaudible, ultrasonic audio beacons. The de-
velopers of mobile device operating systems recognize
that sensor data is sensitive, but unfortunately existing
permission models only mitigate some of the privacy
concerns surrounding multimedia data.

In this work, we present the first large-scale empir-
ical study of media permissions and leaks from An-
droid apps, covering 17,260 apps from Google Play, Ap-
pChina, Mi.com, and Anzhi. We study the behavior of
these apps using a combination of static and dynamie
analysis techniques. Our study reveals several alarming
privacy risks in the Android app ecosystem, including
apps that over-provision their media permissions and
apps that share image and video data with other par-
ties in unexpected ways, without user knowledge or con-
sent. We also identify a previously unreported privacy
risk that arises from third-party libraries that record
and upload screenshots and videos of the screen with-
out informing the user and without requiring any per-
missions.

Keywords: privacy; mobile devices; audio, video, and
image leaks

1 Introduction

The high-fidelity sensors and ubigquitous internet con-
nectivity offered by mobile devices have facilitated nu-
merous mobile applications (apps) that rely on multi-
media features. For example, a mobile device’s camera
and microphone enable users to capture and share pic-
tures, videos, and recorded audio. Apps also use Lhese
sensors to implement important services such as voice
assistants, optical character recognition (OCR), music
identification, and face and object recognilion.

In addition to such beneficial use cases, apps may
use these sensors in ways that violate users’ expectations
and privacy. For example, some apps take pictures with-
out the user’s knowledge by shrinking the viewfinder
preview window to a 1x1 pixel, thus making it virtually
invisible [51, 68]. Similarly, Silverpush, an advertising
company, developed a library that passively listened for
inaudible, ultrasonic andio beacons for tracking users’
TV viewing habits [28]. Finally, as a possible example
of things to come, Facebook has been awarded a patent
on using the mobile device's camera to analyze users’
emotions while they are browsing the newsleed [70].

Given that sensor data is highly sensitive, the An-
droid and 10S operating systems include mandatory
access control mechanisms around most sensors. How-
ever, existing permission models only partially mitigate
multimedia privacy concerns because they are coarse
gruined and fncomplete, For example, when a user grants


https://recon.meddle.mobi/papers/panoptispy18pets.pdf

Neni to jen o PC

* sitovy HW
 https://upc.michalspacek.cz/

 fotoaparaty - EXIF informace
» geolokace
 webkamera


https://upc.michalspacek.cz/

Cim vice bezpecCi a anonymity,
tim vice nepohodli



Co ted' s tim vsSim?
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The role of app distributor

Eszter Hargittai, Elissa M. Redmiles, Jessica Vitak, Michael Zimmer
B HTML

Social discourse and reopening after COVID-19
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