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Who should decide how we can use the Internet?



Sitova neutralita

o ,Who should decide how we can use the Internet?
Internet service providers like AT&T, Comcast, Deutsche
Telekom, or Telefonica that provide the on-ramps to the
Internet, or Internet users?”

« zakladni otazka sitové neutrality

Network Neutrality and
Quality of Service:
What a Non-Discrimination Rule
Should Look Like'

Barbara van Schewick
June 26, 2014
Forthcoming, Stanford Law Revlew, Volume 67, issue 1 (2015)
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http://cyberlaw.stanford.edu/files/publication/files/20140626-NetworkNeutralityandQualityofService.pdf

Sitova neutralita

« puvodné nemél ISP silu vidét, co se déje v jeho siti
 Schewick: application-blind network
* nyni ma nastroje k identifikaci aplikace, obsahu, sluzeb

« jak toho muze ISP zneuzivat?




Bandwidth WITHOUT QoS

o

Bandwidth WITH QoS

Sitova neutralita

* blokovani obsahu c¢i sluzeb

« zpomalovani/zrychlovani vybranych aplikaci
« pomalé a rychle linky

* uzavirani smluv s poskytovateli obsahu
(PO se podileji na nakladech ISP — Comcast a Netflix)

« zvyhodnovani vlastnich sluzeb (7ime Warner)

« svobodna volba aplikaci a nastroju






Sitova neutralita

« Comcast x VPN (2001)
« Comcast x P2P a torrenty (2007)

* AT&T x Skype (2007-9) — nebylo mozné vyuzivat mimo
Wi-Fi site + AT&T mel vyhradni pravo na prodej prvnich
modeld iPhone

« Google Wallet x tri ISP

» Paxfire + ISP (2011) — presmeérovani vyhledavani



http://www.practicallynetworked.com/news/comcast.htm
https://www.eff.org/deeplinks/2007/10/eff-tests-agree-ap-comcast-forging-packets-to-interfere
https://www.eff.org/deeplinks/2011/08/update-paxfire-and-search-redirection

Sitova neutralita

* Tim Wu - A Proposal for Network Neutrality, 2002
* ISP X uzivatele

« /SP: zvySovani zisku = provozuschopna sit

* uzivatel: neomezeny pristup

IIl. In Practice (str. 5)



http://www.timwu.org/OriginalNNProposal.pdf

Sitova neutralita

Uzivatelé musi byt témi, kdo se rozhoduje jak Internet

budou vyuzivat, pokud se ma plné realizovat ekonomicky,
socialni, kulturni a politicky potencial Internetu.



Sitova neutralita

« zakony aplikujici principy sitove neutrality

*« USA: FCC (2018) zruseni SN, rychle nasledky

« pokud svoji politiku ISP zverejni, je to v poradku

* SN nyni predmeétem politickych boju

 aktualné se hraje o SN na uUrovni statt (Kalifornie)

* Bidenova administrativa narizuje FCC obnovit SN









Domaci ukol

* A Declaration of the Independence of Cyberspace

« John Perry Barlow

* 1996 — Communications Decency Act



Argumenty proti SN

 Ajit Pai (FCC - Federal Communication Commission)
— sitova neutralita = statni regulace = Spatna cesta

« ,The Internet has unleashed innovation, enabled growth,
and inspired freedom more rapidly and extensively than
any other technological advance in human history. Its
independence is its power. The Internet offers a
communications system uniquely free from government
intervention.*









Argumenty proti SN

»1he last thing we should want is President Obama or a government
agency picking winners and losers on the Internet. And enforcing
net neutrality is picking winners and losers even if it looks like it is
just “leveling the playing field.” He may think it is not, but it
completely blocks certain business models and stops any possible
innovation that might emerge if given the option of seeking
differential access to bandwidth. [...] If an ISP blocks Netflix
because of the bandwidth it requires, consumers who want Netflix
will take their business elsewhere. If enough people do so, the ISP
will have to change policies or go out of business.“ ZDROJ



https://www.forbes.com/sites/jeffreydorfman/2014/11/13/net-neutrality-is-a-bad-idea-supported-by-poor-analogies/#59ca7e3c46a2

Argumenty proti SN

 trh uzivatele ochrani
« konkurencni prostredi vytvori nejlepsi sluzby

* mimo to vygeneruje i finance na rozvoj

« ke znevyhodnovani muze dochazet nenapadné

* nemusi byt pro uzivatele viditelne (Comcast + Netflix)



https://stratechery.com/2014/netflix-net-neutrality/

MEDDLE / WEHE

e VWV

tiché priskrcovani sluzeb
Projekt Wehe
MEDDLE

2018: Sprint x Skype

A Large-Scale Analysis of
Deployed Traffic Differentiation Practices
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ABSTRACT

Netneutrality has been the subject of considerable public debate over
the past decade. Despite the potential impact on content providers
and users, there is currently a lack of tools or data for stakeholders to
independently audit the net neutrality policies of network providers.
In this work, we address this issue by conducting a one-year study of
content-based traffic differentiation policies deployed in operational
networks, using results from 1,045,413 crowdsourced measurements
conducted by 126,249 users across 2,735 ISPs in 183 countries/re-
gions. We develop and evaluate a methodology that combines
individual per-device measurements to form high-confidence,
statistically significant inferences of differentiation practices,
including fixed-rate bandwidth limits (i.e., throttling) and delayed
throttling practices. Using this approach, we identify differentiation
in both cellular and WiFi networks, comprising 30 ISPs in 7 countries.
‘We also investigate the impact of throttling practices on video
streaming resolution for several popular video streaming providers.
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this work, we fill this gap via a large-scale study of a common form
of net neutrality violations: content-based traffic differentiation that
limits throughput for specific applications.

A large-scale study of net neutrality violations and their
implications is long overdue, given that the most recent large-scale
audits of net neutrality came a decade ago and focused on either
backbone networks [27] or a single protocol (BitTorrent) [11]. In
the intervening decade, the Internet has evolved in two key ways
that require a new approach to auditing. First, today’s dominant
source of Internet traffic is video streaming from content providers,
not BitTorrent. Second, users increasingly access the Internet from
their mobile devices, often with a spectrum-constrained cellular
connection. There is a need to conduct a study of net neutrality
violations that takes these changes into account.

We address this need using 1,045,413 measurements conducted by
126,249 users of our Wehe app, across 2,735 ISPs in 183 counlries/re-
gions. From this set of raw measurements, we identify 144 ISPs
with sufficient tests to confidently identify differentiation. Wehe
builds on prior work [or detecting traffic differentiation over mobile
networks [16], however, while prior work focused on detecting
differentiation on a per-device basis, we leverage our large-scale
crowd-sourced data to develop more robust differentiation detection
techniques. We then apply these techniques to conduct the
largest-scale study of content-based differentiation practices to date.

The main contributions of this paper are the methods to detect
throttling using data from a large user base, analysis of this data, and
findings related to detecting fixed-rate throttling and their impact
on affected apps . Beyond technical contributions, our findings
have been used by a European national telecom regulator, the US
FTCand FCC, US Senators, and numerous US state legislators. To


https://www.meddle.mobi/details.html
https://www.ccs.neu.edu/home/amislove/publications/Differentiation-SIGCOMM.pdf

Argumenty proti SN

 ruzny obsah nema stejnou dulezitost

»,The idea that internet service providers should be forced to provide
unlimited access to content transmitted indiscriminately whether it is
old episodes of Sesame Street, pornographic videos of simulated rape,
or a column at The Week, makes as much sense as saying that a brewing
company should be able to suck up all the water in a river so long as
people like drinking it. [...] The prospect of a segregated internet in which
much of the crap now gumming up the works remains legal but available
only to those willing to pay a premium to access it is a welcome one.”

(Zdroj)


https://theweek.com/articles/743365/net-neutrality-dead-good-riddance

Sitova neutralita /v/ 7000

 komercni pohled na neutralitu je jedna veéec
e pak je tu jesteé dalsi rovina
« 2005 — TELUS (Kanada)

* pristup na server, kde béezel web s informacemi
o stavce odboru (a s tim 800 dalSich webu)

« zpomalovani politickych webu a tiskovek?


https://thetyee.ca/News/2005/08/04/TelusCensor/




Setkali jste se vy sami se SN?



Sitova neutralita u nas

« EU: 2015/2120 - pristup o otevrenemu internetu (s, 9)
* Pfisludnym dozorovym organem u nas je CTU

« obcasne udeluje pokuty a sjednava napravy
 Zprava CTU o plnéni nafizeni EU

e Zlom v Madarsku
e ECLIEEU:C:2020:708 (10, 44)



https://www.ctu.cz/2020-zprava-o-plneni-narizeni-eu
http://curia.europa.eu/juris/document/document.jsf;jsessionid=D3F402AB4BE46D8E1198EC8CBC1FD3C2?text=&docid=231042&pageIndex=0&doclang=CS&mode=req&dir=&occ=first&part=1&cid=8488051
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Zero-rating

« pozitivni cenova diskriminace

letité diskuze

* rozdilné naklady
na strane uzivatele
* poprve v USA (2077)
pro sluzbu YouTube

HAVING YOUR CAKE AND EATING IT TOO?
ZERO-RATING, NET NEUTRALITY, AND
INTERNATIONAL LAW

Professor Arturo J. Carrillo*

CITE AS: 19 STAN. TECH. L. REV. 364 (2016)
ABSTRACT

This Article analyzes the international law response to the zero-rating
conundrum. National debates rage across the globe on whether to permit zero-
rating, which violates net neutrality, as a means of increasing connectivity,
especially in the developing world. As a rule, these highly contentious discussions
lack rigor, objectivity, and impact. They are characterized by a clash of dogmas:
the sanctity of net neutrality principles, on the one hand, versus the imperative to
close the digital divide or respect free markets, on the other. This Article seeks to
bridge that dichotomy by invoking the applicable international law framework to
analyze zero-rating as a limitation on net neutrality understood as a norm of
human rights, which net neutrality demonstrably is. When viewed in this light,
the zero-rating conundrum becomes a more tractable conflict of rights—the right
to impart and receive information freely vs. the right to access the Internet—that
can be constructively analyzed using the exceptions regime that human rights law
provides precisely to resolve such conflicts. Under this framework, which legally
binds almost 80% of the countries in the world, proposed exceptions to net
neutrality like zero-rating must be examined under specific country conditions.
These exceptions are assessed using a balancing test of factors, including necessity
and proportionality, to determine whether, on the whole, freedom of expression
is advanced or not in that particular context. This approach has the additional


https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2746447

Zero-rating

Vladni digitalni koordinator:

~Lidé nechteji pri pouzivani
telekomunikacCnich sluzeb premyslet,
CO je a co neni uctovano. Zero-rating
ve skutecnosti zadna omezeni
neodstranuje. Operatori jen oddaluji
nevyhnutelné, a to nastup
neomezenych datovych tarifd.”

ZDROJ

Mluvci T-Mobile:

,Zero-rating chapeme jako

Cisté obchodni rozhodnuti, které

s neutralitou internetu nema nic
spole¢ného. Striktni pohled na véc
muze ve svém dusledku mimo jiné
poskodit zajmy poskytovatell
aplikaci.”


https://www.lidovky.cz/byznys/firmy-a-trhy/facebooku-zdarma-odzvonilo-za-kastovani-hrozi-operatorum-pokuta.A170726_111321_firmy-trhy_onv

Zero-rating

« lepsi pokryti poptavky zakazniki?
« specifické nabidky umoznuji vetsi konkurenci ISP

* nebo jde o znevyhodnovani aplikaci a sluzeb?



muni.cz/go/nami2?2



Svet on-line

* U nas je to otazka casto v komercni roviné
« doma mame vetsinou pevne pripojeni atp.
* ale co jiné oblasti?

e digitalni kolonialismus



Myslite si, ze pristup k internetu
je nutnosti moderniho zivota,
jako tekouci voda nebo
elektrina, nebo to berete jako
bonus, neco, co je hezke mit,
ale neni to povinne?

muni.cz/go/nami22



Svet on-line

 LMIC (low- and middle-income countries)
* 40 % populace LMIC bude 2025 stale off-line zoroy
* mobil mnohdy jako jedina brana k pristupu

« data jako zbytecCny luxus


https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2019/07/GSMA-State-of-Mobile-Internet-Connectivity-Report-2019.pdf

Svet on-line

Uzivatelé Internetu
(ZDROJ)

Africa
Asia
Europe
Latin America / Caribbean
Middle East
North America
Oceania/ Australia

Total

Population
(2020 Est.)

1,340,598,447
4,294,516,659
834,995,197
654,287,232
260,991,690
368,869,647
42,690,838

7,796,949,710

Population
% of World

17.2%
55.1 %
10.7 %
8.4 %
3.3%
4.7 %
0.5%

100.0 %

Internet Users
30 June 2020

566,138,772

2,525,033,874

727,848,547

467,817,332

184,856,813

332,908,868

28,917,600

4,833,521,806

Penetration
Rate

42.2 %

58.8 %

87.2%

71.5%

70.8 %

90.3 %

67.7 %

62.0 %

Growth
2000-2020

12,441 %

2,109 %

592 %

2,489 %

5,927 %

208 %

279 %

1,239 %

Internet
World %

11.7 %

52.2%

15.1%

9.7 %

3.8%

6.9 %

0.6 %

100.0 %


https://www.internetworldstats.com/

chebook Zaregistrovat se Zaregistrujte se na Facebook, nebo se prihlaste «

E-mail nebo telefon

=
Heslo

Zapomnéli jste pfistup k G¢tu?

Chcete se pridat na Facebook?

Zareqgistrovat se

Je moznost pripojeni lidskym pravem?

JiZ témér deset let se Facebook snazi, aby byl svét oteviengjsi

a propojengjsi. V souCasné dobé kazdy mésic propojime 1,15 miliardy lidi,
ale kdyZ jsme zacali premyslet o propojeni dalSich 5 miliard, pfisli jsme na
néco duleZitého: valna vétsina lidi na svété nema pristup k internetu.

V dnesni dobé je online pouze 2,7 miliard lidi — o malo vic neZ jedna tietina
svéta. KazdorocCne toto Cislo vzroste o necelych 9 %. Uvazime-li vsak, ze
v rozvoji internetu jsme teprve na zacatku, je tento nartst pomaly. | kdyZ

podle odhad( bude mit v pristim desetileti smartphony vétsina lidi,


https://www.facebook.com/isconnectivityahumanright

Internet.org

« 2014
* projekt Aquila (internetové drony)

 Free Basics



https://www.nytimes.com/2018/06/27/technology/facebook-drone-internet.html
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Free Basics by Facebook

postings, health and education information, and

communication tools like Facebook.

LEARN MORE —



https://www.facebook.com/connectivity/solutions/free-basics
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Free Basics

Studie projektu v realnem svete:

 jazykova nepristupnost
 zastoupeni lokalnich zdroju

« digitalni kolonialismus

* odporuje SN

* FB je jedina socialni sit ve vybéru
* pristup k mnozstvi metadat

* walled gardens

el = &
;‘b free basics

Facebook - Free Data

AccuWeather

BabyCenter

BBC Mews

BBC Swahili

SvwaHILI

BrighterMonday


https://advox.globalvoices.org/wp-content/uploads/2017/08/FreeBasicsinRealLife_FINALJuly27.pdf
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