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Dark web

proc ten ndzev?
legitimni vyuziti?
anonymita

decentralizace

prekryvné vrstvy

jde to mérit?
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souvislosti

P 2 P ‘ P rOtO kO l.y sitova neutralita

autorské pravo

socialni rozmer
* Napster (7999) (freeloading)

bezpecnostni rozmer

e Gnutella - vice decentralizovana

politicky rozmeér
* Direct Connect (oc++ atp.) (DDoS)
e ed2k (eMule)
* BitTorrent

\"4

 rUzna vyuziti, nékteré miri hlavné na anonymitu
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Turkey's Wikipedia ban ends after
almost three years

@® 16 January

REUTERS

Turkey is restoring access to Wikipedia after a ban that lasted almost three
years.

The country's Constitutional Court ruled that the ban violated freedom of
expression, the pro-government newspaper Milliyet reported.

The online encyclopaedia was blocked in Turkey in April 2017, after it refused
to delete articles critical of the country's government.

The ban lasted 991 days, said internet-monitoring organisation NetBlocks.org.

The Wikimedia Foundation, which runs the service, had refused to remove

Culture More ¥ Q search

= More

Top Stories

US hits record Covid cases and
hospitalisations

Two records are reached on Wednesday, amid
fears the pace will not slow leading up to
Christmas.

@ 5 hours ago

Dr Fauci: The UK 'was not as
careful' with vaccine

@ 29 minutes ago

Brexit trade deal talks down to the
wire

@ 12 minutes ago

Features

Penalties, equalisers & yoghurts -
Van-Tam's best analogies

Wikipedia @ L 4
@Wikipedia

The best present we got for Wikipedia's 19th birthday was
being unblocked in Turkey. (thread)

Welcome back,

Turkey!

Access to Wikipedia restored in Turkey after more than two and a half ye...
Today, on Wikipedia's 19th birthday, the Wikimedia Foundation has
received reports that access to Wikipedia in Turkey is actively being ...

& wikimediafoundation.org

2:22 AM - Jan 16, 2020 ®

O 111K O 1.3K people are Tweeting about this



IPFS

https://ipfs.tech/

Interplanetary File System (2015)
distribuovana P2P sit

odolné vUucéi cenzure
content-based adresovani

dokaze hostovat web

— Turkey Blocks & =
ey ©@TurkeyBlocks
Confirmed: All editions of the #Wikipedia online encyclopedia

blocked in #Turkey as of 8:00AM local time
turkeyblocks.org/2017/04/29/wik...

Sat Apr 29 2017 08:02:55 GMT+0300 (+03)
https://en.wikipedia.org 5005 DOWN
https://tr.wikipedia.org 5009 DOWN

https://az.wikipedia.org 5009 DOWN
https://fr.wikipedia.org 5007 DOWN
https://www.wikipedia.org 5007 DOWN

O 896 O 25K people are Tweeting about this


https://ipfs.tech/
https://docs.ipfs.io/how-to/websites-on-ipfs/single-page-website/#add-your-site
https://blog.ipfs.io/24-uncensorable-wikipedia/

location based -> content based
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certutil -hashfile c:\obrazky\kote.jpg SHA256 AN

SHA256 hash of c:\obrazky\kote.jpg:
6344212bffOeflcfae8eb9289f12¢cff57394a3049714ddf2f3e69e252165c4bc

CertUtil: -hashfile command completed successfully.



Today's web is inefficient and expensive

HTTP downloads files from one server at a time — but peer-to-peer IPFS retrieves pieces
from multiple nodes at once, enabling substantial bandwidth savings. With up to 60%
savings for video, IPFS makes it possible to efficiently distribute high volumes of data
without duplication.

)
X

Today's web is centralized, limiting opportunity

The Internet has turbocharged innovation by being one of the great equalizers in human
history — but increasing consolidation of control threatens that progress. IPFS stays true
to the original vision of an open, flat web by delivering technology to make that vision a
reality.

Today's web can't preserve humanity's history

The average lifespan of a web page is 100 days before it's gone forever. The medium of
our era shouldn't be this fragile. IPFS makes it simple to set up resilient networks for
mirroring data, and thanks to content addressing, files stored using IPFS are automatically
versioned.

Today's web is addicted to the backbone

IPFS powers the creation of diversely resilient networks that enable persistent availability
— with or without internet backbone connectivity. This means better connectivity for the
developing world, during natural disasters, or just when you're on flaky coffee shop wi-fi.



o

Archivists

IPFS provides deduplication, high
performance, and clustered persistence —
empowering you to store the world's

information for future generations.

Developing world

High-latency networks are a big barrier for
those with poor internet infrastructure. IPFS
provides resilient access to data independent

of latency or backbone connectivity.

Service providers

Providing large amounts of data to users?
IPFS offers secure, peer-to-peer content
delivery — an appreach that could save you

millions in bandwidth costs.

I—

Blockchains

With IPF5, you can address large amounts of
data and put immutable, permanent links in
transactions — timestamping and securing

content without having to put the data itself

on-chain.

A

Researchers

If you're working with or distributing large
data sets, IPFS can help provide fast

performance and decentralized archiving.

Content creators

IPFS brings the freedom and independent
spirit of the web in full force — and can help
you deliver your content at a much lower

cost.



@ 127.0.0.1:8080/ipfs/QmdPtC3T7KcuSilgbhYzLBWRSXCDCYMY7HVES5E3kH3E

@ Prozkoumavéme | IPLD - O *
. Protobuf UNnixFS  zobrazit na IPFs brang CID INFO
CIC QmdmOQXE 2mzChmMekY47C43 LxUdgINDI SMUcKMKxDu7RgQm base58btc - cidv0 - dag-pb - sha2-256-256-e536¢7...
SIZE 187 MB
LINKS 1864

1228e536c7T88d731374dcchs68affafs6e
838219382e488083%b1caBad2599e82fe

P Object {type: "directory”, data: null, blockSizes: Array[@]}
12 = sha2-256
20 = 256 bits
-
11 1008 - Suckville OmNPANHOZ87yw7mMMoYNkaiQLgHVXVDFxwF5Y7FUckVbXd
PROZKOUMAT o ) )
12 1008 - Sigh QmU34D1o0alEgiE53vvEsfM1kFJaHcGDUEK4 cuBvmkiezDso
13 101 - Laser Scope Qmdp4pcmePccsVHedMCACs SNKELXLXT2N3go7S8gel g3RY
14 1010 - Etymology-Man OmZisEoKhaVal3N7r7ppisv38tXoswet fwEgEHs3ytUig2
15 1011 - Baby Names OmQpeBNG70tw] pyLFunrkw7 S EnDNw7 sxiKYMyGfViqus
16 1012 - Wrong Supegﬁera QmIDVIMIzw3voRLIhkiKpSIrPfqeBPmz ok  2HZPOT 3ekFa
17 1013 - Wake Up Sheeple QMZAFVUHXARV2zCeM2M2NXAIMYVEWTHhGpK1CUFSh23W30
18 1014 - Car Problems OmQSQYNN2K6xTDLhfNcoTjBExz505gpHHBT gZZKdxsPRBG
13 1015 - Kerning QmZSDn6aaPxtavkReci6xu7jZThkdhBIw2Eds5uxmiverx
28 1016 - Valentine Dilemma OmRSkGWWZ1imemzsk2xNXeBlzgLbAIMC gwdaYFQUXmMXZhx
21 1017 - Backward in Time QmUmHIwADNiM1Fm1MXBx6gINGZiEkazb3x8Pzs9RN38Hou
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https://ipfessay.stavros.io/

https://agregore.mauve.moe/

https://durin.site/

https://github.com/jamescarlyle/ipfs-wiki

https://github.com/Peergos/Peergos

https://peerweb.site/

https://orbitchat.dev/

https://mintter.com/



https://ipfessay.stavros.io/
https://agregore.mauve.moe/
https://durin.site/
https://github.com/jamescarlyle/ipfs-wiki
https://github.com/Peergos/Peergos
https://peerweb.site/
https://orbitchat.dev/
https://mintter.com/

Decentralizovany cloud

« cooperative storage cloud
e decentralizované cloudové ulozisté
 Sifrovani, distribuce,...

* Na p \r{ S T O R J Real-time Distribution of TardigradeExplainerVideo.m4v on Tardigrade
[ ]

Status: Ready for download

File Size: 38.09 MB

File Pieces: 70


https://storj.io/

GNUnet

» https://gnunet.org/

* framework
» podpora pro vznik dalsich aplikaci

e re:claimlID

« pretty Easy privacy (p=p)

projektu je mnoho!


https://gnunet.org/
https://www.gnunet.org/en/reclaim/index.html

Decentralizovany web

« bézny stav: data na serveru
» decentralizace: kazdy kousek dat u sebe
« data nevlastni centralni bod

* je to budoucnost?



Freenet / Hyphanet

» https://freenetproject.org/ (2000)

« anonymni sdileni souborU a freesites
» kazdy poskytuje provoz a uloziste
* soubory sifrovany, nevyuzivané mizi

* volba urovné bezpecnosti — limity ulozisté


https://freenetproject.org/

) Freenet - Freenet

X @ localhost

Freenet related documentation

Freenetproject Website Mirror Freenet Social Networking Guide Publish! Freesite HOWTO
(The official Freenet Project (Step by step guide to how to set (How to publish web sites on (Another guide to publishing a
website) up anonymous email, forums, chat, freenet) website to Freenet)

social tools etc on Freenet.
Strongly recommendedl)

Freenet Privacy and Software Site Freenet Documentation Wiki The Unofficial FMS Guide Freenet Statistics

(Best Practices for Freenet Users) (Freenet documentation wiki) (The Unofficial Guide to FMS (Statistics about Freenet usage)
(Forums over Freenet))

Freenet related software

Freenet Message System Freemail % Sone |Site

{Message beards over Freenet) (Email over Freenet) {Social chat over Freenet) (Essential tool for uploading
websites to Freenet)

Freenet team's blogs

ish Switch to advanced mode Security levels:LOW LOW 0/7 -

|m
=
w0
0




Freenet is downloading the page you requested

Filename: cz-sk-kniznica-21
Time elapsed: 2s
Last refresh was 0s ago

Your computer is downloading this page or file from Freenet. This could take seconds or minutes depending on how big
and how popular the page or file is - the more often something is accessed in Freenet, the better is its availability and
download speed.

The progress bar will jump around until we have downloaded enough blocks to determine the size of the file.

o20262)

Casté otazky
e

Pridat do zaloziek

7 Freenet

Y navody
)4 ’ , sv e

Zoznam knih Ceska a Slovenska kniznica na Freenete
A Ceska a Slovenska kniZnica na Freenete je projekt, ktory si kPadie za ciel spristupnif ¢o najviac beletrie v Ceskom
B alebo Slovenskom jazyku (vécSina knih je vSak v Cestine). Cela kniznica ma po rozbaleni 2.8 GB a obsahuje 7814
C poloziek. Ak by ste dokazali preéitat jednu knihu denne, na cely archiv by ste potrebovali 21 rokov.
D Ak mate akiikolvek otazku alebo ma cheete kontaktovaf, preéitajte si prosim Casté otazky.
E
F S This is Czech and Slovak ebook library. For contact, please read Casté otazky/FAQ
G S/ v
- Zoznam kl'acov
CH Navod na stahovanie z Freenetu najdete v Castych otazkach - Ako stahovat
IJ

toto neni clearnet -




ZeroNet

* https://zeronet.io/
« Tamas Kocsis (2015)

e Zites (1omB)

* blockchain + torrent (+Tor)

 Zites - nelze je znicCit, dokud se sdili

* velmi jednoducha instalace a zprovozneéni

« dynamické weboveé stranky


https://zeronet.io/

O O 127.0.0.1

- ZeroTalk _ 3 MINUTES AGO & 86
. ZeroMail _ 3 MINUTES AGO & 52
- Zeroy QD ‘e
“: GIF Time _ D) 17 HOURS AGO & 32

When you lose another service during a major

outage
ZeroSites a (© 59 MINUTES AGO 2 140 i
ZeroHello 2135

— .r’- <) ¥,
I’ll just put this over here with the rest:of the fire
ZeroName L9 '
ZeroBlog A7
Job freezes with unexpected input

ZeroMe A77

11 Likes
ZeroWiki =& 259

Wikileaks Torrents 2




Politics

Analytical marxism
Books

How Trump Brainwashed the Right
How Trump Brainwashed the Right

Revolution Pirate Radio The Civil War in France by Karl Marx

Exposing Corruption, Lies & Censorship within Governments and Media. A pamphlet written by Karl Marx in praise of the world's first proletarian revolution

The Russian Revolution by Rosa Luxemburg
Rosa Luxemburg's pamphlet supporting the revolution while harshly condemning the authoritarainism and dictatorial methods of the Bolsheviks.

The State and Revolution by V.1. Lenin
Lenin's single greatest political work

A Cypherpunk's Manifesto
The iconic Cypherpunk’s Manifesto by the late Eric Hughes, founder of the Cypherpunks movement.

Universal Declaration of Human Rights

The historic document adopted by the United Nations General Assembly at its 183rd session on 10 December 1948,

An Anarchist FAQ

This site holds an anarchist FAQ. Its aim is to present what anarchism really stands for and indicate why you should become an anarchist.

Mercuric Tao: The interface of technology, politics and the self

A Blog on the interface of technology and politics and the will to create it



Forums: Anglické férum ZeroTalk - Dansk - Espaiiol - Frangais - Deutsch - Magyar - [taliano - Polski - Portugués - Québec - Pycckuid - YkpaiHceka - IGeiz

CElCslonEs ceskeforum» Klimaticka zména / Globalni oteplovani

Klimaticka zména / Globalni oteplovani Upozomit na nové komentafe
@ https://faktaoklimatu.cz

~ 1 ssdifnskdjinsdjk pridal on Dec 20, 2019

FORUM
NA ZERONETU

Pfihlasit jako...

Peerco - on Apr 10,2020 ~ ~ 0
ssdifnskdjfnsdjk: Tropické lesy absorbuji méné C02 a behem desetileti by mohly naopak ke globalnimu oteplovani pfispivat

ale co je skutecnym problemem a co by bylo zapotrebi se resit nebude, znacne snizeni odparovani vody do atmosfery a
klesani teplotni kapacity atmosfery na zaklade znecisteni atmosfery a na tomto znecisteni jeste i navic dalsi
kondenzujici vode, by se melo podporit odparniky vody do atmesfery aby se takto chybejici voda v atmosfere a tim
padem chybejici teplotni kapacita atmosfery opet doplnila

ssdifnskdjfnsdjk - on Apr 04,2020 ~ 0
eaD000ffff: A kdo by se tomu divil, pfi sou¢ané medialni masazi.

pravda, v tomto sméru je dobie Ze média plni svou funkci a na ten problém upozorfiuji. Kdyby to nedélali tak by si toho
lidi neviimali a pak by bylo pozdé ... no ono i tak je nejvyssi Cas na zmény, jelikoZ to klima ma setrvacnost desitky let.

ssdifnskdjfnsdjk: "pfibyva lidi, ktefi se obavaji zhordovani Zivotniho prostfedi. Nyni je to 19 procent, loni 11 procent a v roce 2016
pouha dvé procenta." CVVM (Centrum pro vyzkum vefejného minéni), 2019

A kdo by se tomu divil, pfi sou¢ané medialni masazi.



Forums: English - Cestina - Dansk - Espafiol - Frangais - Deutsch - Magyar - ltaliano - Polski - Portugués - Québec - Pycckwii - Yepaiceka - SH=0] - HZ58 - dhritiz - 1 - s

ZER®

Why are you here? Follow in Newsfeed

Why are you reading this message here on Zeronet? Why aren’t you browsing and
I2P eepsite or a TOR onion site? Or a <insert-random-network-here>?

TALK

I'm digging this test run of Zeronet that I'm participating in but hate that | have to
have JS enabled to use this thing as intended.

~ 5  mm9c2wjbjihjsrc posted 8 hours ago

kapec - 17 minutes ago = ~ 1

Coz | have bunch of hard drives and no idea what to do with them.
Ultimately | want to run it on non-internet-dependant meshnetwork. But It needs to get more popular first.

dvl-2hoursago  ~ 1

geck4bee: I'm here because the coverage of the presidential election has revealed the censorship of major SNS.As far as | know,
Zeronet is the most useful decentralized network right now.

Rigged elections are a factin every (US democracy like) country since Kennedy assassination.



toto uz jsou podoby
deep/dark webu

neni tam nelegalni obsah(?)

monetizace?
tokeny?
filecoin na IPFS?



web3



Dokazete si predstavit,
ze jednou budeme
prochazet web pouze
v decentralizované
podobé?

muni.cz/go/nami23

(4



skryte sluzby



Onion routing

Scje” ce & Techtl"\o‘g8

« puvod v armadnim vyzkumu

 vytvorit spojeni, které neprozradi kdo s kym mluvi
* nosnou myslenkou byl onion routing

* MIT (2000) — vyzkumy Tor (The Onion Routing)

« fungovani zalozeno na decentralizovane siti

* procC je vojenskd technologie dostupna vsem?


https://www.onion-router.net/

Tor

of

« potreba uzll: otevieno (2002)

*« 2004 - podpora EFF

* ALE: technologicka narocCnost

* Tor Browser (2008)

* 2010 — Arabskeé jaro (ochrana identity, pristup)

e 2013 - kauza Snowden



Tor

 zajistuje anonymita na Internetu

* Tor neni darkweb!

* klientsky SW a dobrovolnicka sit Tor uzlG
« ¢im vice uzlu, tim rychlejsi a bezpecnéjsi

*|P -> exit relay IP



kn unencrypted link is
exposed to surveillance,
allowing someone to learn
what websites you visit.



Tor | Jak to funguje?

* Tor relay / router / node / uzel

* typy relay: middle relay / exit relay / bridge

* minimalné 3 relays na ceste

* middle je bezpeCne provozovat
* bridge prekonava cenzuru

e onion routing a sifrovani


https://blog.torproject.org/changes-tor-exit-list-service/

Tor Browser

* https://www.torproject.org/download/

 varianta i pro Android / Orbot

» jednoduchost, pristupnost .

e drive mnohem ndrocnéjsi

Law Enforcement Files Discredit s et e
Brian Kemp’s AccusationThat ~ Feeon


https://www.torproject.org/download/

Our tests indicate that you have you have strong protection
against Web tracking.

IS YOUR BROWSER:

Blocking tracking ads? Yes

Blocking invisible trackers? Yes

Protecting you from fingerprinting? | Your browser has a non-unique fingerprint




Napada Vas, jakée
legitimni vyuziti
Tor muze mit?



Tor | Vyuziti pro smrtelniky

* Kk ochrane pred marketery a sledovanim
e ochrana dat, ktera mohou uniknout
e ochrana pred vyzrazenim lokace skrze IP

« zkoumani a vyhledavani o citlivych tématech
(zkuste si v Ciné vyhledat néco o kultufe Tibetu; nemoci...)

» obchazeni cenzury pro béznou funkcionalitu Internetu



Tor | Vyuziti pro smrtelniky

,Do0es being in the public spotlight shut you off from having a private
life, forever, online? A rural lawyer in a New England state keeps an
anonymous blog because, with the diverse clientele at his prestigious
law firm, his political beliefs are bound to offend someone. Yet, he
doesn't want to remain silent on issues he cares about.”

-People living in poverty often don't participate fully in civil society -
not out of ignorance or apathy, but out of fear. If something you write
were to get back to your boss, would you lose your job? If your social
worker read about your opinion of the system, would she treat you
differently?“



Tor | Vyuziti pro novinare

* mnozi novinari nemaji jak publikovat

e obcanska zurnalistika

*» SecureDrop

* SecureDrop Directory

 SecureDrop serveru Investigace.cz
* Globaleaks



https://securedrop.org/
https://securedrop.org/directory/
https://www.investigace.cz/securedrop/
https://www.globaleaks.org/

Tor | Policejni organy, armada...

« kontroly nelegalnich webu (kryti viadnich IP)
« vySetrovani, aktivity v utajeni
« zpravodajskeé sluzby

 reportovani zpravodajcu z terénu



Tor | Aktivisticke skupiny

e obchazeni cenzury k reportovani z terénu

* whistleblowing



Hidden services

e .ONnion domena

» specialni domena pro onion sluzby

dostupné pouze skrze Tor

 existuji www2onion brany,
ale to ztraci smysl

I & et i

«)> ¢ en

WWW.| nytimes3xbfgragh.onion

= Q

World  US.  Politics N.Y. Business  Opinion  Tech  Science

us.
-~
Wednesday, December 2, 2020 @ c ;
Today’s Paper

INTERNATIONAL  CANADA  ESPANOL  #&3Z
*

vew ork Eimes

Health Sports Arts Books Style Food

Travel Magazine TM

E Listen to ‘The Daily’
Biden's cabinet picks, part 2: Antony Blinken.

The Book Review Podcast
Our editors discuss the 10 best books of the year.

The Neediest Ca
For New Yorker:
took on addition

C.D.C. Shortens
Quarantine Period After de Janeiro
Possible Virus Exposure

* People who may have had coronavirus
exposure but are asymptomatic can
quarantine for seven days instead of 14 if
they test negative, the C.D.C. said.

* Women and the lowest-paid workers in
Europe have taken the biggest hit in
earnings as a result of the pandemic.
Here’s the latest.

Live

N

Pool Photo by Antoriio L.

Photos

U.K. Approves Pfizer Coronavirus Vaccine, a First in the West

U.S. Curve World Cases

‘Why did Britain authorize a vaccine before

Opinion

Biden: ‘We're Going
to Fight Like Hell by
Investing in America F
My talk with Joe Biden
first few months, and hi
four years.

Why Are Children Dyi
of the Fluin U.S.
Detention?

There is a vaccine
available, but it’s not be
given to migrant childre
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predvanocni NaMI| barcamp

Jaké sluzby vam pomahaji v kazdodenni praci?
Na jake (legalni) weby chodite a chcete je ukazat
i ostatnim? Jak vam Internet zmenil zivot?
Co nejvtipnegjsiho jste s Internetem zazili?

Co nejhorsiho se Vam na Internetu stalo? Jake
tipy a triky pouzivate na webu a chcete je
naucit i ostatni? Pojdte to sdilet!



Katastr nemovitosti - vefejny rejstfik citlivych idajl na internetu

Prohlidka Vatikanského muzea aneb skvély prokrastinaéni web
Goodreads

ARG - Alternate Reality Game

Knihovni mobilni aplikace

Nakupy (nejen) vanoéni na internetu

Umné uméni umélé inteligence

Bezpecné a anonymni online seznamovani na pfikladu Pure App
DOCUframe - i jak mizZe vypadat email v dnesni dobé
Grammarly

Remix a spoluprace na evoluci memes: pfipadova studie na Bee movie
Notion

KdyZ nevim googlim

Pro¢ mam rada personalizaci vyhledavani

Proé je internet uZasné misto

Nastroje pro kreativni a akademické psani

Pozitivni pfinos blabla car v mykologické komunité
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Guardian Pro .=

While smartphones have been heralded as the coming of the ne
communication and collaboration, they are a step backwards wl
personal security, anonymity and privacy.

Guardian Project creates easy to Use secure apps, Open-source
and customized solutions that can be used around the world by
to protect their communications and personal data from unjust
interception and monitoring.

Whether your are an average person looking to affirm your righ
journalist or humanitarian organization looking to safeguard yo
perilous global communication, we can help address the threats

OBSCURACAM

OBSCURACAM:
SECURE SMART
CAMERA
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PROOFMODE:
VERIFIED
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