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https://chiefmartec.com/2024/05/2024-marketing-technology-landscape-supergraphic-14106-martech-products-27-8-growth-yoy/

Cambridge Analytica
And The Plot
To Break America

. THEY TOOK YOUR DATA. =
THEN THEY TOOK CONTROL. — : 5
{ Y ™~

Christopher
Wylie

Cambridge
Analytica

JULY 24

Interaktivni osnova -> DEFCON25: Co o nas firmy vi?
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Anonymita na internetu a Dark V

¢ @

Support The Guardian Search jobs |@Signin O, Search

Available for everyone, funded by readers

News

Media & Tech
Network

Jon Card

Mon 22 Jun 2015 12.00 BST

f v =

@ Ancnymity is the internet's 1 x g

ttps:/fwww.theguardian.com/media-network/2015/jun/22/anonymity-internet-battleground-data-adv

Opinion Sport Culture Lifestyle More v

Anonymity is the internet's next big
battleground

Users are growing twitchy about how their data is being used, with
major ramifications for advertisers, marketers and the entire
internet industry

A Online users are rebelling against those tracking and snooping them by adopting a variety of privacy tools.

Photograph: Epoxydude/Corbis

The use of personal data is a thorny subject for the public and for the many
companies that use it. By allowing companies to take their data, internet
users are enabling the creation of a fast, free and relevant online experience.

Guar

The

|

ymo o

International edition ~

141l

L L4
am




Kdo v§echno muze
mit zajem nas
sledovat on-line

a proc?



Casté argumenty

»Kdyz nemas co skryvat...”



Casté argumenty

»Kdyz nemas co skryvat...”

« Jeremy Bentham - Panopticon
« vézeni mysli
 disident Ci novinar = spatny clovek?

* spolecenské zmeny



Casté argumenty

SSoukromi uz neni socialni norma...“

»Nelze se tomu vyhnout, tak nema cenu to resit...“

Michal Kosinski:
e soukromi je mrtve
* mdme tedy pouzivat technologie?

* reseni je odstranovani tabu, ne navrat soukromi



,Facebook’s “People You May Know” tool
was outing sex workers’ real identities to
their clients, and vice versa. [...] A sex
worker using the pseudonym Leila told me
she had gone to great lengths to hide her

identity from clients by using an alternate

name, alternate email address, and burner How Facebook Schemed Against Its Users

phone number—contact information she
didn’t provide to Facebook—yet Facebook
was still inextricably linking her with her
clients, suggesting them to her real-name
account as people she might want to
friend. et i o o

tool was outing sex workers’ real identities to their clients, and vice versa, and I

was trying to figure out how. A sex worker using the pseudonym Leila told me
she had gone to great lengths to hide her identity from clients by using an
alternate name, alternate email address, and burner phone number—contact

information she didn’t provide to Facebook—yet Facebook was still inextricably
B B e e 4 i Ll R B o e ST RIS M R


https://gizmodo.com/how-facebook-schemed-against-its-users-1830916368

Casté argumenty

»<Nepouzivam to, tak to nemusim resit...“

»<INepisu nikam, co nechci, aby se védelo.*

 metadata jsou cenna
 stinove profily

* shadow contact

» deti na siti — vyvoj charakteru clovéka


https://gizmodo.com/facebook-is-giving-advertisers-access-to-your-shadow-co-1828476051

Casté argumenty

»Personalizovanda reklama je OK...

»INéjak se ty sluzby platit musi.”

* kapitalismus dohledu
« Cambridge Analytica

« technologie neni apoliticka

-
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https://www.bloomberg.com/features/2016-baltimore-secret-surveillance/

Casté argumenty
»Kdyz to pomiize zastavit spatné lidi...“

* soukromi vs. bezpecnost

* evaluace efektivity ATTACKS IN EUROPE .
What’s the Evidence Mass

Surveillance Works? Not
Much

Officials are again pointing to the need for mass surveillance
to take down terrorists. Here's what we know about how well it
works.


https://www.propublica.org/article/whats-the-evidence-mass-surveillance-works-not-much

Resite aktivnhe
sve soukromi
na Internetu?

muni.cz/go/nami224 (




Pristupy k ochrane dat

« 27 % dospélych uzivatell vyuzivalo VPN
* 57 % lidi se balo, ze jejich data nejsou v bezpeci
* 14 % uzivatelu bylo OK se sdilenim dat spoleCnostmi

*1ze 4 Cetl ToS pred prihlasenim do sluzby

,Despite much concern about the security and privacy of data, many are
unsure what to do to better protect their data [...] the behaviour of many
Europeans is not reflected by their actions towards data protection.”


https://tosdr.org/




You've gone incognito



Do you know what private browsing is?

No, 38%
No, 45%

Yes, 55%
Yes, 61%

2012 2017



What do you use private browsing for?

Prefer not
to disclose

Shopping

Looking up
people

Fraction of respondents

Other pa2

Everything f—

0% 10% 20% 30% 40%



Anonymni rezim
prohlizece pouzivam,
abych se ochranil/a
pred sledovanim ze
strany...

muni.cz/go/nami24




You use private browsing to hide from...

The website | visit

People on the
same computer

My Internet provider

People who
manage my network

"nosy people" i—

anyone fF——

ALE...!

annoying cookies f—

0% 10% 20% 30% 40% 50% 60%



WHICH WEBSITE WOULD WHAT ABOUT TELLING
YOU LIKE TO SEE? MR. INCOGNITO?
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profilovani & targeting



Profilovani

e Michal Kosinski

 targeting, retargeting, remarketing

data exhaust

digitalni stopa

aktivni a pasivni digitdlni stopa
neprimad digitalni stopa

(skrze socidalni propojeni)
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Gaydar: Facebook friendships expose sexual orient: ‘

Carter Jernigan

Behram F.T. Mistree

Abstract

Public information about one’s coworkers, friends, family, and
acquaintances, as well as one’s associations with them, implicitly reveals
private information. Social-networking websites, e-mail, instant messaging,
telephone, and VoIP are all technologies steeped in network data—data
relating one person to another. Network data shifts the locus of
infarmation control away from individuals, as the individual's traditional
and absolute discretion is replaced by that of his social-network. Our
research demonstrates a method for accurately predicting the sexual
orientation of Facebook users by analyzing friendship associations. After
analyzing 4,080 Facebook profiles from the MIT network, we determined
that the percentage of a given user’s friends who self-identify as gay male
is strongly correlated with the sexual orientation of that user, and we
developed a logistic regression classifier with strong predictive power.
Although we studied Facebook friendship ties, network data is pervasive in
the broader context of computer-mediated communication, raising
significant privacy issues for communication technologies to which there
are no neat solutions.

modelovani vlastnosti

‘ @ HTML

Published
2009-09-2

How to Cit

Jernigan, €.
Facebook fr

orientation
hetps:/ /doi 'j

More Cit (8 n

Issue

Volume 1¢
2009

Section
Articles

Authors re
published
footer of e

i

Psychological targeting as an effective approach to

digital mass persuasion

S. C. Matz™', M. Kosinski®2, G. Nave®, and D. J. Stillwell**

“Columbia Business School, Columbia University, New York City, NY 10027; “Graduate School of Business, Stanford University, Stanford, CA 94305;
“Wharton School of Business, University of Pennsylvania, Philadelphia, PA 19104; and “Cambridge Judge Business School, University of Cambridge,

Cambridge, CB2 3EB, United Kingdom

Edited by Susan T. Fiske, Princeton University, Princeton, NJ, and approved October 17, 2017 (received for review June 17, 2017)

People are exposed to persuasive communication across many
different contexts: Governments, companies, and political parties
use persuasive appeals to encourage people to eat heahhler,
purchase a particular product, or vote for a specific

from that displayed in the laboratory (7). Conscquently, it is
questionable whether—and to what extent—thesc findings can be

lized to the application of psych ical p jon in real-
world mass ion (see Tef. 8 for initial cvidence).

Laboratory studies show that such persuasive appeals are more
effective in influending behavior when they are tailored to individ-
uals’ unique psychological characteristics. However, the investiga-
tion of large-scale psycholuglml persuasion in the real world hm
been hindered by the ire-based nature of

assessment. Recent research, however, shows that people’s psycho-
logical can be from their digital
footprints, such as their Facebook Likes or Tweets. Capitalizing on
this form of psychological assessment from digital footprints, we
test the effects of psychological persuasion on people’s actual be-
havior in an ecologically valid setting. In three field experiments
that reached over 3.5 million individuals with psychologically tai-
lored advertising. we find that matching the content of persuasive
appeals to individuals psychological d\araﬂ!nshu significantly ak-

tered their behavior as by click P
appeals that were matched to peopl

experience level resulted in up to 40% more clicks and up to 50%
more p than their mi: ing or counter-

parts. Our findings suggest that the application of psychological
targeting makes it possible to influence the behavior of large
groups of people by tailoring persuasive appeals to the psycholog-
ical needs of the target audiences. We discuss both the potential
benefits of this method for helping individuals make better deci-
sions and the potential pitfalls related to manipulation and privacy.

| digital mass ication | jical targeting |
personality | targeted marketing

F Mass co ion is aimed at ing large
groups of people to believe and act on the communicator’s
wvicwpoint. It is uscd by governments to cncourage healthy ho-
haviors, by marketers to acquire and retain consumers, and by
political parties to mobilize the voting population. Research
supgests that persuasive communication is particularly cffective
when tailored to people’s unique psychological characteristics
and motivations (1-5), an approach that we refer to as psycho-
logical persuasion. The proposition of this researeh is simple yet
powerful: What convinces one person to behave in a desired way
might not do so for another. For cxample. matching computer-

A likely explanation for the lack of ceologically valid rescarch
in the context of psychological persuasion is the questionnaire-
based naturc of psychological assessment. Whereas rescarchers
«can ask parti i i il
the laboratory, to expect millions of people to do
so before sending them persuasive messages online. Recent re-
search in the field of computational social sciences (9), however,
suggests that people’s psychological profiles can be accurately pre-
dicled from the digital footprints they leave with every siep they
take online (10). For example, people’s personality profiles have
been predicted from personal websites (11), blogs (12), Twitter

cs (13), Faccbook profiles (10, 14-16), and Tnstagram pic-
tures (17). This form of psychological assessment from digital foot-
prints makes it paramount to establish the extent to which behaviors
of large groups of peoplc can be influcnced through the application
of psychological mass persuasion—both in their own interest (e.g.,
by persuading them to eat healthier) and against their best interest
(c.g. by persuading them to gamblc). We hegin this endeavor in a
domain that is relatively uncontroversial from an cthical point of
view: consumer products.

Significance

Building on recent advancements in the assessment of psycho-
logical traits fmm digital footprints, this paper demonstrates the
mass. ion—that s, the ad-
aptation of ive appeals to the psychological characteris-
tics of large groups of individuals with the goal of influendng
their behavior. On the one hand, this form of psychological mass
persuasion could be used to help people make better decisions
and lead healthier and happier lives. On the other hand, it could
be used to covertly exploit weaknesses in their character and
persuade them to take action against their own best interest.
highlighting the potential need for policy interventions.
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e cookies - tretich stran; cookies wall
 sledovaci skripty - wveta pixel;...

» fingerprinting (statefull/stateless)

* nové standardy




Alternativni
KISK Google

' KISK YouTube
Soukrormy Twitter

Sprava kontejnerd

Jak to mam ja?

* Firefox — implementované ndstroje
* blokovani reklamy (uBlock Origin)

* blokovani skriptu (Privacy Badger)

e Firefox Containers



https://support.mozilla.org/en-US/kb/containers

Cookies (tretich stran)
jsou slaba technologie...

Co s tim?

Prepare for phasing out third-
party cookies

Learn how to audit your code to look for third-party cookies and what action
you can take to ensure you're all set for the end of third-party cookies.

Published on Wednesday, May 17, 2023 « Updated on Wednesday, October 11, 2023

Translated to: H&E

Milica Mihajlija
Milica is a technical writer at Chrome.

Website Twitter GitHub

Third-party cookies are the main mechanism that enables cross-site tracking and several major
browsers either already placed restrictions on third-party cookies in some way or are planning to.
Third-party cookies also enable many valid use cases such as managing state in embedded content

or enabling user sessions across multiple sites.

As part of the Privacy Sandbox project, Chrome is phasing out support for third-party cookies and

proposing new functionality for cookies along with purpose-built APIs to continue supporting
legitimate use cases while preserving user privacy. The phase out will be gradual, starting from

midway through 2024.



https://iapp.org/news/a/the-way-the-third-party-cookie-crumbles-part-1-eu-and-uk-developments/

Redeni 1: Privacy Sandbox

»,INn the past, third-party cookies and other
mechanisms have been used to track user
browsing behavior across sites to infer topics of
interest. These mechanisms are being phased
out as part of the Privacy Sandbox initiative.”

https://privacysandbox.com/



https://privacysandbox.com/

In one, users get to decide what information to share with each site they
choose to interact with. No one needs to worry that their past browsing will be
held against them —or leveraged to manipulate them—when they next open a

tab.

In the other, each user’s behavior follows them from site to site as a label,
inscrutable at a glance but rich with meaning to those in the know. Their
recent history, distilled into a few bits, is “democratized” and shared with
dozens of nameless actors that take part in the service of each web page. Users
begin every interaction with a confession: here’s what I've been up to this

week, please treat me accordingly.

Topics API vs FLoC



https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea
https://patcg-individual-drafts.github.io/topics/
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Google to vzdal a sledovaci cookies z
Chromu nevyzZene. Svtij Smirovaci systém
v ném necha

Petr Urban
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+ Google nékolikrat odlozil zakaz tietich cookies
« Sledovaci cookies nakonec ve Chromu nekaze

« Cituje tlak reguldtorti a zpétnou vazbu z pramysiu

Google se poslednich nékolik let snaZil odstranit cookies tfetich stran pro sledovani,
respektive vyvinul novy sledovaci systém, ktery by dle jeho nazoru umoznil personalizaci
reklam bez pfilidného zasahu do soukromi. Celou sdgu jsme mapovali a vypada to, Ze je ji

FILMY A AV
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privacy washing
privacy fixing



https://www.gov.uk/cma-cases/investigation-into-googles-privacy-sandbox-browser-changes
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It has long been believed that IP addresses and Cookies are the only reliable digital fingerprints used to frack people online. But after a while,
things got out of hand when modern web technologies allowed interested organizations to use new ways to identify and track users without
their knowledge and with no way to avoid it

BrowserLeaks is all about browsing privacy and web browser fingerprinting. Here you will find a gallery of web technologies security testing
tools that will show you what kind of personal identity data can be leaked, and how to protect yourself from this.

() 1P Address

The main tool that illustrates server-side capabilities to reveal
the wser's identity. It has basic features such as showing Your
IP Address and HTTP Headers, IP-based geolocation (GeolP)
determines your Couniry, State, City, ISP/ASN, Local Time.
There's also TCR/P OS Fingerprinting, WebRTC Leak Tests,
DNS Leak Test, IPv6 Leak Test.

) WebRTC Leak Test

IP address detection using JavaScript. Starting work on
WebRTC API, the web browser communicates with the STUN
server and shares information about local and public IP
addresses even if you are behind NAT and use a VPN or Proxy.
This tool will show if your real public IP is leaking out.

ﬁ WebGL Report

<[> JavaScript

You can get a large amount of data about the system using the
basic functionality of JavaScript and modem Web APls. such as
User-Agent, Screen Resolution, System Language, Local Time,
CPU architeciure and the number of logical cores, Battery
Status API. Network Information API, Web Audio API, Installed
Plugins and more.

Rad Canvas Fingerprinting

Browser Fingerprinting with no user agent identifiers, only
through the HTMLS Canvas element. The method is based on
the fact that the same canvas-code can produce different pixels
on a different web browser, depending on the system on which
it was executed.

l Font Fingerprinting



https://browserleaks.com/
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AmlUnique & My fingerprint & My history - My extension ~ @ Global statistics 10 Privacy policy

Learn how identifiable you are on the Internet
Help us investigate the diversity of web browsers.

This website aims at studying the diversity of browser fingerprints and providing developers with data to help the

design good defenses. Contribute to the efforts by viewing your own browser fingerprint or consult the curr,
statistics of data provided by users around the world!

View my browser fingerprint

If you click on this button, we will collect your browser fingerprint, we will put a cookie on your browser for a per
months. More details are available in the privacy policy

We have an open postdoctoral position! More details here

You can find some tools to improve your privacy here

What is a browser fingerprint?

co s tim?
yndset chaos


https://amiunique.org/
https://privacybadger.org/
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Onas Sluzby Bezpecnost Kontakt Podpoftenas

tickych, homofobnich, rasistickych a podobnych utoki.

Sg nitter.cz

Alternativnirozhrani pro Twitter, které
nesbira osobnildaje a nevyzaduje
prihlaseni.

@ witter.cz

Ceska instance decentralizované socidlni
sité Mastodon.

@ upload.nolog.cz (_2) nolog.link

End-to-end sifrované nahravani a sdileni
soubort do velikosti 5GB.

@ SifrovanoE2E @ .onion

Zkracovacé odkazu bez sledovani uzivateli.

E == L O O 6

@ English Q,

Blog Stavsluzeb ~

luzby provozujeme vefejné, to znamena, ze je muze vyuzit kdokoli, bez registrace, anonymné.

zujeme si pravo omezit pristup k nasim sluzbam tém, ktefi je zneuziji k verejnému sdileni

@ cryptpad.cz

End-to-end Sifrovana sada nastroji pro
spolupréci a sdileni soubord. Tabulky,
dokumenty, formulare a dalsi.

@ Sifrovano E2E

E decide.nolog.cz

Alternativa k Doodle pro vytvarenianketa
hledani termin(.

@ SifrovanoE2E @ .onion
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