Nastroje a moznosti
Internetu

Internet jako nastroj sledovani Il.
1. 11. 2024



Minule:

sledovaci skripty

cookies tretich stran

browser fingerprinting

nove standardy typu Topics AP/



Vyzkouseli jste
nékteré z testu
zminenych minule?






paradox: fingerprinting

»<Anonymni“ prohlizece

» prohlizeCe se striktnim pristupem ke sledovani
« vetsina blokaci primo zabudovana

« otazkou je vzdy model monetizace

Brave
Vivaldi
Epic
Mullvad



https://brave.com/
https://vivaldi.com/cs/
https://epicbrowser.com/
https://mullvad.net/en/browser

,Anonymni“ vyhledavace

« vyhledavace s odlisSnym modelem monetizace
* nesbiraji data o uzivatelich

* (ne)prodavaji reklamni prostor

DuckDuckGo

MetaGer (a jeho konec)

Searx a SearXNG

Mojeek DuckDuckGo



https://duckduckgo.com/
https://metager.org/
https://suma-ev.de/en/eine-aera-geht-zu-ende/
https://searx.space/
https://www.mojeek.com/




HTTPS

Co je za potize s HTTP?

SSL/TLS a certifikace

sifrované propojeni

HTTPS Everywhere (u# spise nerelevantni)

Vyhlaska ¢. 357/2012 Sb. o uchovavani, predavani

a likvidaci provoznich a lokalizaénich GdajG

/


https://www.eff.org/https-everywhere
https://www.zakonyprolidi.cz/cs/2012-357

Zdroj: https://hpbn.co/
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HTTPS

* nejde jen o obsah komunikace

 metadata jsou casto mnohem cennéjsi vhled
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HTTPS

MITM a SSL hijacking

homograph attack

4

»

* da se to obegjit?

* website fingerprinting
identifikace jednotlivych stranek

« odhadovani query podle
mnozstvi prenasenych

dat a rychlosti

website fingerprinting

99112 71,216

1 ABSTRACT

DE GRUYTER OPEN

Proceedings on Privacy Enhancing Technologies ; 2017 (4):251-270

Se Eun Oh*, Shuai Li, and Nicholas Hopper

Fingerprinting Keywords in Search Queries over Tor

Abstract:

of private and potentially compromising information
about users. One technique to prevent search engines 1

from identifying the source of a query,
vice providers (ISPs) from identifying
queries is to query the search engine
mous network such as Tor.

In this paper, we study the extent t:
Fingerprinting can be extended to finge
queries or keywords to web application
Keyword Fingerprinting (KF). We sh
menting traffic analysis using a two-sta
new task-specific feature sc&., a passiv
sary can in many cases defeat the use
search engine queries.

£/10.1145/2382196.2382260

We present a novel web page fingerprinting attack that is able to defeat several recently

ATy

proposed defenses against traffic analysis attacks, including the application-level defenses

HTTPOS and randomized pipelining over Tor. Regardless of the defense scheme, our attack

was able to guess which of 100 web pages a victim was visiting at least 50% of the time and,

with some defenses, over go% of the time. Our attack is based on a simple model of network

behavior and out - perforr

fingerprinting attack that is

with over 90% accuracy in our experiments.

previously proposed ad hoc attacks. We then build a web site

ble to identify whether a victim is visiting a particular web site

Touching from a distance: website fingerprinting attacks
and defenses

Search engine queries contain a great deal

6 6
210 10

2012 IEEE Symposium on Security and Privacy

Peek-a-Boo, I Still See You:
Why Efficient Traffic Analysis Countermeasures Fail

Kevin P. Dyer®, Scott E. Coullt, Thomas Ristenpart!, and Thomas Shrimpton®

*Department of Computer Science, Portland State University, Poriland, USA. Email: {kdyer, teshrim}@cs.pdx.edu
T RedJack, LLC., Silver Spring, MD, USA Email: scott.coull@redjack.com
Department of Computer Sciences, University of Wisconsin-Madison, USA. Email: rist@cs.wisc.edu

|ract—
consider the setting of HTTP traffic over encrypted
4, as used to conceal the identity of wel s visited
It is well known that traffic analysis (TA) attacks
curately identify the website a user visits despite
encryption, and previous work has looked at spe
(countermeasure pairings. We provide the first com-
(sive analysis of general-purpose TA countermeasures.
ow that nine known countermeasures are vulnerable to
attacks that exploit coarse features of traffic (e.g., to-
e and bandwidth). The considered s
¢ ones like those standardized by TLS, SSH, and
and even more complex ones like the traffic morphing
¢ of Wright et al. As just one of our results, we show
sspite the use of traffic morphing, one can use only
pstream and downstream bandwidth to identify —
% accuracy— which of two websites was visited. One
ation of what we find is that, in the context of website
cation, it is unlikely that bandwidth-efficicnt, general-
e TA countermeasures can ever provide the type of
ly targeted in prior work.

(pords-traffic analysis countermeasures; privacy; ma-
learning; padding; encrypted traffic

I. INTRODUCTION
‘et users increasingly rely on encrypted tunnels to
heir web browsing activities safe from eavesdrop-
A typical scenario involves a user establishing an
fled tunnel 1o a proxy that then relays all subsequent

manipulate whole streams of packets in order to precisely
mimic the distribution of another website’s packet lengths.

The seemingly widespread intuition behind these coun-
termeasures is that they paich up the most dangerous side
channel (packet lengths) and so provide good protection
against TA allacks, including websile identification. Exist-
ing literature might appear to support this intuition. For
example, Liberatore and Levine [10] show that padding
packets to the network MTU (e.g., 1500 bytes) reduces
the accuracy of one of their attacks from 98% to 7%.

Our results strongly challenge this intuition. We perform
the first comprehensive analysis of low-level countermea-
sures (e.g., per-packet padding) for the kind of website
identification attacks considered by prior work (c.F, [8, 10,
14,22]); a closed-world setting for privacy sets, in which
the a priori sel of possible websites a user might visit is
known (o the attacker, coupled with the ability for the
attacker to train and fest on traffic traces that are free
of real-world artifacts (e.g., caching effects, interleaved
flows, and user-specific content). We consider nine distinct
countermeasures, apply them to two large, independent
datasets of website downloads, and pit the resulting ob-
fuscated traffic againsi a fotal of seven different atiacks.
The results are summarized in Figure 1. What we uncover
is surprisingly bleak:

None of the countermeasures are effective. We show


https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6234422
https://dl.acm.org/doi/10.1145/2382196.2382260
https://www.xudongz.com/blog/2017/idn-phishing/

Malicious Code
High “Stealth” / Advanced Morphing
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Zdroj: 10.13140/RG.2.1.4774.9204






VPN

« dulezitym identifikatorem je IP adresa

* virtudlni privdtni sit — k Cemu to je?

 jaké to ma potize?

« zdarma = pomalé a no-no-log policy

« prenaseni davéry (ISP -> VPN poskytovatel)
* cookies? — neni to bud/nebo...

 Netflix a residential VPN


https://communia-association.org/2022/09/30/proposal-av-stakeholder-dialogue-geoblocking/
https://ec.europa.eu/commission/presscorner/detail/en/MEMO_18_2601

transparency reports

ExpressVPN
NordVPN
CyberGhost

Proton VPN

January 2019 - A data request from a foreign
country was approved by the Swiss court
system. However, as we do not have any
customer IP information, we could not provide
the requested information, and this was
explained to the requesting party.



https://www.expressvpn.com/trust#transparency-report
https://nordvpn.com/blog/nordvpn-introduces-transparency-reports/
https://www.cyberghostvpn.com/transparency-report/legal-requests
https://protonvpn.com/blog/transparency-report

HLPcCko...

 komercni VPN
» hostovano ve Svycarsku
» transparentnost

e dvousecnad zbran




a\!

S

Onion routing a TOR



Platformy



Nas obsah lezi jinde

Gmail, Facebook,...

pristup k vlastnim datim?

kontrola nad daty?

nastaveni soukromi?

e data leaks / breach

* have i been pwned?



https://haveibeenpwned.com/
https://en.wikipedia.org/wiki/List_of_data_breaches
https://privacyrights.org/data-breaches

Oh no — pwned!

Pwned in 30 data breaches and found 4 pastes (subscribe to search sensitive breaches)

EiE) B P Donate

Internet Archive: In September 2024, the digital library of internet sites Internet Archive suffered a data breach
that exposed 31M records. The breach exposed user records including email addresses, screen names and

berypt password hashes.

Compromised data: Email addresses, Passwords, Usernames




Trending Wellness Home Internet

News > Privacy

i PRODUCTS » FREE TOOLS » O‘ . FREE SOPHOS HOME > .
Facebook Messenger bug fide b A St Biscitiaiadd

revealed Who you had Have you listened to our podcast? Listen now
conversations with

The browser flaw let potential attackers figure out whos

DMs you sid into Instagram bug could have allowed
gbhackers. - others to read your direct messages

Alfred Ng
5 3 min red
March 7, 2019 4:07 p.m. PT
Home : Data Breach » 4 CD ZUlD @

Critical bug allows to read all
your Private Chats of Facebook

Messenger by hackers
| Daca treach | Hacks | Password accacis |

PUBLISHED ON DECEMBER 14, 2016 BY BALAJI

Critical bug allows to read all
your Private chats ° Previous: “Locky” ransomware — what you need to know Next: Apple says NO 1o iPhone backdoor in terror case °

One of the network’s most popular features, with 1-billion active monthly users.
Unlike photo and status features designed specifically for sharing and publishing,
the power of Messenger is in the ability to communicate privately.

security vulnerability found on Facebook, which also potentially affects millions of

websites using origin null restriction checks, threatening user privacy and opening



,1.116 POLITICS JUSTICE WARON GAZA TECHNOLOGY ENVIRONMENT END OF ROE ABOUT
= Intercept_
FACEBOOK ENGINEERS: WE

HAVE NO IDEA WHERE WE KEEP
ALL YOUR PERSONAL DATA

In a discovery hearing, two veteran Facebook engineers told the
court that the company doesn’t keep track of all your personal data.

e Sam Biddle

September 7 2022, 7:00 a.m.




Co se stane po uniku dat?

* objevi se to venku

« casto nahodne, Casto az po Case
 mnohdy k zakoupeni

e« zacne se zkouset, testovat, kombinovat
« ovéruje se pravdivost a aktualnost

* hleda se zdroj — mnohdy kombinace

* reportuje se



https://www.troyhunt.com/inside-the-cit0day-breach-collection/
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TOP SECRET/SI/ORCON/NOFQRN ¥ Hotmail = "
m (iu 3IL L= ey Pattalk Yol
YEHOO ‘ AOL & mail &

_ TOP SECRET/SI/ORCON/NOFQRN ¥ Hotmail Google =y talk™ Yol
PRISCI\)/I/US_ OBAXN  mecirco o Sume_ Couge iy wis®. w
verview A,

{ TS/SI//NF) Intl’OdllCtiOIl

U.S. as World’s Telecommunications Backbone

OR
The SIGAD Used Most in NSA Report / TN
Overview communications flow

through the U.S.

D | oot pore cal e

: or chat will take the
April 2013 Dml cheapest path, not the
TOP SECRET//S physically most direct
path — you can’t always
predict the path.
* Your target’s
communications could | pee | [ aspacn
easily be flowing into and \. 7 S
through the U.S. // : : g

International Internet Regional Bandwidth Capacity in 2011
Sourge: Telegeography Rescarch

TOP SECRET/SIVORCON/NOFORN




TOP SECRET/SIYORCON/NOF | w Hotmail (..‘(.)
sn I

"
I QJL’ A talk YoulE)
L o (@Y BT} facebook YaHoO! S, KVDE

AOL &+ mail &
asisiney FAAT02 Operations

Two Types of Collection

Upstream TOP SECRET/SI/ORCON/NOFQRN %' Hotmail Go JSEL‘ e Daltalk™ W Tibe
+ Collection of communications on fiber cables i CM il YAHOO' PR SHVDE opepateey
and infrastructure as data flows past. T, @ :

(FAIRVIEW, STORMBREW, BLARNEY,

| wssmn PRISM Collection Detailsf§ —; -

Should
Use Both

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

+ Collection directly from the servers of these U.S. * E-mail
Service Providers: Microsoft, Yahoo, Google . M: . * Chat — video, voice
Facebook, PalTalk, AOL, Skype, YouTube Microsoft (Hotmail, etc.) s s
Apple. * Google
TOP SECRET/SI/ORC * Yahoo! * Photos
Stored data
* Facebook VolP
* PalTalk File transfers
* YouTube Video Conferencing
* Skype * Notifications of target activity — logins, etc.
+ AOL * Online Social Networking details
* Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI//ORCON/NOFORN



TOP SECRET/SI/ORCON _\Tr;k-m ' E Hotmail Gox .-SEL’ L ravas talkﬂ: W Tube
P Giv‘ i ‘inHOD.' ‘, AOL %+ mail &

P SECRET/SIFORCON/NOE |
TOP SECRET/SIORC NOF ﬁ Hotmail GCI. y

le . rnmems patak™. vl
Crmiil s YAHOO! % SIF

YouTube

AOL &+ mail &
/2410

asisunn PRISM Case Notations

PRISM Program Cost: ~ = P2ESQC1 20001 234

$20M per year

Google
114/09

Yahoo

Microsoft \,_ 3/12/08
9/11/07

PRISM I-:'rovider I Fixed tri e rach e |
et graph, denotes || Year CASN established | L
o Mgl | PRISM source collection || for selector Sanele
I I ] I I I P2: Yahoo | L
P3: Google
2007 2008 2009 2010 2011 2012 201 | p4: Facebook A et UL S
P5: PalTalk 4
TOP SECRET//SI/ORCON//D P6: YouTube g':lRTN-mmEaI;}C{real-ﬁm natification of an e-mail event such as a login
P7: Skype or sent message)
P8: AOL D: RTN-IM (real-time notification of a chat login or logout event)
PA: Apple “E: E-Mail
F: VolP
G: Full (WebForum)
H: OSN Messaging (photos, wallposts, activity, etc.)
I: OSN Basic Subscriber Info
J: Videos
. (dot): Indicates multiple types

TOP SECRET/SIWORCON/NOFORN

XKeyscore



»,YOU could read anyone's email in the world, anybody you've got an email
address for. Any website: You can watch traffic to and from it. Any computer
that an individual sits at: You can watch it. Any laptop that you're tracking: you
can follow it as it moves from place to place throughout the world. It's a one-
stop-shop for access to the NSA's information. ... You can tag individuals ... Let's
say you work at a major German corporation and | want access to that network,
| can track your username on a website on a forum somewhere, | can track your
real name, | can track associations with your friends and | can build what's
called a fingerprint, which is network activity unique to you, which means
anywhere you go in the world, anywhere you try to sort of hide your online
presence, your identity.”

Zdroj: https://web.archive.org/web/20140128224439/http://www.ndr.de/ratgeber/netzwelt/snowden277_page-3.html
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Vyberte moznost automatickeho mazani pro Historii polohy

Autematicky mazat aktivitu staréi nez 3 mésice
a rucné lze smazat kdykoli

Autematicky mazat aktivitu starsi nez 18 mésicd
a rucné lze smazat kdykoli

Automaticky mazat aktivitu starsi nez 34 mésica
a rucné lze smazat kdykoli

O O O @

Nemazat automaticky

2% Jak dlouho?

KdyZ uchovévate historii polohy, mate moZnost zpétné dohledat navitivena mista i trasy, po
kterych jste cestovali. Tato data miZete pfestat ukladat pozastavenim historie polohy.

Dalsi



HLPcCko...

proklikavam (pravidelne) nastaveni soukromi
snazim se docist, co které znamena
nastaveny alerty na uniky dat

po uniku kontroluji, co muze byt ohrozeno




Odbocka: Hesla

passkeys

paswordless

pevna hesla?

spravci hesel — jake to ma potize?

2FA (knowledge, possession, inherent, location)

| eaked Passwords

slovnik / brute force / credential stuffing



https://haveibeenpwned.com/Passwords
https://random-ize.com/how-long-to-hack-pass/
https://digitalsecurityguide.eset.com/cz/jsou-uz-hesla-pase-co-jsou-passkeys-a-jake-jsou-jejich-vyhody
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HLPcCko...

» LastPass jako spravce hesel
 silné unikatni heslo
* nektera hesla jen v hlave

e 2FA skrze HW klic




- IBSEBAES jako spravce hesel




SECURITY / POLICY / TECH

Experts link LastPass security breach to
a string of crypto heists

/ More than $35 million has been
stolen from over 150 victims since
December — ‘nearly every victim’
was a LastPass user.

By Jess Weatherbed, a news writer focused on creative industries, computing, and
internet culture. Jess started her career at TechRadar, covering news and
hardware reviews.

Sep 7, 2023, 12:45 PM GMT+2 | [J 16 Comments / 16 New

L 1 v O F) (&

One researcher claims the number of victims who stored their crypto keys on
LastPass was “simply too much to ignore.” Illustration: Beatrice Sala




Sifrovani

* end-to-end sifrovani
« WhatsApp, Signal, Threema - data v pohybu

* jaké to ma potize?

kriticky pocet uzivatelu

zadni vratka

ma to jedno slabe misto...

Sifrovani dat na disku? - usB pamét?


https://www.irozhlas.cz/komentare/sofrovani-unik-dat-korupce_1904040600_cib
https://arstechnica.com/tech-policy/2022/05/war-upon-end-to-end-encryption-eu-wants-big-tech-to-scan-private-messages/?fbclid=IwAR1pabRexlaagbBbq1T8XZ5-X82XGguoaSacZzW5Um7wW_XNQs09k3vL3Oo
https://a2larm.cz/2018/04/rozsifrovali-moji-radcove/

Ekosystem



Neni to jen o PC

Kazdeé nové zarizeni zapadne do ekosystemu.

mobil jako vstupni brana do vaseho zivota
mobil jako dalsi zdroj dat — vsudypritomny

geolokace

anonymita? — burner — Kevin Mitnick

IMS|I CATCHER - Agata

THE ART 0
INVISIBILIT\

The World's Most Fan
Teaches You How to Be Safe
Age of Big Brother and Big Dat

KEVIN MITNICK

with Robert Vamosi



https://gsmweb.cz/mapa/

Neni to jen o PC

loT — internet véci, chytra zarizeni
loT jako bezpecnostni problem

loT jako zdroj cennych dat - shodan

chytra zarovka

chytra mésta

anonymizace a deanonymizace



https://www.shodan.io/
https://www.fastcompany.com/90278465/sorry-your-data-can-still-be-identified-even-its-anonymized

Neni to jen o PC

e wearables

* nositelné technologie

4 Stetson J. Advocacy & L. 1 (2017)

* quantified self

The Admissibility of Data Collected
from Wearable Devices

Katherine E. Vinez!

+ ENGLISH

= m Magazine TV News Culture Tech Munchies RecRoom Music Waypoint Shop Newsletters @ ¢ ©

4 Stetson J. Advoc. & L. 1 (2017)
Lite Kubrick

| Gave My Cat a Fitness : y B sneee
Tracker - the Results Were ' :
Worrying

duction

2.9 km le devices, also known as “wearables,” are the next generation of portable
25/09/2019, 23:24 y and have quickly become ubiquitous in our society.” With the demand
\ hew gadgets continuously increasing, society can expect wearables to have

ous impact on almost every facet of life. First, consider the potential of
evices not only in liigation, but also in the realm of medicine, employ-
everyday living. Produced by companies like Fitbit Inc., Apple Inc., and
-., wearables have already transformed the way users communicate, exer-
eep organized. Despite some hesitancy within the legal community, these
hve also begun to slowly impact and transform litigation. The first known
hrable technology data as evidence in litigation is the personal injury case
la law firm in Calgary, Canada, using their client’s activity data from her
show that her activity level is less and compromised as a result of her

1 Katherine E. Vinez is currently a candidate for a Juris Doctor from Stetson University College of
Law, and also serves as a Law Review Associate.

W

Nathan Chandler, How FitBit Works, TTow STUFF WORKS.

)

Parmy Olerm Fitit Date Niar Reino

el irn the Conrtraom Foerie (Nov 16 2014 4-10 PAMY



https://www2.stetson.edu/advocacy-journal/wp-content/uploads/2017/06/Vinez_-_Wearables.pdf
https://www.vice.com/en/article/pet-fitness-tracker-review-ikati/

Neni to jen o PC

* [VA - Alexa, Cortana a podobné...

* bezpecnostni problemy

JUST ASE

amazon alexa

DE GRUYTER

Proceedings en Privacy Enhancing Technologies 2018; 18 (4):1-18

Elleen Pan*, Jingjing Ren, Martina Lindorfer, Christo Wilson, and David Choffnes
Panoptispy: Characterizing Audio and Video
Exfiltration from Android Applications

Abstract: The high-fidelity sensars and ubiquitous i~ 1 |ntroduction
ternet connectivity offered by mobile devices have facil-
obile apps that Iti-

nsors can also be used

itated an explosion in ly on

internet o

media features. However, these s

The high-fidelity sensors and ubi

by mol e facill

in ways that may viola

poctations
pps ha
ing pictures without the user's knowledge and passively
listened for inaudible.

plications (apps) that rely on multi
dia features. For example, a mobile device’s came

sonal privacy. For example, eaught

N
and microphone er

ultrasonic andio beacons. The de-

rs of mobile de

¢ operating systems recognize

. sensors to in
itive, but unfortunately existing

some of the privacy
data,

msor data s s

assistants, optical character roce

ssion models only miti
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